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8 UNITED STATES DISTRICT COURT
9 NORTHERN DISTRICT OF CALIFORNIA
10 SAN JOSE DIVISION
! C00-21275 PVl
12 | YAHOO! INC,, ADR
a Delaware corporation,
13 Plaintiff COMPLAINT FOR DECLARATORY RELIEF
14
v.
15 . .
LA LIGUE CONTRE LE RACISME ET Trial Date: Not Yet Set
16 | L’ANTISEMITISME, a French
association, and L’UNION DES
17 | ETUDIANTS JUIFS DE FRANCE, a
French association,
18
Defendants.
19
20
21 Plaintiff Yahoo! Inc. complains of defendants La Ligue Contre Le Racisme et
79 I L’Antisemitisme and L’Union Des Etudiants Juifs de France and alleges as follows:
23 PARTIES
24 1. Plaintiff Yahoo! Inc. (“’Yahoo!”) is a Delaware corporation with its principal place
25 | of business in Santa Clara, California.
26 2. Yahoo! is informed and believes and thereon alleges that defendant La Ligue
27 | Contre Le Racisme Et L’ Antisemitisme (“LICRA”) is a French association with its principal place
28 || of business in Paris, France.
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3. Yahoo! is informed and believes and thereon alleges that defendant I.’Union Des

Etudiants Juifs De France (“UEJF”) is a French association with its principal place of business in

Paris, France.
SUBJECT MATTER JURISDICTION
4. The amount in controversy between the parties exceeds $75,000.
5. The plaintiff is a citizen of both California and Delaware. All defendants are

citizens of France. This court has original jurisdiction under 28 U.S.C.A. § 1332(a)(2) because
this action is a civil action between a citizen of a U.S. state and “subjects of a foreign state” where

the amount in controversy exceeds, exclusive of costs and interest, $75,000.

PERSONAL JURISDICTION

6. Yahoo! is informed and believes and thereon alleges that LICRA and UEJF have,
with the intent of forcing Yahoo! to take certain actions in Santa Clara, California and elsewhere in
the U.S., committed acts expressly and repeatedly targeted at U.S.-based Yahoo! and users of
Yahoo!’s U.S. services, including but not limited to:

(a) sending a ‘;cease and desist” letter to Yahoo! in Santa Clara, California

demanding that it remove from its U.S.-based auction site (http://auctions.yahoo.com) (the “U.S.

Auction Site”) items that are constitutionally protected speech in the U.S.;

(b) filing civil complaints (the “Paris Lawsuit”) against Yahoo! in the Tribunal
de Grande Instance de Paris (the “Paris Court”) relating to material that they viewed on Yahoo!’s

U.S. services;

(c) repeatedly availing themselves of the services of the U.S. Department of
Justice and U.S. Marshal’s Office to serve complaints and orders in the Paris Lawsuit on Yahoo! in
Santa Clara, California;

(d)  seeking and obtaining an injunction that forces Yahoo! to suppress and
restrain constitutionally protected speech in the U.S. that is posted by users of Yahoo!’s U.S.-based
services, and to expend significant funds to modify Yahoo!’s U.S.-based services and reengineer

Yahoo!’s U.S. servers in order to suppress and restrain speech that is constitutionally protected in

the U.S., but illegal in France.
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7. Yahoo! is informed and believes and thereon alleges that LICRA and UEJF filed
suit against Yahoo! to cause it to censor legally protected speech in the U.S. that they find
offensive and to make an example of Yahoo! so that other U.S.-based websites and services would
also censor their U.S. users.

8. Yahoo! is informed and believes and thereon alleges that defendant LICRA agreed
to Yahoo!’s Terms of Service, which state that users agree to “submit to the personal and exclusive
jurisdiction of the courts, located within the county of Santa Clara, California” to resolve any
claims relating to use of the Yahoo! service, when LICRA used Yahoo!’s website and webservers
located in Santa Clara, California to (a) view Yahoo!’s U.S. Auction Site and (b) create a U.S.-
based Yahoo! e-mail account (licra_2000@yahoo.com) for its own use. ‘

9. Yahoo! is informed and believes and thereon alleges that defendant UEJF agreed to
Yahoo!’s Terms of Service, which state that users agree to “submit to the personal and exclusive
jurisdiction of the courts located within the county of Santa Clara, California” to resolve any
claims relating to use of the Yahoo! service, when UEJF used Yahoo!’s website and webservers
located in Santa Clara, California to view (a) Yahoo!’s U.S. Auction Site; (b) websites hosted on

Yahoo!’s U.S.-based webpage hosting service (http:/geocities.yahoo.com) (the “U.S. Webpage

Service”), including a webpage containing an English-language translation of Adolph Hitler’s

“Mein Kampf” (http://www.geocities.com/ southbeach/cabana/7748/ mk.html); and (c) directory

listings on Yahoo!’s U.S.-based search engine (http://www.yahoo.com) (the “U.S. Search

Engine”).
10.  Yahoo! is informed and believes and thereon alleges that defendants LICRA and
UEJF intend to enforce in the U.S. certain court orders they obtained in the Paris Lawsuit.
VENUE
11. This court has venue pursuant to 28 U.S.C. § 1391(d). Venue is available in the
district of plaintiff’s choosing because alien defendants may be sued in any district. Defendants

have also agreed to a forum selection clause that places venue in this district for any dispute

concerning their use of plaintiff’s service.
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GENERAL ALLEGATIONS

12.  Yahoo! operates a wide array of Internet sites and services — including an Internet
search engine, an automated online auction site, webpage hosting services and streaming media
services — at the Uniform Resource Locator (“URL”) http://www.yahoo.com. All Yahoo! sérvices
that end in the “.com” suffix, without an associated country code as a prefix or extension, are
operated in the English language, targeted to a U.S. audience, hosted on U.S. servers and operate
under U.S. laws (collectively, “Yahoo!’s U.S. Services”). Yahoo! subsidiary corporations also
operate regional Yahoo! sites and services in 20 other countries, including, for example, Yahoo!
France, Yahoo! India, Yahoo! Spain, and Yahoo! Korea. All regional Yahoo! sites, including
Yahoo! France, are operated in that local region’s primary language, targeted to the local citizenry,
and operated under local laws. Each of these regional Yahoo! sites also contains the country’s
unique two-letter code as either a prefix or a suffix in its URL; for example, Yahoo! France may

be found at http://www.yahoo.fr and Yahoo! Korea may be found at http://www.yahoo.kr.

13.  Yahoo!’s subsidiary corporations have undertaken significant efforts to develop
regional sites and services and to operate them in accordance with local laws and cultural mores.

14.  On or about April 5, 2000, defendant LICRA sent a cease and desist letter to
Yahoo! in Santa Clara, California and threatened “unless you cease presenting Nazi objects for
sale [on the U.S. Auction Site] within 8 days, we shall size [sic] the competent jurisdiction to force
your company to abide by [French] law.”

15. Becaﬁse items displaying the swastika or other Nazi symbols are constitutionally
protected speech in the U.S. — and because most “Nazi” items complained of are historical
collectibles, like World War II-era stamps, coins or photographs — Yahoo! historically has not
removed such items wher; it receives a complaint that users have posted them to its U.S. Auction
Site. Rather, Yahoo! has removed only such user-posted materials that seek to promote or incite
violence against persons or groups based upon race or similar factors.

16. Inits cease and desist letter, LICRA limited its request to the U.S. Auction Site.
Yahoo! is informed and believes and thereon alleges that LICRA did not request that Yahoo! take

any action concerning the Yahoo! France auction site (http://fr.auctions.yahoo.com) (the “France
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Auction Site”) because Yahoo! France removes from the France Auction Site any user-posted
items containing Nazi insignias, symbols or other content that violates French law.

17. LICRA’s cease and desist letter gave Yahoo! until April 13, 2000 to respond.
Before Yahoo! could do so, on or about April 10, 2000, LICRA filed a civil complaint against
Yahoo! in the Tribﬁnal de Grande Instance de Paris (the “Paris Court”) based on French Penal
Code, Article R.645-2. LICRA’s complaint sought to compel Yahoo! to prevent users of the U.S.
Auction Site from posting Nazi-related items that allegedly violate French law or to reengineer its
systems so that such items would be blocked from the view of persons in France. LICRA also
sought to compel Yahoo! to pay penalties for violation of the French Penal Code in the amount of
100,000 Euros per day (approximately U.S. $90,000) for every day that its U.S. Auction Site
continued to violate French law.

18.  On or about April 20, 2000, UEJF likewise filed a complaint against Yahoo! in the
Paris Court, joining in LICRA’s lawsuit based on French Penal Code, Article R.645-2. UEJF’s
claims concerning the U.S. Auction Site are substantially similar to LICRA’s. UEJF also sought to
compel Yahoo! to “cease hosting” on its U.S. Webpage Service user-posted writings that allegedly
violate French law (such as an English language translation of “Mein Kampf”) or to block such
material from the view of persons in France. UEJF sought to compel Yahoo! to pay penalties for
violation of the French Penal Code in the amount of 100,000 Euros per day (approximately U.S.
$90,000) for every day that its U.S. Auction Site and U.S. Webpage Service continued to violate
French law or, alternatively, for every kilobyte of data violating French law.

19. At the initial hearing before the Paris Court on or about May 15, 2000, and
throughout the proceeding, Yahoo! maintained its objections to the Paris Court’s exercise of
jurisdiction over Yahoo!.

20.  The Paris Court heard the Paris Lawsuit as an emergency proceeding on an
expedited basis before a single judge. At the initial hearing before the Paris Court on or about
May 15, 2000 and throughout the proceeding, Yahoo! maintained its objections to expedited, |
emergency review and requested a full and fair trial before a judicial panel. Yahoo!’s objections
and requests were dismissed by the Paris Court.
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21. On or about May 22, 2000, the Paris Court issued an order commanding Yahoo! to
“take all necessary measures” to “dissuade and render impossible” any access via “yahoo.com” by
Internet users in France to “the Nazi artifact auction service or any other site or service that
constitutes an apology of Nazism or a contesting of Nazi crimes” (hereinafter the “May 22"
Order”) (A copy of the May 22™ Order in the original French and translated into English is

attached as Exhibit A).
22, On or about July 24, 2000, the parties reconvened before the Paris Court for a status

conference. Yahoo! explained to Paris Court Judge Jean-Jacques Gomez (“Judge Gomez”) that it
would be technically impossible for Yahoo! to comply with the May 22™ Order. Yahoo!
supported its claim with a technical report prepared by French Internet expert Jean-Denis Gorin

and with a declaration from Yahoo! engineer Geoff Ralston.

23. By order dated August 11, 2000, Judge Gomez ordered the formation of an expert
panel to report on whether compliance with the May 22™ Order was technically feasible.

24. By order dated September 18, 2000, Judge Gomez confirmed that the expert panel
would be comprised of Frangois Wallon of France, Ben Laurie of the United Kingdom, and Vinton
Cerf of the United States (the “Expert Panel”). The Expert Panel was to render its joint, written
opinion in a report presented to the Court on November 5, 2000.

25.  Yahoo! is informed and believes and thereon alleges that Judge Gomez gave an
interview about the Paris Lawsuit to the French language Internet magazine, Transfert, while the
lawsuit was pending. The interview was published in Transfert’s October 2000 issue. In the
interview, Judge Gomez said that the Paris Lawsuit posed the question of whether companies like

Yahoo! would conform to “a single line of morality acceptable to all.”

26.  Yahoo! is informed and believes and thereon alleges that the Expert Panel’s final
written report, which was submitted to the Paris Court on November 5, 2000 (the “Expert
Report™), was prepared in the French language by the French expert, Frangois Wallon. Neither
Vinton Cerf nor Ben Laurie was provided with an English-language translation of the Expert
Report until Yahoo! translated it after the Paris Court’s November 20, 2000 ruling. Yahbo! is
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- French.

. hearing, defendants asked the Paris Court to permit them to enforce against Yahoo! France any

informed and believes and thereon alleges that neither Mr. Cerf nor Mr. Laurie reads or speaks

27.  Yahoo! is informed and believes and thereon alleges that although Vinton Cerf
submitted a dissenting report to Frangois Wallon during the experts’ deliberations, only a small
portion of his dissenting view was included in the Expert Report. Mr. Cerf also submitted a
second dissenting opinion to Mr. Wallon on November 5, 2000. This dissenting opinion was also
not included in the Expert Report and was expressly rejected by the Paris Court at the November 6,
2000 hearing.

28.  Yahoo! is informed and believes and thereon alleges that while the Expert Panel
disagreed on certain issues, they all agreed that Yahoo! could not “render impossible” access by
French citizens to the offending materials because (a) Internet Protocol (“IP”) address technology
only permits identification of French websurfers with approximately 70% accuracy; (b) there are a
number of means by which IP address technology may be easily circumvented; and (c) there is no
automatic or infallible approach for identifying irhages or items that “constitute an apology for

Nazism or a contesting of Nazi crimes.”

29.  Yahoo! is informed and believes and thereon alleges that at the November 6™

orders issued by the Court against Yahoo! Inc.
30. On or about November 20, 2000, Judge Gomez issued an order reaffirming his May

22" Order that required Yahoo! to “take all necessary measures” to “dissuade and render
impossible” any access via “yahoo.com” to “the Nazi artifact auction service or any other site or
service that constitutes an apology of nazism or a contesting of Nazi crimes” in violation of French
Penal Code, Article R.645-2 (the “November 20™ Order”) (A copy of the November 20" Order in
the original French and translated into English is attached as Exhibit B). Among other things, the

November 20" Order:

(a) Directs Yahoo! to reengineer its content servers in the U.S. and elsewhere so

that they can recognize Internet Protocol (“IP”) addresses associated with France or the French
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territories and block access by websurfers assigned such IP addresses to any materials that violate

Article R.645-2;

(b)  Directs Yahoo! to ask users whose IP address is “ambiguous” to provide
Yahoo! with a declaration of nationality when they arrive at Yahoo!’s home page or when they
initiate any search using the word “Nazi;”

(c) Requires Yahoo! to comply within 3 months of the Order’s service or face a
penalty of 100,000 Francs (approximately U.S. $13,300) for every day of non-compliance;

(d)  Says that requiring Yahoo! to ban symbols of Nazism is mandated by
“simple public morality” and has “the merit of satisfying an ethical and moral imperative shared
by all democratic societies;” and

(e) Denies defendants’ request for permission to enforce the Order or any

penalties directed at Yahoo! Inc. against Yahoo! France.

31.  Yahoo! is informed and believes and thereon alleges that on or about November 21,
2000, expert panelist Ben Laurie posted a document entitled “An Expert’s Apology” to his website
at the URL http://www.apache-ssl.org/apology.html. In his “apology,” Mr. Laurie reiterated that
“compliance [with the Paris Court’s Orders] is impossible.” Mr. Laurie also described the
technical measures the Paris Court ordered Yahoo! to implement as “half-assed,” “trivially
avoidable,” “inaccurate,” “ineffective,” and “pointless.”

CLAIM FOR RELIEF: DECLARATORY RELIEF
(28 U.S.C. § 2201)

32.  Plaintiff Yahoo! realleges and incorporates herein by reference all preceding
paragraphs in this complaint.

33. LICRA and UEJF have sought and obtained a prior restraint and penal judgment
from the Paris Court in order to compel Yahoo! to comply with their demand that it remove, or
block access to, content appearing on Yahoo!’s U.S. Services.

34.  Yahoo! cannot comply with the injunction in the Paris Court’s May 22" and

November 20" Orders because compliance is impossible. Moreover; even if compliance were
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possible, it would (a) burden Yahoo! to the point of causing significant and permanent harm to its
operations, customer base and goodwill, and (b) require Yahoo! to collaborate in an
unconstitutional prior restraint on freedom of expression ordered by a French court acting
extraterritorially and without jurisdiction.

35. LICRA and UEJF have already sued Yahoo!, and Yahoo! has a reasonable
apprehension that LICRA and UEJF will now attempt to enforce the May 22™ and November 20™
Orders in the U.S., both as a prior restraint and as penalties for non-compliance.

36. Defendants LICRA and UEJF consider the May 22" and November 20™ Orders to
be enforceable and have expressed their intent to enforce them against Yahoo! in the U.S. Yahoo!
considers those orders to be unenforceable as a matter of law.

37.  The U.S. is the only jurisdiction in which LICRA and UEJF may properly seek to
enforce the May 22" and November 20_th Orders because (a) Yahoo!’s U.S. Services are
maintained and supported by U.S. webservers; (b) Yahoo! maintains no assets in France;

(c) Yahoo! sites and services operated in foreign countries are conducted by separate and
independent foreign subsidiary corporations; and (d) the Paris Court has held that LICRA and
UEJF may not enforce the Orders against Yahoo! France.

38.  As long as Yahoo! cannot or does not comply with the injunctions set forth in the
May 29 and November 20® Orders, LICRA and UEJF threaten to continue to ensure that the
fines are assessed and accrued on a daily basis. Without declaratory relief as to whether the May
22" and November 20" Orders are enforceable, Yahoo! will be required to immediately expend
significant funds to reengineer Yahoo!’s servers in Santa Clara and elsewhere in an attempt to
comply with an order that is impossiblé to comply with, or face accrual of fines of approximately
$13,300 per day.

39.  Yahoo! is informed and believes and thereon alleges that LICRA and UEJF intend
to use the Paris Court’s Order to get other U.S.-based websites and webservices to censor their
U.S. users. For example, Yahoo! is informed and believes that LICRA’s attorney, Marc Knobel
recently stated that “this could only be the first in a slew of lawsuits against U.S. companies
making materials available on the Net that are legal in the U.S., but illegal in Europe,” and “this is
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not a fight we will stop in two months time.” Without declaratory relief, the May 22" and
quember 20™ Orders may significantly chill freedom of expression for users of Yahoo! and other
U.S.-based ISPs because such companies may choose to remove constitutionally-protected speech
in order to avoid protracted court battles or legal liability.

40. The monetary portion of the November 20™ Order constitutes a penalty or fine for
noncompliance with a foreign injunction that is designed to enforce a foreign penal law against a
U.S. company and its U.S.-based operétions. The Order is not a judgment granting “recovery ofa
sum of money, other than a judgment for taxes, a fine or other penalty” within the meaning of the
Uniform Foreign Money Judgments Recognition Act, Section 1(2), as enacted in California in
California Code of Civil Procedure, Section 1713.1(2), and is not recognizable or enforceable.

41.  The Paris Court’s May 22" and November 20™ Orders are not recognizable or
enforceable because they violate U.S. and California public policy of protecting free speech.
Moreover, because the Orders direct Yahoo! to implement ﬁlfering mechanisms and to
individually monitor, a priori, all postings to all of its sites and services — in the U.S. and
elsewhere — they constitute an unconstitutional prior restraint on speech that is protected by the
First Amendment to the Constitution of the United States and by Article I of the Constitution of
California. |

42.  The Paris Court’s May 22" and Navember 20™ Orders are not recognizable or

enforceable for the following additional reasons:

(a) U.S. law immunizes Internet Service Providers (“ISPs”) such as Yahoo!
from responsibility and liability for the content of postings by third parties, as provided by section
230 of the Communications Decency Act, 47 U.S.C. Section 230(a). If permitted to stand, the
French judgment would give foreign nationals a cause of action against U.S.-based ISPs that U.S.

citizens do not have.

(b) The Orders violate public policy in favor of freedom of expression
recognized not only in the United States as a fundamental constitutional right, but aiso by treaty
and international law, for example, as set forth in (1) Article 19 of the International Covenant on

Civil and Political Rights (“ICCPR”), the Resolution of Advice and Consent by the U.S. Senate,
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and the Instrument of Ratification by the President of the United States, (2) Article 10 of the
Convention for the Protection of Human Rights and Fundamental Freedoms; and (3) Article 19 of
the Universal Declaration of Human Rights. France is a signatory to all three of the foregoing.

(c) The Orders exercise an unreasonable, extraterritorial jurisdiction over the
operations and content of a U.S.-based webservice belonging to a U.S. citizen. The Paris Court
has extraterritorially imposed on a U.S. corporation the drastic remedy of a prior restraint and
penalties that are impermissible under U.S. law, instead of simply enforcing the French Penal
Code against French citizens who break French law by accessing information hosted outside their
country that the French Penal Code deems illegal.

(d)  The Orders are contrary to California’s public policy that (1) neither specific
nor preventive relief can be granted to enforce a penalty, or to enforce a penal law, and (2) a
private right of action, especially when used to impose a prior restraint on freedom of expression,

should not be implied from a penal law.

(e) Yahoo! is informed and believes and thereon alleges that France would not
give reciprocal recognition to, or enforce, a judgment of the State of California that granted an
injunction against a French citizen that required specific conduct by him in France to ensure
compliance with California penal law.

@ The Paris Court lacked personal jurisdiction over Yahoo!.

(2) Yahoo! was not afforded a full and fair opportunity to be heard in the Paris
proceedings. The Paris Court disregarded crucial evidence put before it by Yahoo! and by the

Expert Panel, and the Tribunal was biased such that the proceedings did not comport with U.S.

notions of due process.

43. An actual controversy has arisen and now exists between Yahoo! and defendants
LICRA and UEJF as to the recognizability and enforceability of the Paris Court’s May 22" and
November 20™ Orders, which (1) impose a penal judgment; (2) constitute a prior restraint of
speech in violation of the First Amendment to the United States Constitution and Article I of the
California Constitution; (3) are inconsistent with federal law that immunizes ISPs like Yahoo!
from liability for content posted to its sites by third parties; (4) are repugnant to numerous public

595772 v1/SF COMPLAINT FOR DECLARATORY RELIEF
CRP8011.DOC
11.




O 00 NN N AW

RN NN N N R —m e
N O 0B O RN = S © ® W o E 0 o2

28

CooLEY GODWARD LLP
ATTORNEYS AT LAW
SAN FrRANCISCO

policies of the State of California and the United States of America as well as contrary to
applicable treaties and international law; and (5) were rendered in a proceeding that did not
comport with acceptable principles of jurisdiction or due process.

44. A declaratory judgment is necessary to immediately resolve the question of whether
the May 22™ and November 20™ Orders are enforceable. Without such a declaratory judgment,
Yahoo! must immediately commence significant reengineering of its servers in the United States
in an attempt to comply with an order that is impossible to comply with, at significant expense, or
face fines of approximately $13,300 per day. Moreover, attempts to comply with the Court’s order
could slow delivery of Yahoo!’s service, block access by persons other than French nationals, and
otherwise disrupt Yahoo!’s business, thereby causing immediate and pérmanent harm to its
customer base and established goodwill. Finally, declaratory relief is necessary to prevent a
significant chilling effect on the freedom of expression for users of Yahoo! and other U.S.-based
ISPs, because as a result of the May 22™ and November 20" Orders, such U.S. companies may
choose to remove constitutionally protected speech in order to avoid protracted court battles or
legal liability.

PRAYER

WHEREFORE, Yahoo! prays that this Court enter judgment in its favor and against LICRA
and UEJF as follows:

(03] For declaratory relief that the Paris Court’s May 22" and Novembér 20" Orders, or

any comparable orders hereafter issued against Yahoo!, are not recognizable or

enforceable;

(2)  Forrecovery of Yahoo!’s attorneys’ fees, costs and expenses incurred herein; and
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&)

Dated: December Z-] , 2000

595772 v1/SF
CRP801!.DOC

For all other such relief as the Court deems just and proper, including, as necessary,

a preliminary injunction or permanent injunction against defendants LICRA and
UEJF to prevent them from enforcing or attempting to enforce the Paris Court’s

May 22" and November 20™ Orders, or any comparable orders hereafter issued

against Yahoo!.

COOLEY GODWARD LLP

o Pacbsl T s

Michael Traynor

Attorneys for Plaintiff
YAHOO! INC.
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INTERIM COURT ORDER
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IN THE PRESENCE OF

The PUBLIC PROSECUTOR
attached to the County Court of Paris
4 Boulevard du Palais

75055 PARIS

represented by Mr. Pierre DILLANGE, First Deputy Prosecutor.

We, the Presiding Justice,
Having heard the parties here present or their respective counsel,

Having established, and having obtained confirmation from an officer of the court,
that the Yahoo.com site, which is accessible to all Internet surfers calling from
France, features an "AUCTIONS" page offering for sale some thousand Nazi
objects, and maintaining that this display of objects offered for sale not only
constitutes a violation of the provisions of Section R645-1 of the Criminal Code
(Code Pénal), but also constitutes the largest vehicle in existence for the promotion
in Nazism, the League Against Racism & Anti-Semitism (LICRA), whose purpose
is notably to combat racism and anti-Semitism by all means ..., and to defend the
honour and the memory of deportees, has petitioned this court to make an
enforcement order on the Company YAHOO! Inc., being the owner of Yahoo.com,
to institute the necessary measures to prevent the display and sale on its site
Yahoo.com of Nazi objects throughout the territory of France (procedure number
00/05308);

The French Union of Jewish Students (UEJF), which endorses the petition filed by
LICRA and further takes issue with YAHOO! Inc. and YAHOO FRANCE for
promoting the propagation of anti-Semitism in written form, the first named
company hosting on its service Geocities.com two prominent examiples of
contemporary anti-Semitic literature, namely Adolf Hitler's Mein Kampf and the
Protocole des Sages de Sion ("Protocol of the Sion Sages") (a celebrated bogus
document portraying Jews as corrupt and their plans for government), and the
second named company offering a link with Yahoo.com where the auctions service
is offered, together with a "revisionist" category through which it is possible to
view a site entitled "Air photo evidence" which purports to contain images proving
that the gas chambers did not exist, has petitioned this court (procedure 00/05309) :

To declare the French Union of Jewish Students justified in bringing their action,

Consequently, and pursuant to the provisions of Section 809 paragraphs 1 and 2 of
the New Code of Civil Procedure,
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- By way of interim precautionary measures :

1/ Order the Company YAHOO! Inc., subject to a penalty of 100,000 Euros per
day of delay and/or per kilobyte of file in violation of the prohibition so ordered, to
destroy all computer data stored directly or indirectly on its server and,
correlatively, to cease all hosting and availability in the territory of the Republic
from the "Yahoo.com" site :

- of messages, images and text relating to Nazi objects, relics, insignia,
emblems and flags, or which evoke Nazism, and which can currently be
acquired through the "Auctions" service,

- of Web pages displaying text, extracts or quotes from "Mein Kampf" and
the "Protocole des Sages de Sion" which can currently be viewed,
reproduced or downloaded from the Geocities hosting site of YAHOO!
Inc. at the following addresses :

- "www.geocities.com/SouthBeach/Cabana/7748/mk.html"
- "www.geocities.com/Athens/Thebes/6370/protocol 1tot8.htm"

2/ Order YAHOO! Inc. and YAHOO FRANCE jointly and severally, subject to a
penalty of 100,000 Euros per day of delay and per confirmed violation, to remove
from all browser directories accessible in the territory of the French Republic from
Yahoo.com and Yahoo.fr sites :

- the index heading entitled "negationists",

- any hypertext link bringing together, equating or presenting directly or
indirectly as equivalent sites categorised under the heading "Holocaust"
and those indexed as negationist.

Reserve the possibility of liquidation of the penalties thus pronounced;

- By way of restitution :

Order publication of the order in question by means of extracts placed in five daily
or weekly publications at the choice of the French Union of Jewish Students, up to
a limit of Fr 25,000 per publication, payable in advance by the respondents and
drawable on the CARPA account of their legal counsel who shall effect release of
payment upon presentation of the OSP estimates;

Urge each of the respondent companies to implement appropriate technical
measures to display, in the form of a warning, an extract of the order in question on
the home page of the sites Yahoo.fr and Yahoo.com for a period of 30 seconds on
each occasion that the page is visited and for a period of 15 days;

Determine and rule that this publication will be made outside the context of any
advertisement and with no additional wording of any kind other than that relating
to a possible appeal in accordance with terms and conditions as may be laid down
by the Presiding Justice.
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Fix in the sum of Fr 50,000 per confirmed default the penalty intended to ensure
proper execution of this publication in the forms and under the conditions defined
by the Presiding Justice.

Reserve the possibility of liquidation of any penalty thus pronounced;

- Given the absence of serious objection :

Order the companies YAHOO! Inc. and YAHOO FRANCE jointly and severally
to pay to UEJF the sum of 1 Franc by way of provisional damages;

Order the above-named companies to pay the sum of 1 Franc pursuant to Section
700 of the New Code of Civil Procedure;

Award costs against the above-named companies;

Sound judicial practice dictates that the two proceedings number 00/05308 and
00/05309 be bound together.

The company YAHOO! Inc. submits that this court is territorially incompetent to
make a determination in the dispute on the grounds that the alleged wrong was
committed in the territory of the United States; it submits further that the suit filed
by LICRA for non-compliance with the provisions of Section 56 of the New Code
of Civil Procedure is null and void; and further that the petition filed by the French
Union of Jewish Students is inadmissible on the grounds that the latter has failed to
show that it is eligible to act pursuant to Section 48-2 of the Law of 29" July 1881,
it having failed to establish that it is an association for the defence of members of
the resistance movement or deportees; that in any event the petitions should be
dismissed on the grounds that the obligations of vigilance and prior censure for
which the plaintiffs are seeking to make it responsible are impossible obligations,
firstly in regard to the law and constitution of the USA, in particular the first
amendment of that constitution which enshrines freedom of speech, and in regard
to the technical impossibility of identifying Internet surfers visiting the auctions
service, pointing out however that its charter contains a warning to surfers against
any use of the service for purposes liable to attract legal censure on any basis
whatsoever (incitement to hatred, racial or ethnic discrimination ...);

Y AHOO FRANCE submits that the petition filed by UEJF is inadmissible on the
grounds that the latter has failed to show that it is empowered to act pursuant to
Section 48-2 of the Law of 29" July 1881, and on a subsidiary basis that all of its
claims be rejected on the grounds that, firstly, the fact of placing a link to
Yahoo.com on its Yahoo.fr site is not intended to encourage revisionist thinking or
to promote Nazism, and secondly that it is acting with all due diligence by making
available online a charter setting forth the terms of use of Yahoo.fr, and lastly that
it does not personally propose any access to the disputed sites and services;

Having heard the oral submissions made by the Public Prosecutor wherein he
demanded that the reality of the damage suffered by the plaintiffs be recognised;
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Fu nsidering the written submissi of t i nd_the documents
I ed in course of our deliberati

Whereas it is not contested that a surfer calling Yahoo.com from French territory,
either directly or via the link proposed by Yahoo.fr, is able to view on his or her
computer screen the pages, services and sites to which Yahoo.com allows access,
in particular the Auctions service hosted on Geocities.com, which is a hosting
service run by YAHOO! Inc., and notably the category relating to Nazi objects;

Whereas the exhibition of Nazi objects for purposes of sale constitutes a violation
of French law (Section R.645-2 of the Criminal Code), and even more an affront to
the collective memory of a country profoundly traumatised by the atrocities
committed by and in the name of the criminal Nazi regime against its citizens and
above all against its citizens of the Jewish faith;

Whereas by permitting these objects to be viewed in France and allowing surfers
located in France to participate in such a display of items for sale, the Company
YAHOO! Inc. is therefore committing a wrong in the territory of France, a wrong
whose unintentional character is averred but which has caused damage to be
suffered by LICRA and UEIJF, both of whom are dedicated to combating all forms
of promotion of Nazism in France, however insignificant the residual character of
the disputed activity may be regarded in the context of the overall running of the
auctions service offered on its Yahoo.com site;

Whereas, the damage being suffered in France, our jurisdiction is therefore
competent to rule on the present dispute under Section 46 of the New Code of
Civil Procedure;

Whereas the Company YAHOO! Inc. points out that it is technically impossible
for it to control access to the auctions service or to other services, and hence for it
to prevent surfers calling from France from viewing these services on their
computer screen;

Whereas however the company is at pains to point out that it warns all visitors
against any use of these services for purposes "liable to attract legal censure on any
basis whatsoever", notably for purposes of racial or ethnic discrimination (see the
company's Users Charter);

Whereas however YAHOO! Inc. is able to identify the geographical origin of a
visiting site from the caller's IP address, which should enable it to prevent surfers
calling from France, by all appropriate means, from accessing services and sites
which when displayed on a screen installed in France, with possible subsequent
downloading and reproduction of the content, or any other action justified by the
nature of the site visited, is liable to be deemed an offence in France and/or to
constitute a manifestly unlawful trouble within the meaning of Sections 808 and
809 of the New Code of Civil Procedure, which manifestly applies to the
exhibition of uniforms, insignia and emblems resembling those worn or displayed
by the Nazis;
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Whereas in regard to surfers who gain access via sites guaranteeing them
anonymity, YAHOO! Inc. has a reduced capability to exert control, save for
example that of systematically denying access to such sites to any visitor who fails
to reveal his or her geographical origin;

Whereas the real difficulties encountered by YAHOO do not constitute
insurmountable obstacles;

That it should therefore be ordered to take all measures to dissuade and make
impossible any access by a surfer calling from France to disputed sites and services
of which the title and/or content constitutes a threat to internal public order,
especially the site offering Nazi objects for sale;

Whereas an opportunity must be afforded to effectively debate the nature of these
measures in the context of this proceeding;

That a period of two months will be granted to YAHOO to enable it to formulate
any proposals in respect of technical measures capable of facilitating settlement of
the present dispute;

Whereas, in respect of YAHOO FRANCE, it is stipulated that its site Yahoo.fr
does not personally propose to surfers calling from France that they access sites
and services whose title and/or content constitutes a violation of French law;,
whereas it does not therefore permit access to sites or auction services for Nazi
objects;

Whereas however it offers the surfer a link to Yahoo.com entitled "continue search
on Yahoo.com" with no particular warning;

Whereas furthermore, knowing the content of the services offered by Yahoo.com,
in this instance the auctions service offering Nazi objects for sale under one of its
categories, it has a duty to warn surfers, by means of a warning panel, before the
surfer continues the search on Yahoo.com, that whenever the result of the search
on Yahoo.com either via a category tree structure or via keywords causes him or
her to point to sites, pages or forums whose title and/or content constitutes a
violation of French law, as is the case with sites directly or indirectly, deliberately
or inadvertently, making an apology for Nazism, the surfer must not proceed to
view the site concerned, subject to imposition of the penaities provided in French
legislation or the bringing of legal action against him";

Whereas these measures would appear sufficient at the present time;

Whereas, however, there is a case for applying the provisions of Section 700 of the
New Code of Civil Procedure in favour of the plaintiffs;
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THE

Ruling in public hearing, with the possibility of appeal, by order following full
discussion by all parties,

We bind together proceeding numbers 00/05308 and 00/05309;
We reject the pleas made in defence;

We order the Company YAHOO! Inc. to take all necessary measures to dissuade
and render impossible any access via Yahoo.com to the Nazi artifact auction
service and to any other site or service that may be construed as constituting an
apology for Nazism or a contesting of Nazi crimes.

We order the Company YAHOO FRANCE to warn any surfer visiting Yahoo.ft, before use is made
of the link enabling him or her to proceed with searches on Yahoo.com, that if the result of any
search initiated either through a tree structure or by means of keywords, causes the
surfer to point to sites, pages or forums of which the title and/or content constitutes
a violation of French law, as applies to the viewing of sites making an apology for
Nazism and/or exhibiting uniforms, insignia or emblems resembling those worn or
displayed by the Nazis, or offering for sale objects or works whose sale is strictly
prohibited in France, the surfer must desist from viewing the site concerned subject
to imposition of the penalties provided in French legislation or the bringing of
legal action against him;

We order the continuance of these proceedings at a hearing before us on :

Monday 24" July 2000 at 14h00
(Chambers of First Deputy Presiding Justice GOMEZ)

during which the Company YAHOO! Inc. will present the measures that it intends
to take to put an end to the damage and trouble suffered by the plaintiffs and to
prevent any further trouble;

We order the Company YAHOO! Inc. to pay to LICRA the sum of Fr 10,000
pursuant to Section 700 of the New Code of Civil Procedure;

We order the Companies YAHOO! Inc. and YAHOO FRANCE to pay to UEJF
the sum of Fr 10,000 pursuant to Section 700 of the New Code of Civil Procedure;

We say that there is no necessity to prescribe other measures at the present time;
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TRIBUNAL
DE GRANDE
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DE PARIS
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ORDONNANCE DE REFERE
rendue le 22 mai 2000

par Jean-Jacques GOMEZ, Premier Vice-Président au Tribunal de Grande
Instance de Paris, tenant ’audience publique des Référés par délégation du
Président du Tribunal,

assisté de Christiane BENSOAM, Greffier en chef.

DEMANDERESSES

L'Association UNION DES ETUDIANTS JUIFS DE FRANCE, agissant
par son Président Monsieur Ygal LE HARRAR

27 ter, avenue Lowendal

75015 PARIS

représentée par Me STEPHANE LILTI, avocat au barreau de PARIS - C1133

La LIGUE CONTRE LE RACISME ET L'ANTISEMITISME - LICRA,
représentée par son Président Monsieur Patrick GAUBERT

42 rue du Louvre

75002 PARIS

représentée par Me MARC LEVY, avocat au barreau de PARIS - P0119

DEFENDERESSES

La Société YAHOO ! Inc.

3420 Central Expressway SANTA-CLARA
CALIFORNIE 95051

ETATS-UNIS D'AMERIQUE

représentée par Me CHRISTOPHE PECNARD, avocat au barreau de PARIS
- 10237

La Société YAHOO FRANCE
8, rue du Sentier

75002 PARIS

représentée par Me ISABELLE CAMUS, avocat au barreau de PARIS - L0237
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EN PRESENCE DE

Monsieur LE PROCUREUR DE LA REPUBLIQUE
prés le Tribunal de Grande Instance

4 boulevard du Palais

75055 PARIS

représenté par Monsieur Pierre DILLANGE, Premier Substitut

Nous, Président,
Aprés avoir entendu les parties comparantes ou leur conseil,

Ayant constaté et fait constater par huissier que sur le site Yahoo.com,
accessible 2 tous les internautes qui appellent de France, figure une page
“AUCTIONS” (ventes aux enchéres) proposant a la vente un millier d’objets
nazis et soutenant que cette exhibition d’objets proposés a la vente constituait
non seulement une infraction aux dispositions de I’article R.645-1 du Code
Pénal mais encore la plus grande entreprise de banalisation du nazisme qui soit,
la LICRA, dont I’objet social est notamment de combattre par tous moyens le
racisme et I’antisémitisme ... et de défendre I’honneur et la mémoire des
déportés, nous demande d’enjoindre sous astreinte a la Société YAHOO ! Inc.
propriétaire de Yahoo.com de prendre les mesures nécessaires pour empécher
I’exhibition-vente sur son site Yahoo.com d’objets nazis sur I’ensemble du
territoire francais (procédure numéro 00/05308) ;

L’Union des Etudiants Juifs de France qui souscrit a la demande de la LICRA
et qui fait en outre grief 3 YAHOO ! Inc. et YAHOO FRANCE de favoriser la
propagation de I’antisémitisme par 1’écrit, la premiére citée en hébergeant sur
son service Geocities.com deux monuments de la littérature antisémite
contemporaine : Mein Kampf d’ Adolf Hitler et le Protocole des Sages de Sion
(célebre faux document censé établir la corruption juive et son plan de
gouvernement), la seconde en offrant un lien avec Yahoo.com ol se trouve
offert le service d’enchéres, outre une rubrique “revisionists” a partir de
laquelle on peut consulter un site intitulé “Air photo evidence” qui se propose
de faire la preuve par ’image de I’inexistence des chambres a gaz, nous
demande de : (procédure numéro 00/05309) :

Déclarer bien fondée I’Union des Etudiants Juifs de France en son assignation,

En conséquence et conformément aux dispositions de Iarticle 809 alinéas 1 et
2 du Nouveau Code de Procédure Civile :
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- A titre de mesures conservatoires :

1/ Ordonner a la Société YAHOO ! Inc., sous une astreinte de 100.000 euros
par jour de retard et/ou par kilo-octet de fichier contrevenant a I’interdiction
prononcée, de détruire toute donnée informatique stockée directement ou
indirectement sur son serveur et cesser corrélativement tout hébergement et
toute mise a disposition sur le territoire de la République a partir du site

“Yahoo.com” :

- de messages, d’images et de textes se rapportant aux objets, reliques,
insignes et emblémes et drapeaux nazis ou évoquant le nazisme et
pouvant actuellement étre acquis sur le service “Auction”,

- de pages Web exposant les textes, extraits ou citation de “Mein
Kampf”, et du “Protocole des Sages de Sion” pouvant Etre
actuellement consultés, reproduits ou téléchargés sur le service
d’hébergement Geocities de YAHOO ! Inc. aux adresses suivantes :

- “www.geocities.com/SouthBeach/Cabana/7748/mk.html”
- “www.geocities.com/Athens/Thebes/6370/protocol1tot8.htm™

2/ Ordonner solidairement 2 YAHOO ! Inc. et YAHOO FRANCE, sous une
astreinte de 100.000 euros par jour de retard et par infraction constatée, de
supprimer, dans tout annuaire de navigation accessible sur le territoire de la
République Francaise a partir des sites Yahoo.com et fr.Yahoo.com :

- la rubrique d’indexation intitulée “negationists”,

- tout lien hypertexte unissant, assimilant ou présentant
directement ou indirectement comme équivalents les sites indéxés
dans la rubrique “holocaust(e)” et ceux répertori€és comme
négationnistes,

Se réserver la liquidation des astreintes ainsi prononcées ;
- A titre de mesures de remise en état :

Ordonner la publication de ’ordonnance & intervenir par extrait dans cing
quotidiens ou hebdomadaires du choix de I’Union des Etudiants Juifs de
France, dans la limite de 25.000 Francs par publication, aux frais avancés des
défenderesses a consigner sur le compte CARPA de leurs conseils qui s’en
dessaisiront sur simple présentation des devis de I’OSP ;

Enjoindre chacune des sociétés défenderesses de mettre en oeuvre les moyens
techniques appropriés pour faire apparaitre, sous forme d’avertissement, un
extrait de 1’ordonnance a intervenir, sur la page d’accueil des sites Yahoo.fr et
Yahoo.com pendant une durée de 30 secondes lors de chaque consultation et
pour une période de 15 jours ;

Dire et juger qu’il sera procédé a cette publication en dehors de tout encart

publicitaire et sans mention ajoutée de quelque nature que ce soit, autre celle
relative a un appel éventuel selon les formes et modalités que Monsieur le

Président voudra bien fixer ;
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Fixer 4 la somme de 50.000 Francs Par manquement constaté 1’astreinte
destinée a assurer la bonne exécution de cette publication dans les formes et
sous les conditions définies par Monsieur le Président ;

Se réserver la liquidation de toute astreinte prononcées ;

- Yu I’absence de contestation sérieuse :

Condamner solidairement les sociétés YAHOO ! Inc. et YAHOO FRANCE a
verser 2 'UEJF la somme de 1 Franc a titre de dommages et intéréts
provisionnels ;

Les condamner au paiement de la somme de 1 Franc en application de I’article
700 du Nouveau Code de Procédure Civile ;

Les condamner aux dépens ;

Une bonne administration de la justice commande de joindre les deux
procédures numéros 00/05308 et 00/05209 ;

La Société YAHOO ! Inc. conclut & I’incompétence territoriale de notre
juridiction pour connaitre du litige, motif pris que la faute alléguée est commise
sur le territoire des Etats-Unis, ensuite a la nullité de I’assignation déliviée par
la LICRA paur non respect des prescriptions de I’article 56 du Nouveau Code
de Procédure Civile, en outre a I’irrecevabilité de la demande de I’Union des
Etudiants Juifs de France au motif que celle-ci ne justifie pas qu’elle soit
recevable a agir sur le fondement de ’article 48-2 de la loi du 29 Juillet 1881,
faute par elle d’établir qu’elle est une association de défense des résistants ou
des déportés, en tout état de cause au débouté des demandes, motifs pris que
les obligations de vigilance et de censure préalable que les requérantes
voudraient voir mises a sa charge sont des obligations impossibles, toutd’abord
au regard de la loi et de la constitution américaine, spécialement le premier
amendement de la constitution qui institue la liberté d’expression et ensuite au
regard de I'impossibilité technique d’identifier des internautes visiteurs du
service de ventes aux enchéres, rappelant toutefois que dans sa charte elle met
en garde tout internaute contre toute utilisation du service a des fins dignes de
réprobation pour quelque motif que ce soit (incitation a la haine, a la
discrimination raciale ou ethnique...) ;

YAHOO FRANCE conclut a I’irrecevabilité de ia demande de I’'UEJF motif
pris que celle-ci ne justifie pas de sa qualité pour agir au sens de I’article 48-2
de la loi du 29 Juillet 1881, subsidiairement au rejet de I’ensemble de ses
prétentions au motif tout d’abord que I’installation sur son site Yahoo.fr d’un
lien avec Yahoo.comn’a pas pour objet de promouvoir les théses révisionnistes
ou de banaliser le nazisme, ensuite qu’elle agit dans le respect d’une stricte
diligence en mettant a disposition en ligne d’une charte sur les conditions
d’utilisation de Yahoo.fr, enfin qu’elle ne propose personnellement aucun acces
aux sites et services litigieux ;

Aprés avoir entendu Monsieur le Procureur de la République en ses
conclusions orales aux termes desquelles il demande de constater la réalité du

dommage subi par les requérantes ;
- o P



Vu pour le surplus ensemble les écritures des parties et les pieces produites aux
débats

Attendu qu’il n’est pas contesté que I'internaute qui appelle Yahoo.com depuis
le territoire francais, directement ou grace au lien que lui propose Yahoo.fT,
peut visualiser sur son écran d’ordinateur les pages, services et sites auxquels
Yahoo.com permet 1’accés, en particulier le service de ventes aux encheres
(Auctions), hébergé chez Geocities.com, service d’hébergement de YAHOO !
Inc., notamment dans sa déclinaison relative aux objets nazis ;

Attendu que ’exposition en vue de leur vente d’objets nazis constitue une
contravention a la loi francaise (article R.645-2 du Code Pénal) mais plus
encore une offense a la mémoire collective du pays profondément meurtri par
les atrocités commises par et au nom de |’entreprise criminelle nazie &
I’encontre de ses ressortissants et surtout a I’encontre de ses ressortissants de
confession juive ;

Attendu qu’en permettant la visualisation en France de ces objets et la
participation éventuelle d’un internaute installé en France a une telle exposition
vente, la Société YAHOO ! Inc. commet donc une faute sur le territoire
francais, faute, dont le caractére non intentionnel est avéré, mais qui est a
I’origine d’un dommage tant pour la LICRA que pour I’UEJF qui ont, I’'une et
Pautre, vocation a poursuivre en France toute forme de banalisation du
nazisme, peu important au demeurant le caractére résiduel de Iactivité
litigieuse au regard de I’ensemble de I’activité du service de ventes aux
enchéres proposé sur son site Yahoo.com ; ’

Attendu que le dommage étant subi en France, notre juridiction est donc
compétente pour connaitre du présent litige en application de I’article 46 du
Nouveau Code de Procédure Civile ;-

Attendu que la Société YAHOO ! Inc. fait valoir qu’il lui est techniquement
impossible de contréler I’accés au service des enchéres ou a d’autres services,
et en conséquence d’interdire 3 un internaute appelant de France de visualiser
ceux-ci sur son écran ;

Attendu qu’elle tient toutefois a préciser qu’elle met en garde tout visiteur
contre toute utilisation de ces services a des fins “dignes de réprobation pour
quelque motif que ce soit”, notamment a des fins de discrimination raciale ou
ethnique (cf. sa charte d’utilisation) ;

Mais attendu que YAHOO ! Inc. est 3 méme d’identifier ’origine géographique
du site qui vient la consulter, a partir de I’adresse IP de I’appelant, ce qui
devrait lui permettre d’interdire aux internautes appelant de France, ce par tous
moyens appropriés, d’accéder aux services et sites dont la visualisation sur un
écran installé en France, éventuellement suivie du téléchargement et de la
reproduction des contenus, ou de toute autre initiative justifiée par la nature du
site consulté, serait susceptible de recevoir en France une qualification pénale -
et/ou de constituer un trouble manifestement illicite au sens des articles 808 et
809 du Nouveau Code de Procédure Civile, ce qui est manifestement le cas de
I’exhibition d’uniformes, insignes, emblémes rappelant ceux qui ont été portés

ou exhibés par les nazis ;
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Attendu qu’a ’égard des internautes qui passent par des sites leur garantissant
I’anonymat, YAHOO ! Inc. 3 moins de possibilités de contréle sauf par
exemple celle de refuser systématiquement I’acces a de tels sites  tout visite ur

qui ne révélerait pas son origine géographique ;

Attendu qu’ainsi les difficultés réelles rencontrées par YAHOO ne constituent
pas des obstacles insurmontables ;

Qu’il lui sera donc ordonné de prendre toutes mesures de nature a dissuader et
a rendre impossible toute consultation par un internaute appelant de France des
sites et services litigieux dont le titre et/ou le contenu portent atteinte a I’ordre
public interne, spécialement le site de vente d’objets nazis ;

Attendu qu’il doit pouvoir étre débattu utilement de la nature de ces mesures
dans le cadre de la présente instance ;

Qu’un délai de deux mois sera donc accordé a YAHOO pour lui permettre de
formuler toutes propositions de mesures techniques susceptibles de favoriser
un réglement du présent litige ;

Attendu que s’agissant de YAHOO FRANCE, il convient de préciser que son
site Yahoo.fr ne propose pas personnellement a des internautes appelant de
France d’accéder 2 des sites et des services dont le titre et/ou les contenus
constitueraient une infraction a la loi francaise ; qu’ainsi, elle ne permet pas
I’acces 2 des sites ou services de vente aux enchéres d’objets nazis ;

Mais attendu qu’elle propose a I’internaute un lien avec Yahoo.com intitulé
“poursuite de la recherche sur Yahoo.com”, sans précaution particuliére ;

Or attendu que connaissant le contenu des services proposés par Yahoo.com,
et en I’occurrence le service de ventes aux enchéres comportant dans ’une de
ses déclinaisons la vente d’objets nazis, il lui appartient de prévenir
Pinternaute, sur un panneau, ce dés avant méme que celui-ci poursuive sa
recherche sur Yahoo.com, que dés lors que le résultat de sa recherche sur
Yahoo.com soit & partir d’une arborescence, soit a partir de mots clefs, ’ameéne
a pointer sur des sites, des pages ou des forums dont le titre et/ou les contenus
constituent une infraction a la loi francaise, ainsi en est-il des sites faisant
directement ou indirectement, volontairement ou involontairement I’apologie
du nazisme, il doit interrompre la consultation du site concerné sauf a encourir
les sanctions prévues par la législation frangaise ou a répondre des actions en
justice qui pourraient étre initiées a son encontre ;

Attendu que ces mesures apparaissent suffisantes en I’€tat ;

Qu’en revanche, il est justifié de faire application des dispositions de ’article
700 du Nouveau Code de Procédure Civile au profit des demanderesses ;

PN
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PAR CES MOTIFS

Statuant publiquement en premier ressort, par ordonnance contradictoire,
Joignons les procédures numéros 00/05308 et 00/05309 ;
Rejetons les exceptions soulevées en défense ;

Ordonnons  la Société YAHOO ! Inc. de prendre toutes les mesures de nature
a dissuader et a rendre impossible toute consultation sur Yahoo.com du service
de ventes aux enchéres d'objets nazis et de tout autre site ou service qui
constituent une apologie du nazisme ou une contestation des crimes nazis ;

Ordonnons a la Société YAHOO FRANCE de prévenir tout internaute
consultant Yahoo.fr et ce dés avant méme qu'il fasse usage du lien lui
permettant de poursuivre ses recherches sur Yahoo.com que si le résultat de sa
recherche, soit  partir d'une arborescence, soit  partir de mots clefs l'améne
a pointer sur des sites, des pages ou des forums dont le titre et/ou les contenus
constituent une infraction 2 la loi francaise, ainsi en est-il de la consultation de
sites faisant l'apologie du nazisme et/ou exhibant des uniformes, des insignes,
des emblémes rappelant ceux qui ont été portés ou exhibés par les nazis, ou
offrant a la vente des objets et ouvrages dont la vente est strictement interdite
en France, il doit interrompre la consultation du site concerné sauf a encourir
les sanctions prévues par la 1égislation frangaise ou a répondre des actions en
justice initiées a son encontre ;

Ordonnons la poursuite de l'instance a notre audience du :

Lundi 24 Juillet 2000 3 14 Heures
(Cabinet de Monsieur le Premier Vice-Président GOMEZ)

au cours de laquelle la Société YAHOO ! Inc. soumettra les mesures qu'elle
compte prendre pour mettre un terme au dommage et au trouble subis par les
requérantes et pour prévenir tout nouveau troubie ;

Condamnons la Société YAHOO ! Inc. a payer a la LICRA la somme de
10.000 Francs sur le fondement de l'article 700 du Nouveau Code de Procédure
Civile ;

Condamnons les Sociétés YAHOO ! Inc. et YAHOO FRANCE a payer a
I'UEJF la somme de 10.000 Francs sur le fondement de l'article 700 du

Nouveau Code de Procédure Civile ;

Disons qu'il n'y a pas lieu de prescrire d'autres mesures en I'état ;
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Mettons les dépens nés de la procédure initiée par la LICRA a la charge de
YAHOO ! Inc. et ceux nés de la demande de 'UEJF a charge de YAHOO ! Inc.
et de YAHOO FRANCE.

Fait a Paris le 22 mai 2000

?/ Le Greffign, Le Président,
\ <

Christiane BENSOAM Jean-Jacques GO

Page 8



THE
COUNTY
COURT
OF PARIS

N°RG :
00/05308

Ne: 1/l

Executory
copies issued on:

INTERIM COURT ORDER
made on 20" November 2000

by Jean-Jacques GOMEZ, First Deputy Justice Presiding in the County
Court of Paris, hearing a summary proceeding in public by delegation
of the Chief Presiding Justice of the Court.

assisted by Nicole VOURIOT, Clerk to the Court.

PLAINTIFFS

The LEAGUE AGAINST RACISM AND ANTISEMITISM - LICRA,
represented by its President Mr. Patrick GAUBERT

42 rue du Louvre

75002 PARIS

represented by counsel Marc LEVY, Member of the PARIS Bar - PO119

The FRENCH UNION OF JEWISH STUDENTS,
acting through its President Mr. Ygal Le HARRAR

27 ter, avenue Lowendal
75015 PARIS

represented by counsel Stéphane LILTI, member of the PARIS bar -
C1133

RESPONDENTS

The company YAHOO! INC.

3420 Central Expressway SANTA-CLARA
CALIFORNIA 95051

UNITED STATES OF AMERICA

represented by counsel Christophe PECNARD, member of the PARIS bar
- L0237

The company YAHOO FRANCE
8 rue du Sentier

75002 PARIS

represented by counsel Isabelle CAMUS, member of the PARIS bar -
L0237
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VOLUNTARY PARTICIPANT

MRAP
89 rue Oberkampf
75011 PARIS

represented by counsel Didier SEBAN, member of the PARIS bar - E0057

IN THE PRESENCE OF

The PUBLIC PROSECUTOR
Palais de Justice de Paris

4 Boulevard du Palais
75001 PARIS

represented by Mr. Pierre DILLANGE, First Deputy Prosecutor.

We, the Presiding Justice,

Considering our order of 22" May 2000, to which reference shall expressly be
made and wherein we ordered :

1/ YAHOO Inc. : to take all necessary measures to dissuade and make impossible
any access via yahoo.com to the auction service for Nazi merchandise as well as to
any other site or service that may be construed as an apology for Nazism or
contesting the reality of Nazi crimes

2/ YAHOO France : to issue to all Internet surfers, even before use is made of the
link enabling them to proceed with searches on yahoo.com, a warning informing
them of the risks involved in continuing to view such sites;

3/ continuance of the proceeding in order to enable YAHOO Inc. to submit for
deliberation by all interested parties the measures that it proposes to take to put and
end to the trouble and damage suffered and to prevent any further trouble;

Considering our order of 11™ August 2000, to which reference shall be made
insofar as it sets out the facts of the case as well as the arguments and claims of the
parties. ’

Considering the submissions made by LICRA, UEJF and MRAP and reiterated at
the hearing of 6™ November 2000 in pursuit of their case as already set forth in our
previous order;
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Considering the submissions in defence presented both by Yahoo France and by
Yahoo Inc. in pursuit of their case as set forth in our previous order;

Considering the report by the consultants WALLON - VINTON CERF - LAURIE;

Considering the memoranda submitted under private consideration, to which
reference is expressly made;

Having heard the oral submissions made by the Public Prosecutor;
Considering the documents produced;

Having received the expert witness statement by Mr. Vinton CEREF, who is not
registered on the list of court-registered experts, and by Mr. NORER, who is a
court-registered expert but acting in this instance in the capacity of English
interpreter alongside Ms. KINDER, a court-registered expert in this speciality;

n the demands placed on YAHOO Inc.
Whereas in the opinion of the company YAHOO Inc. :
- this court is not competent to make a ruling in this dispute;

- there are no technical means capable of satisfying the terms of the order of 22
May 2000;

- on the assumption that such means existed, their implementation would entail
unduly high costs for the company, might even place the company in jeopardy and
would to a degree compromise the existence of the Internet, being a space of
liberty and scarcely receptive to attempts to control and restrict access;

Whereas in support of its incompetence plea, reiterated for the third time, the
company YAHOO points out that :

- its services are directed essentially at surfers located in the territory of the United
States of America,

- its servers are installed in the same territory;

- a coercive measure instituted against it could have no application in the United
States given that it would be in contravention of the first amendment of the United
States Constitution which guarantees freedom of opinion and expression to every
citizen;

Whereas it is true that the "Yahoo Auctions" site is in general directed principally
at surfers based in the United States having regard notably to the items posted for
sale, the methods of payment envisaged, the terms of delivery, the language and
the currency used, the same cannot be said to apply to the auctioning of objects
representing symbols of Nazi ideology which may be of interest to any person
wishing to participate in such activities, including French people;
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Whereas, furthermore, and as already ruled, the simple act of displaying such
objects in France constitutes a violation of Article R645-1 of the Penal Code and
therefore a threat to internal public order;

Whereas, in addition, this display clearly causes damage in France to the plaintiff
associations who are justified in demanding the cessation and reparation thereof;

Whereas YAHOO is aware that it is addressing French parties because upon
making a connection to its auctions site from a terminal located in France it
responds by transmitting advertising banners written in the French language;

Whereas a sufficient basis is thus established in this case for a connecting link with
France, which renders our jurisdiction perfectly competent to rule in this matter;

Whereas any possible difficulties in executing our decision in the territory of the
United States, as argued by YAHOO Inc., cannot by themselves justify a plea of
incompetence;

Whereas this plea will therefore be rejected;

Whereas, on the argument developed by YAHOO and based on the impossibility
of implementing technical measures capable of satisfying the terms of the order of
22" May 2000, it is necessary cite in the first instance the findings of the panel of
consultants contained in pages 62 to 76 of their report :

"QOpinion of

Preamble

The undersigned consultants are at pains to point out that their brief is limited to
answering the technical questions put by the Court. In no circumstances may their
answers be construed as constituting a technical or moral backing of the decisions
of the court or, on the contrary, a criticism of these decisions.

The context

An order was made on 22" May 2000 against the companies YAHOO! France and
YAHOO! Inc. by the County Court of Paris in the following terms :

We order the company YAHOO! Inc. to take all measures to dissuade and
make impossible any access via Yahoo.com to the auction service for Nazi
objects and to any other site or service that may be construed as
constituting an apology for Nazism or contesting the reality of Nazi crimes;
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We order the company YAHOO FRANCE to warn any surfer visiting
Yahoo.fr, even before use is made of the link enabling him or her to
proceed with searches on Yahoo.com, that if the result of any search,
initiated either through a tree structure or by means of keywords, causes
the surfer to point to sites, pages or forums of which the title and/or content
constitutes a violation of French law, as applies to the viewing of sites
making an apology for Nazism and/or exhibiting uniforms, insignia or
emblems resembling those worn or displayed by the Nazis, or offering for
sale objects or works whose sale is strictly prohibited in France, the surfer
must desist from viewing the site concerned subject to imposition of the
penalties provided in French legislation or the bringing of legal action
against him. "

The company YAHOO! France declared that it had complied with this decision.
The company YAHOO! Inc. pointed out that there was no technical solution which
would enable it to comply fully with the terms of the court order.

A panel of experts was then désignated to enlighten the Court on the various
technical solutions that could be implemented by YAHOO! Inc. in order to comply
with the order of 22™ May.

Internet

The Internet is a combination of several hundred million computer networks and
associated sites which are interconnected throughout the world. The routers are
computers dedicated to the interconnection of these networks. The number of
computers using the Internet at any one time is estimated at one hundred million,
and three times more if one includes portable computers, office computers,
organisers, mobile telephones, etc...

A set of procedures was defined in the period between 1973 and 1980 under the
control of the US defence research laboratories (DARPA). These procedures,
referred to as TCP/IP, are the core of several hundred protocols used by the
Internet.

In the late 80's, CERN developed the World Wide Web (WWW) which uses a set
of complementary procedures - the HTTP protocols and HTML language - to set
up this global information-sharing system.

The commonest applications include electronic mail (email), forums (newsgroups),
dialogue services (chat), auction services, online telephony, video and audio,

together with many other services.

It is a common misconception that all Internet services are provided via the World
Wide Web. Inreality, the Web is only one facet of the Internet.
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The Internet, which started out as an experimental project used and developed by
computer researchers, has become a global business enterprise within the space of
ten years. Internet service providers (ISPs) have established and operate networks
open to the general public. Private networks in universities, companies, and even
home computers are now interconnected by internet services providers to form a
truly global network. Some service providers specialised in providing access to
users of the public switched telephone network. Other specialised in providing
access to users of cable television, digital users (ISDN), users of ADSL services,
local loop, etc... These providers are generally referred to as Internet Access
Providers. They also offer various portal services, email, information services,
etc...

Each unit connected to the Internet has to have an IP address. Initially, certain
organisations obtained sets of addresses from MANA. These sets were divided
into sub-sets for allocation to their customers. These addresses could be fixed for
permanently connected units or temporary for dial-up users connecting via the
switched telephone network or for mobile units (portable computers). These
addresses are composed of 32 bits in a two-part structure: the network part and the
individual part. The boundaries between these two parts are variable depending on
the class of the addresses. WAP telephones do not each have an IP address. The
WAP protocol uses a gateway to convert the WAP address into an IP address and
vice versa.

IP addresses are represented by four series of bytes converted into decimal
numbers in the range 0 to 255.

This representation is not very convenient to use and a system was devised to
associate a name with an address. These names, each of which corresponds to an
address, are referred to as domain names. Conversion of domain names into their
numerical IP addresses is performed by an array of databases distributed across the
Internet (DNS). These DNS servers operate on the basis of a tree structure and are
specialised according to the nature of the services offered (.COM, .ORG, .EDU,
.GOV, etc...) and according to country (.FR, .UK, .SF, etc...).

However, it is necessary to understand that there is no hard and fast
correspondence between the country appearing in the domain name and the
numerical IP address. For example, www.yahoo.fr does not correspond to an IP
address of a French network.

Therefore, the domain name extension cannot be used to determine which network
a numerical IP address belongs to.

However, the IP address allocation originally made by MANA, and subsequently
by ICANN, to Internet Service Providers (ISPs) follows a tree structure, for
example, from the main network, to the sub-network, to the access provider, and
finally to the local user.

It is possible to work backwards from a given IP address to the access provider, to
the sub-network, to the main network.
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This being so, certain organisations and certain providers maintain databases which
are used to determine the identity of a network, sub-network, router or site from its
IP address.

The DNS system gives access providers, sites, etc... the ability to associate their
reference address with their geographical location in the form of latitude and
longitude coordinates. This is not an obligatory requirement.

The ability to use information about the geographical location of IP address
holders is extremely useful, however, not only for the purposes of targeted
advertising but also in order to ensure harmonious development of the Web.

Several providers have technology and databases capable of identifying the
geographical location of fixed addresses or even of dynamically allocated
addresses. A number of these made submissions to the panel of experts to the
effect that they had at their disposal the technical means to enable YAHOO! to
fulfil the obligations placed upon it by the Court.

The problem

In order to satisfy the terms of the court order requiring it to prevent access to
auction services for Nazi objects, YAHOO! has to :

1) know the geographical origin and nationality of surfers wishing to access
its auctions site

2) prevent French surfers or surfers connecting from French territory from

perusing the description of Nazi objects posted for auction, and even
more importantly to prevent them from bidding.

raphical origin an jonali

Qeneral case

In order for a website to be viewed by members of the public, it is necessary for a
user workstation (PC or other) to be linked to a destination site.

This operation involves the participation of various categories of intermediaries:
the access provider, routers, one more destination sites.

It may be useful to recall at this point that the user's workstation, access provider,

routers and destination sites are all identified on the network by an address which
conforms to the Internet Protocol (IP) standard.
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Whereas the IP addresses of the sites operated by the access providers, routers and
destination sites are fixed, in the sense that there is a permanent reciprocal link
between the IP address and its holder, this does not apply to the address allocated
to the user's workstation. This address is allocated dynamically, on a non-
permanent basis, by the access provider at the time of connection.

However, access providers are only able to assign the IP addresses which have
been allocated to them by the Internet authorities. These addresses follow a tree
structure as mentioned above. A surfer's PC receives an IP address allocated to an
access provider who belongs to a sub-network which belongs to a network.

The panel of experts consulted the AFA, the French association of access and
internet service providers, to find out the proportion of internet connections made
by access providers who do not assign IP addresses capable of being identified as
French.

The answer was 20.57% at 30" September 2000.

The panel also asked the AFA to what extent were its members representative of
access providers operating in French territory.

The answer, according to a Mediamétrie survey carried out in March 2000, was
that "87% of surfers connecting from their home use access providers who are
AFA members".

It may be added that, given the level of telephone charges involved, French surfers
for the most part use the services of access providers present in their country.

It may therefore be estimated that 70% of the IP addresses assigned to French
surfers can be matched with certainty to a service provider located in France, and
can be filtered.

Further, it is this fact that enables YAHOO Inc. to display French advertising
banners in French on its auctions site.

Appendix B to this report illustrates the connection pathway from a surfer to the

destination site via the access provider Club-Internet (Grolier) using the PING and
WHOIS functions of the Internet.

The exceptions
There are numerous exceptions.
A large number of these, in the order of 20%, stem from the multinational

character of the access provider or from the fact that they use the services of an
international ISP or a private communications network.
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The case of ’AOL is significant in this regard. AOL uses the services of the
UUNET network. The dynamic IP addresses assigned by AOL appear as being
located in Virginia where UUNET has its headquarters.

In this situation, the workstations of users residing in French territory appear on the
Web as if they are not located in French territory.

The same applies to a number of private networks operated by large corporations
(intranets) in which the real addresses are encapsulated and transported in a
manner such that the address seen by Internet sites is that appearing at the tunnel
exit.

Other exceptions stem from the desire on the part of certain users to hide their real
address on the net. Thus, so-called anonymizer sites have been developed whose
purpose is to replace the user's real IP address by another address. It is not
possible in this case to know the geographical location of the access provider's
customer because the user's address can no longer be identified. The only location
which can be known is that of the anonymizer site, but this is of no value in this
case.

Examination luti I 1ali roviders

All of the proposed solutions are based on using geographical information about
sites which have one or more permanent addresses. These approaches rely partly
on information obtained from DNS servers and partly on information provided by
the access providers themselves. :

Infosplit

The consultants found that Infosplit was incapable of identifying the geographical
location of users of AOL France whose server is sited in the United States, for the
reasons stated earlier.

NetGeo
This system, which is based on principles similar to those of Infosplit, is also
unable to determine the location of surfers using a network in which the access

provider assigns dynamic IP addresses that do not match the user's actual
geographical location.

Cyber Locator

This approach relies on the use of geographical data obtained from a satellite
positioning system (GPS).

This solution is wholly unsuited to the case in question given the limited number of
surfers with a GPS peripheral connected to their terminal.
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Declaration of nationality ma t rfer

Given that, in light of the aforementioned exceptions, no filtering method is
capable of identifying all French surfers or surfers connecting from French
territory, the panel of consultants looked at the feasibility of requiring the surfer to
make a sworn declaration of nationality.

This declaration could be made when a first connection is made to a disputed site,
in this case the Yahoo auctions site, by a surfer whose IP address falls within the
exceptions regime described above.

A message (cookie) downloaded to the surfer's workstation would then dispense
with the need for the surfer to make a fresh declaration at each subsequent
connection.

se of nationality infc ionby YA C.

This is the second aspect of the problem. How to proceed once the nationality or
location of the user workstation is known ?

The measures to be taken depend on the particular case in point. They cannot be
generalised to all sites and services on the Internet.

In this case, the site in question is pages.auctions.yahoo.com. This site is hosted
by GeoCities IP address 216.115.104.70, location 37°,352 North by 121°,958
West, GeoCities network registered by Yahoo, 3400 Central Expressway, Suite
201, Santa Clara, CA 95051.

This site is an auction site for miscellaneous items and is not dedicated to Nazi
objects. A characteristic feature of this type of site is to enable the surfer to easily
find the item he or she is looking for.

It appears that in order to satisfy the terms of the court order of 22" May 2000,
YAHOO must not allow surfers of French nationality or calling from French
territory to access these items.

If, as the result of a search initiated by a request entered by a French surfer, one or
more Nazi objects described as Nazi by their owner are picked up by the search
engine, these items must be hidden from the surfer and excluded from the search
result.

Clearly, however, it is not possible for YAHOO to exclude a priori items which
have not been described by their owner as being of Nazi origin or belonging to the
Nazi era, or the characteristics of which have not been brought to the attention of
YAHOO. '

Checks carried out by the panel of consultants confirmed that numerous Nazi
objects were presented as such by their owner.
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A more radical solution is also possible. This would simply require the search
engine not to execute requests, transmitted in the URL, including the word "Nazi"
and originating from surfers identified or declared as French.

THE DEMANDS PLACED ON YAHOO INC.

"Describe the information carried on the Internet enabling the geographical origin
of calls to be determined.”

The Internet Protocol (IP) attaches the. sender's IP address and the recipient's 1P
address to each datapacket transmitted. The recipient is thus able to determine the
sender's IP address. There are three classes of IP address (A, B and C), as
described in Appendix P.

The first part of this address is used to identify the network and subnetwork to
which the sender's access provider belongs. These networks may be national or
multinational.

According to the French association of access providers (AFA), it may be
estimated that 80% of the addresses assigned dynamically by the members of that
association are identified as French. On the other hand, 20% are not so identified.

Of the information carried on the Internet, only senders' IP addresses can be used
to determine the geographical origin of calls. 80% of the addresses assigned
dynamically by AFA member access providers can be identified as being French.

It should be noted, however, that the geographical origin referred to is that of the
access provider's site called by the surfer. There is nothing to prevent a user from
placing a call from France, by telephone, to an access provider with a foreign
telephone number. In this case, there is every chance that the dynamically
assigned IP address will be identified as being foreign. It is equally feasible for a
foreigner to call an access provider located in France and thus be assigned a French
IP address.

However, it may be estimated in practice that over 70% of the IP addresses of
surfers residing in French territory can be identified as being French.

The consultants stress that there is no evidence to suggest that the same will apply
in the future. Encapsulation is becoming more widespread, service and access
providers are becoming more international, and surfers are increasingly intent on
protecting their rights to privacy.

%k %k *k %k *k
K %k k
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"Say whether other information, originating notably from telephone or cable
operators, could be used either by access providers or destination site hosting
services to determine the origin of calls and, if so, to describe this information.”

This refers to information carried by telecommunications and cable operators, but
which is not transmitted over the Internet. In this situation, the destination sites
cannot know this information.

French telecommunications operators routinely transmit the caller's telephone
number to the called party's handset. This information is not used in real time by
the access provider. It is held temporarily in a file to facilitate searches at a later
time. It is thus possible to know, a posteriori, after analysing the connection
history, which caller number was assigned at a given time to a particular IP
address, and vice versa.

Cable operators are also able, on request but a posteriori, 10 match an IP address
assigned at a particular time to their customer's local site.

% % ok ok K
* % k-

"Describe the filtering procedures that can be implemented by the company
YAHOO to prevent surfers operating from French territory from accessing sites
which may be deemed illegal by the French judicial authorities.

On the assumption that no technical solution can guarantee 100% filtering,
provide all technical and factual information to facilitate an assessment of the
effectiveness of filtering capable of being achieved by each of the filtering
procedures described by the consultants.

More generally, provide all technical and factual information to enable the Court
to assure itself that the restrictions on access ordered against YAHOO Inc. can be
met."

The consultants consider that, in order for a technical solution to be effective, it
must be properly suited to the case in question. The YAHOO! companies operate
numerous services (Appendix G) on the Internet, ranging from personal pages
(GeoCities) to astrology (Yahoo astrology) and finance, etc... The majority of
these sites do not appear to be concerned in the present dispute.

The decisions of the court and the demands made are precisely directed against the
auctions site. No grievance against any other Yahoo! sites or services is
formulated with sufficient precision to enable the consultants to propose suitable
and effective technical solutions.

In these circumstances, the consultants will therefore confine their answers to the
matter of the auctions site (Yahoo auctions).
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They will also rule out an examination of other technical measures that could be
imposed on third parties not party to the proceeding. Neither the matter of proxy
servers nor the matter of browser settings at the surfer's computer fall within the
remit as stipulated by the Court.

REPLIES OF THE CONSULTANTS LAURIE AND WALLON
These consultants report that in the current state of development of the Internet :

1) The figures supplied by the AFA, combined with their personal experience,
enable the consultants to estimate that some 70% of the IP addresses of French
users or users residing in French territory are capable of being correctly identified
by specialised providers such as InfoSplit, GeoNet or others, using specialised
databases.

2) Yahoo! displays advertising banners targeted at surfers considered by that
company to be French, and that it therefore has the technical means to identify
them.

3) Around 30% of the IP addresses assigned to French users cannot be identified
correctly by the aforementioned methods.

4) Numerous sites, most often relating to the area of national defence
(cryptography), only allow access to certain pages on the site or allow software to
be downloaded after requesting surfers to declare their identity.

5) The use of cookies is a common practice which avoids the necessity for surfers
to re-enter information every time they visit a site. Individuals wishing to delete
cookies or prevent them from being stored on their computer are perfectly well
aware that it will take longer to access the sites which issued the cookies.

6) Nazi objects are generally described as such by the vendors by including the
word "Nazi" in the description of the item, which in their eyes constitutes a selling
point.

In these circumstances, the consultants consider that in addition to the geographical
identification already practised by Yahoo to target its advertising, it would also be
desirable to ask surfers whose IP address is ambiguous to make a declaration of
nationality.

This declaration, given on honour, would only be required of surfers whose IP
address cannot be identified as belonging to a French ISP (e.g. multinational ISPs
like AOL, address transmitted from an anonymizer site, or encapsulation of an
address assigned by an intranet server).

At the discretion of Yahoo, this declaration could be made on the home page of the
auctions site, or only in the context of a search for Nazi objects if the word "Nazi"

is included in the user's request, immediately before the search engine processes
the request.
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In these circumstances, the consultants consider that it cannot be reasonably
claimed that this would have a negative impact on the performance and response
time of the server hosting the Yahoo! auctions service.

The combination of two procedures, namely geographical identification of the IP

address and declaration of nationality, would be likely to achieve a filtering
success rate approaching 90%.

REPLY OF THE CONSULTANT VINTON CERF

We reproduce here the divergent part of the opinion given by the consultant Vinton
Cerf as expressed by him :

[ Original text in English |
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[ Original text in English - continued ]
Thus written, checked and signed.
Paris. 6" November 2000

Vinton Cerf Ben Laurie Fangois Wallon

Free translation of the above : "It has been proposed that users identify where they
are at the request of the web server, such as the one(s) serving yahoo.fr or
yahoo.com. There are several potential problems with this approach. For one
thing, users can choose to lie about their locations. For another, every user of the
website would have to be asked to identify his or her geographic location since the
web server would have no way to determine a priori whether the user is French or
is using the Internet from a French location.

Some users consider such questions to be an invasion of privacy. While I am not
completely acquainted with privacy provisions in the European Union, it might be
considered a violation of the right of privacy of European users, including French
users, to request this information. Of course, if this information is required solely
because of the French Court Order, one might wonder on what grounds all other
users all over the world are required to comply.

Another complaint about the idea of asking users for their location is that this
might have to be done repeatedly by each web site that the user accesses. Yahoo
cannot force every web site to make this request.

When a user first contacts the server(s) at yahoo.fr or yahoo.com, one might
imagine that the question of geographic location might be asked and then a piece
of data called a cookie might be stored on the user's computer disk. Repeated
visits to Yahoo sites might then refer to this cookie for user location information.
The problem with this idea is that cookies are considered by many to be an
invasion of privacy. Also, as a result, many users configure browsers to reject
storage of cookies on their disk drives or they clear them away after each session
on the Internet - thus forcing the query about geographical location each time the
user encounters a Yahoo-controlled web site. Again, Yahoo would have no way to
force a web site net under its control to either ask the location question or to
request a copy of the cookie containing the location. Indeed, it would open up a
vulnerability for each user if arbitrary web sites were told how to retrieve the
cookie placed there by the Yahoo sites.

For these and many other reasons, it does not appear to be very feasible to rely on
discovering the geographic location of users for purposes of imposing filtering of
the kind described in the Court Order".

Whereas it emerges from the said submissions that it is possible to determine the
physical location of a surfer from the IP address;

Whereas YAHOO Inc. has sought to completely overturn these submissions on the

basis of the contents of a separate note written by one of the consultants, Mr.
Vinton CERF; .
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Whereas, however, at the hearing of submissions devoted inter alia to a
presentation of the consultants' findings, Mr. Vinton CERF acknowledged the
feasibility of identifying geographical location under the terms and conditions of
the report and in the proportions mentioned in the report, of which he approved the
content;

Whereas, furthermore, his separate note dated 5" November 2000 and submitted in
evidence by YAHOO Inc. does not contradict the findings of the report; whereas
the note confines itself to stating on one hand that it would be "incorrect or at any
rate liable to be mistaken" to affirm that it is possible to determine with a high
degree of reliability the physical location of an IP address, the phrase "high degree
of reliability" evidently meaning a degree of reliability well above that stated in the
report at some 70% and that, on the other hand, which the panel of consultants
accepted in its entirety, that the reply give on this point could only relate to the
auctions site for Nazi objects and that it could not be extrapolated against other
Y AHOO-controlled sites and services;

Whereas it should be bome in mind that YAHOO Inc. already carries out
geographical identification of French surfers or surfers operating out of French
territory and visiting its auctions site, insofar as it routinely displays advertising
banners in the French language targeted at these surfers, in respect of whom it
therefore has means of identification; whereas YAHOO Inc. cannot properly
maintain that this practice amounts to "crude technology" of limited reliability,
unless it were felt that YAHOO Inc. had decided to spend money with no hope of a
return or that it was deliberately misleading its advertisers about the quality of the
services which it had undertaken to offer them, which does not appear to be so in
this case;

Whereas in addition to the geographical identification as shown above to be
already practised by YAHOO Inc., the consultants' r u hatar

made to surfers whose IP address is ambiguous (access through an anonymizer site
- or allocation of IP addresses by AOL COMPUSERVE which do not take account
of the subscriber's country of origin) to provide a declaration of nationality, which
in effect amounts to a declaration of the surfer's geographical origin, which
YAHOO could ask for when the home page is reached, or when a search is
initiated for Nazi objects if the word "Nazi" appears in the user's search string,
immediately before the request is processed by the search engine;

Whereas the consultants, who contest the arguments adduced by YAHOO Inc. as
to the negative impact on such controls on the performance and response time of
the server hosting the auctions site, estimate that a combination of two procedures,
namely geographical identification and declaration of nationality, would enable a
filtering success rate approaching 90% to be achieved,;

Whereas in regard to optimisation of the filtering process by the use of associated
keywords, the consultants gave the opinion during the hearing of submissions that
it would undoubtedly be necessary in order to optimise the filtering to select about
ten words associated with the search operators for document searches or character
string searches "AND", "OR", "EXCEPT";
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Whereas, in addition to the measures suggested by the consultants, it is necessary
to include checks by YAHOO on the place of delivery of items purchased by
auction;

Whereas, in effect, the act of visiting the auctions site for Nazi objects is not
exclusively for the purpose of viewing; that this purpose is often to purchase items;
that in these circumstances even if YAHOO had been unable to identify with
certainty the surfer's geographical origin, in this case France, it would know the
place of delivery, and would be in a position to prevent the delivery from taking
place if the delivery address was located in France;

Whereas, furthermore, YAHOO Inc. could obtain additional nationality
information from the language version of the surfer's browser;

Whereas, however, it maintains that this information would require it to modify
the management software of its sites and to substantially increase associated
hardware resources;

Whereas it adds that filtering of all information at Web server level would only be
feasible if it were possible to ensure that the prohibition would only apply to
French surfers, otherwise surfers throughout the world would be denied access to
information published on its sites, which cannot be envisaged,

Whereas, however, it has been shown above that it does have effective filtering
methods available to it;

Whereas, furthermore, it fails to show by means of a convincing case study that the
technical modifications required to control access to auction services for Nazi
objects would effectively entail a substantial increase in associated hardware
resources;

Whereas, in any event, the company YAHOO Inc. has offered to cooperate with
the plaintiffs; whereas it thus requests that note be taken of its willingness to put in
place a monitoring system with the assistance of the plaintiffs, for whom it
expresses the greatest respect for the cause to which they are committed, so that
when an offending site is brought to its notice by the plaintiffs and subject to its
being manifestly directed essentially at French users, it can take action to cease
hosting the site;

Whereas, to demonstrate its good faith, it states that it has ceased hosting the
"Protocole des Sages de Sion", considering that a sufficient connecting link exists
between this document and France by reason of the language of the work;

Whereas, with a modicum of will on its part, the company YAHOO Inc. could be

persuaded of the usefulness of extending this connecting link to photographs and
descriptions representing symbols of Nazism;
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Whereas, according to the information given in the consultants' report at the
initiative of the plaintiffs and which has not been seriously challenged, the
company YAHOO is currently refusing to accept through its auctions service the
sale of human organs, drugs, works or objects connected with paedophilia,
cigarettes or live animals, all such sales being automatically and justifiably
excluded with the benefit of the first amendment of the American constitution
guaranteeing freedom of opinion and expression;

Whereas it would most certainly cost the company very little to extend its ban to
symbols of Nazism, and such an initiative would also have the merit of satisfying
an ethical and moral imperative shared by all democratic societies;

Whereas the combination of these technical measures at its disposal and the -
initiatives which it is able to take in the name of simple public morality therefore
afford it the opportunity of satisfying the injunctions contained in the order of 22
May 2000 in respect of the filtering of access to the auctions service for Nazi
objects and to the service relating to the work Mein Kampf which was included in
the wording of the aforementioned order by the phrase "and any other site or
service constituting an apology for Nazism";

Whereas it is nonetheless granted a period of three months in which to comply
with this order;

Whereas upon expiry of this period it shall be liable to a penalty of 100,000 Francs
per day of delay until such time as it has complied in full;

nt mand pl Y F E

Whereas the consultants' report states and suggests:

"Verify whether YAHOO France has effectively satisfied the terms of our
injunction contained in the order of 22" May 2000."

The order of 22" May 2000 stipulates in this regard :

We order the company YAHOO FRANCE to warn any surfer visiting
Yahoo.fr, even before use is made of the link enabling him or her to
proceed with searches on Yahoo.com, that if the result of any search,
initiated either through a tree structure or by means of keywords, causes
the surfer to point to sites, pages or forums of which the title and/or content
constitutes a violation of French law, as applies to the viewing of sites
making an apology for Nazism and/or exhibiting uniforms, insignia or
emblems resembling those worn or displayed by the Nazis, or offering for
sale objects or works whose sale is strictly prohibited in France, the surfer
must desist from viewing the site concerned subject to imposition of the
penalties provided in French legislation or the bringing of legal action
against him. "
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In order to satisfy the terms of this order, YAHOO! France has:

1) modified and amplified its terms of use accessible by clicking on the link
"Find out about Yahoo!" ("tout savoir sur Yahoo!") appearing at the bottom
of each page on the site. The following paragraph has been added:
"Finally, if in the context of a search conducted on www.yahoo fr from a
tree structure or keywords, the result of the search is to point to sites, pages
or forums whose title and/or content contravenes French law, considering
notably that Yahoo! France has no control over the Content of these sites
and external sources (including Content referenced on other Yahoo! Sites
and Services worldwide), you must desist from viewing the site concerned
or you may be subject to the penalties provided in French law or legal
action may be brought against you"

2) put in place a warning when a search by tree structure (categories) 1s
requested, worded as follows : "Warning : if you continue this search on
Yahoo! US, you could be invited to view revisionist sites of which the
content contravenes French law and the viewing of which could lead to
prosecution.”

It was found that the Yahoo! terms of use were not systematically displayed when
first logging on to this site, and further that the link "Find out about Yahoo!" did
not necessarily convey the impression that it pointed to the general terms of use of
the service.

However, the warning was systematically displayed in the context of a search by
category (e.g. holocaust).

It is technically possible for Yahoo! France to arrange the obligatory display of its
terms of use apart from the first connection of a user to its site.

Yahoo! could also, instead of or in addition to the preceding measure, arrange for
the warning referred to in 2) to be systematically displayed whenever the link to
Yahoo.com is displayed.

However, on this latter point, Yahoo! contended that this went beyond the terms of
the court order. Under these circumstances, it is for the court to interpret its ruling.
Contrary to the argument made by Yahoo!, the phrase "warn any surfer visiting
Yahoo.fr, even before use is made of the link ..." can mean that the warning must be
displayed every time the link is displayed.
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Whereas Yahoo France maintains that is has fully complied with the terms of our
order of 22™ May 2000 by modifying the link referred to by the plaintiffs, by
installing the warning mentioned in the order on several links, by advising surfers
of the terms of use of the service which are accessible to users when they log on to
Yahoo.fr and which can be viewed on all Yahoo.fr pages with effect from 3™
November 2000, and by amending the general terms of use of the service to
include a message exceeding the requirements of the court order of 22" May 2000
and worded in the terms of the new Article 6.2;

Whereas the initiatives undertaken by Yahoo! France are technically capable of
satisfying in large measure the terms of our order of 22" May 2000, with the
proviso however that the warning is given every time the link is displayed "even
before use is made of the link".

n the other nds placed on YAHOQO! Fran

Whereas there is no matter for summary consideration in respect of the demands of
LICRA, UEJF and MRAP seeking to require YAHOO FRANCE, subject to the
imposition of financial penalties, to eliminate all links connecting the site Yahoo.fr
to sites belonging directly or indirectly to YAHOO Inc. until such time as YAHOO
Inc. has fulfilled its obligations, having regard to the existence of a serious
objection to the demands on the part of YAHOO FRANCE, which objections are
exclusive of our competence;

N ROUND

Ruling in public hearing, with the possibility of appeal, by order following full
discussion by all parties,

We reject the plea of incompetence reiterated by YAHOO Inc.;

We order YAHOO Inc. to comply within 3 months from notification of the present
order with the injunctions contained in our order of 22" May 2000 subject to a
penalty of 100,000 Francs per day of delay effective from the first day following
expiry of the 3 month period;

We instruct at the advanced cost of YAHOO Inc. :

Mr. WALLON

19 rue Decamps 75016 PARIS
Telephone: 01.47.55.47.73
Fax: 01.47.55.48.08

to undertake an assignment to prepare a consultancy report on the conditions of
fulfilment of the terms of the aforementioned order;
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We fix in the sum of 10,000 Francs the provision in respect of consultancy costs to
be deposited by the Company YAHOO Inc. directly to the consultant within one
month following the present order;

We state that failing deposit of the provision within this mandatory period, the
matter shall be referred to us for summary ruling;

We take due note of the decision by YAHOO Inc. to cease hosting the "Protocole
des Sages de Sion";

We find that YAHOO FRANCE has complied in large measure with the spirit and
letter of the of the order of 22" May 2000 containing an injunction against it;

We order it, however, to display a warning to surfers even before they have made
use of the link to Yahoo.com, to be brought into effect within 2 months following
notification of the present order;

We order YAHOO Inc. to pay to each of the plaintiffs the sum of 10,000 Francs
pursuant to Article 700 of the New Code of Civil Procedure;

We state that there is no basis for application of the aforementioned provisions
against YAHOO FRANCE;

We reserve the possible liquidation of the penalty;

We state that there is no basis for the imposition of other measures or to make
summary rulings in respect of the other demands made against YAHOO FRANCE;

We award costs to the charge of YAHOO Inc., with the exception of those arising

from the petition brought against YAHOO FRANCE which shall provisionally
remain to the charge of each of the parties.

Made at Paris on 20" November 2000

The Clerk to the Court The Presiding Justice
(signature) (signature)
Nicole VOURIOT Jean-Jacques GOMEZ
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CALIFORNIE 95051

ETATS-UNIS D'AMERIQUE
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INTERVENANT VOLONTAIRE

Le MRAP
89 ruc Oberkampt
75011 PARIS

représenté par Me Didier SEBAN, avocat au barreau de PARIS - E0057

EN PRESENCE DE

Monsicur LE PROCUREUR DE LA REPUBLIQUE
Palais de Justice de Pariy

4 Boulavard duy Palais

75001 PARIS

représenté par Monsieur Pierre DILLANGE. Premice Substitut

Nous. Président,

Vu notre ordonnance du 22 Mai 2000 & laquelle il convient de se reporter
cxpressément et aux termes de laquclle nous avons ordonné *

1/ & YAHOO Inc : de prendre toutes les mesures de nature a dissuader ct 8
rendre impossible toute consultation sur yahoo.com du scrvice de vente aux
enchéres d’objets nazis et de 1out autre sitc ou service qui constituent une
apologie du nazisme ou une contestation des crimes nazis .

2/4 YAHOO France : de délivrer a tout internaute, dés avant méme que celui-
ci fasse usage du lien lui petmettant de poursuivre ses recherches sur
yahoo.com, un message | informant des risques qu'il prenait en poursuivant la
consultation de tels sites )

3/ la poursuite de I'instance afin de permettee @ YAHOO Inc de soumetire au
débat contradictoire les mesurces qu_elle entendail prendre pour mettre Ln terme
au trouble et au dommage subi et pour prévenir tout nouvcau troublc :

- Vu notee ordonnance du 11 Aoint 2000 3 taquelle il convient de s¢ reporter tant

en ce qui concene les faits que les moyens et prétentions dey partics &

Vu les conclusions développées par Ja LICRA. 'UESE. Je MRAP et réilérées
locs de I*audicnce du 6 Novembre 2000 et tendant aux fins déjit exposées dans
notre précédente ordonnance :
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Vu les conclusions développées en défense tant par Yahoo France que par
Yahoo Inc. et tendant aux fins exposées dans notre précédente ordonnance ;

Vu le rapport des consujtanis WALLON - VINTON CERF - LAURIE ;
Vu les notes ¢n délibérd auxquelles il ¢st expressémeni renvoyé :

Aprés avoir entendu Monsieur lc Procurcur de la République en scs
conclusions orales ;

Vu les pigces produites ;

Aprés avoir recu le serment d expert de Monsicur Vinton CERF, expert non
inserit sur une liste, et de Monsieur NOREK, expertinscrit mais intervenant en
la circonstance comme interprete de langue anglaise aux cotés dc Madame
KINDER, expert inscrit duns cetie spécialité ;

Sur les demandes diripées conire YAHOQ lac.
Atlendu gue powr la Sueiéié YAHOO Ine. :
- notre juridiction n’¢st pas compétente pour connaitre du litige :

- il n'existe ancun moyen technique de naturc a satistaire les tweermes de
"ordonnanc¢e du 22 Mai 2000 ;

« & suppuser que ces moyens existent. leur mise en veuvre engendrerait un
surcodit pour I'entreprisc. pourrait méme la mettre en peril ¢t compromentrait
d’une certaine fagon I'existence du réseau Infernet. espace de liberté, peu
réceplif aux tentatives de contrdle et de restriction d'acces

Attendu qu'aw soutien de son exception d’incompétence, réitérée pour la
troisiéme fois. la Société YAHOO fait valoir que :

- ses services s’adressent cssentiellemcnt a des intermuutes situés sur le
territoire des Etats-Unis d' Amdrique ;

- ses serveurs somt installds sur ce méme territoire ;

- une mesure cocrCilive a SOn encontre ne potirrait recevoir aucung application
aux Erats-Unis puisqu'elle scrait en contradiction avec le premier amendement
dc la Constitution des Etats-Unis qui garantit a tout citoycn la liberté d’opinion
et d expression ;

Attendu que s'il est exact que le site “Yahoo Auctions™ en général, s'adresse
principalement 4 des internautes basés aux Etats-Unis eu égard notamment &
la vature des objets mis en vente, aux modes de paiement prévus, aux
conditions de livraison. 4 la langue et a la monnaie utilisées, il n’en cst pas de
méme des enchércs 4 objets représentant des symboles de I"idéologie nazie qui
peuvent inlérasser et sont accessibles 4 toute personne qui souhaite Jes suivre,

y comptis aux Francais ;
('
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de tels objets constitue une violation de 1 'article R.645-1 du Code pénal et done

Que, par silleurs. et comine il adéja éteé jugd, la simple visualisation en France
ua trouble a "ordre public internc ;

Qu'en outre, cette visualisation cause 4 I'évidence un dommage en France aux
associations dcmanderques qui sont fondées & cn poursuivre la cessation ot la
réparation ;

Attendu. 2nfin. que YAHOO sail qu’elle adresse i des frangais puisque & une
connexion & son site d’erjchéres réalisde a pantir ¢ um poste situé en France elle
répond par I'envoi de bandeaux publicitaires rédigds en Jangue frangaise ;

Qu est ainst suftisamment caractérisé en 1'cspéce le lien de rattachement avec
la Franec, ce qui rend notpe juridiction parfaitement compétente pout connaitre
de la demandc ;

Que les éventuelles difficuliés d"exécution de notre décision sur le tervitoire des
Etats-Unis. invoquées pgr YAHOQ Inc. ne sauraient fonder a clles seules une
exception d'incompétenpe ; ‘

Que celle-c sera donc réjetée ;

Attendu, sur lc moyen développé par YAIOO et tiré de I'impossibilité de
mcenre en oeuvre des mpyens techniques de nature a satisfaire les termes de
I'ordonnance du 22 Mai| 20090, il y a lieu de citer tout d’ebord Ics conclusions
du collége des consultarts figurant aux pages 62 a 76 de leur rapport :

“Avis des conspitants
Lreambiile

Les consultants soussigiéa tiennent & souligner que lcur mission s’est limitée
arépondre aux questions technigues posées par le Tribunal, En aucun cas leurs
réponses ne sauraient gure intcrprétées comme une caution, technique ou
moralc. des décisions dultribunal ou, a contrario, comme une critique de celles-
(5 8

Lg conlextg

Les Sociéés YAHOO ! France et YAHQO ! Inc. ont été condamndey fe 22 Mai
2000 par le Tribuna) de!Grande Instance de Puris dans les tenmes suivants :

“Oredonnony ¢ Jo Saciété Y-AHO ! ine. de prendee toutes les meswres
sle sunure O difsuader of & rendre ingmssible sur Yahoo.com 1ouie
consultation db service de ventes anx enchéres d'ohjeis noziv el de
wont untre sive pu service yui constiens ine apologie du nuzisme on
e Corlextutign des crimes nacis ;

|
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Ordonnons ala Jocicété YAHOO FRANCE de prévenir tout internaute
consultant Yahop fi el ce des uvant méme qu'll fusse usage du tien lul
permetiant de poursuivre ses recherches sur Yuhoo.com yue si le
résultat de sa recherche, svit G purtir d'une arborescence, soit
partir de mots clefs I'améne & pointer sur des sties. des pages oy des
Jorums dont le titre et/vu les conrenus constituent une infraction a lu
loi frangaise. dinsi en esteil de la consuliarlon de sites faisant
l'upologic du nagisme et/ou exhibani des uniformes. cles hisignes, des
emblémes rappefant ceux qui onr $té portés ou exhibés par les nazis,
ou offfant & I veme des objels et vivrages dont lo vente est
strictement interdite en France. il doit interrompre la consuliotion du
sire concerné salf @ encourir les sancilons prévues par la législation
fiungaise ou &) répondre des actions en justice nitiées g son
encontre [

1.2 Saciélé YAHOO ! France a dit avoir exécuté ccite décision. La Socicté
YAHQO ! Inc. a fait valoir quiil cxistait pas de solution technique lui
permettant de respecter ifitégralement la décision du Tribunal.

Un college d’experts a plors €¢ désipné pour clairer e Tribunal sur les
différentes solutions techniques pouvant &tre mises en oeuvre par YAHOO !
Inc. en vue d exécuter lajdécision du 22 Mai.

Internet

Internet est une combindison de plusieurs centaines de millions de réseaux
informatiques et de sites|associ€s qui sont interconnectés dans le monde. Les
routeurs sont des ordindteurs dédiés a L interconnexion de ces réseaux. On
cstime & cent millions lesjordinateurs utilisant intemet et a trois fois plus sil'on
compte les ordinateurs pgrtables, les ordinateurs de burcau, les organiseurs, les

¢1¢phones mobilcs, cte.

Un enscmble de procédures a été défini, de 1973 & 1980, sous le contrdle des
laboratoires de recherche de 'armée américaine (DARPA). Ces procédures,
connues sous le nom de TCP/IP, sont le cocur de plusicurs centaines de
protocoles utilisés par intemet.

A la fin des années 1980, le CERN a congu le Web (WWW) qui exploite des
procédures complémentaires, les protocoles HTTP et le langage HTML. pour
mettre en place ce systeme global de partage d’informations.

Les applications les plps courantes comprennent le courrier électronique
(email). les forums (newsgroups). les services de dialogue (chat), les services
de ventes aux encheres. |a téléphonic. la vidéo et I"sudio en ligne et beaucoup

d’uutres serviees.

Une erreur répandue corsiste 3 dire gue tous les services internet sont assures
par le WEB. En réalitg. le WEB n'est seulement que 'une des faceties

d intermnet.

Page S



Juriscom.net

Internet qui a commencé comme un projet expérimental utilisé ¢t développé par
des chercheurs en infgrmatique cst devenu en dix ans une entreprise
commerciale mondiale. Ues fournigscurs de services Internet (ISP) ont construit
et exploite des réscaux opverts au public, Les réseaux prives des universités,
des entreprisey, ct mémeles ordinateurs domestiques sont interconnectés par
les fournisseurs de servic(s internet dans un réscau global. Certains prestataircs
se sont spécialisés dans la fourniture d'acces aux utilisateurs du réseau
wél¢phoniques commuté, O autres sc sont spécialisés dans la fourniture d'accés
aux utilisateurs dc la télévision par cible. aux utilisatcurs de numéris (1ISDN),
aux utilisateurs de serviaes d"ADSI; boucle locale. eic... Ces prestataires sont
généralement appelés Fournisscurs d°Accés Internet. lls offrent épalement
dilférenty services portadls. cowmiers éleetroniques. informations. ete...

Chaque unité connectéd a Internet doit avoir une adresse (P. A 1'origine,
certaines organisations avaicnt obtenu des ensemble d adresses de MANA, Ces
ensembles étaient divisés en sous-ensemble alloués & leurs clients, Ces adresses
pouvajent étre fixés pouﬁ les unités connectées en permanence ou temporaires
pour les utilisateurs du réseau téléphonique commuté ou d'unités mobiles
(urdinaieurs pogtables). {Ces adresses sont composées de 32 bits structurés cn
deux pariey. Lu partie féseau et la partie individucllc. Les limites entre ces
deux parties sont variables selon les classes d adresses. Les téléphones WAP
ne disposemt pas chacun d’une sdresse IP. Le protocole WAP utilise une
passerelle pour convenil 'adresse WAP en adresee IP et vice verga.

Les adresses IP sont r¢présentées par quatrc séries d’octets convertis en
nombres décimaux allmT de 02 255.

Cétie représentation n’est pas trés commode et on & mis en place un systéme
permettant d associer u?nom a une adresse. Ces noms, conespondant chacun
4 une adresse, sont app,Elés noms de domaine. La conversion d'un nom de
domaine ea unc adresse numérique I'P ressort d'un ensemble de bascs de
données répartics sur lfinternet (DNS). Ces scrveurs DNS procédent par
arborescence et sont spécialisés selon a nature des services proposés ((COM,
.ORG, .EDU, .GOV, etq...) et selon les pays (.FR, .UK, .SF, etc...).

Mais, il faut bien comprendre qu'il n'y a pas de régle de correspondance entre
le pays figurunt dans e nom de-domaine ct ['adresse numérique IP. Par
excmple wwiy.yahoo fi) ne correspond pas 4 une adresse 1P d'un réseau
frangais. : :

Dés lots I"cxtension du jnom de domaine ne permet pas de détcrminer a quel
résenu appartient I"adresse IP numérique.

En revanche. atlocation). ussurée d origine par MANA puis par 'ICANN. des
adresses 1P concédées 4 des fournisscurs de serviees {ntemet (ISP) suit une
arborescence allamt par cxemple :du résean principal. au sous-réseau. uu
fournisseur d'nceés puid a I utilisateur local,

On peut remonter d"unc pdresse 1P déteninée au fournisseur d”accds. au sous-
réscau e au réscou pringipal. :
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Dés lors, certaines organigations ¢t certains prestataircs maintiennent des bases
de données permettant di retrouver les coordonnées d’un réseau, d’un yous-
résequ, d'un routeur ou d’un site & partir de son adresse IP.

Le sysiéme DNS ofTfre anx fournisseurs d’aceés, aux sites, ete... la possihilité
d’enregistrer avec lcurs h:oordonnég:s leur localisation géopraphiquc sous la
{orme latimnde et Jongitade. 11 ne s*agit pas d"une obligation.

L cxploitation des localiLﬂiOns géagraphiques des titulaires d adresses TP est
pourtant d'un grand intérdt, non seulement pour cibler la publicité mais
¢galement pour assuret yn développement harmonieux de Ia tile.

Plusicurs prestataires disposent de technologie el de base de données
permettant de localiser gographiquement telle ou telle adresse fixe ou méme
alloude dynamigquement! Plusieurs d’cntre cux se sont manilestés auprés du
collége pour soutenir quf'ils disposaient des moyens techniques permettant &
YAHQO ! d'exécuter leg obligations mises a sa charge par Ic Tribunal.

La m{z[gmar!gue

Pour respecter les termeg de [a décision la condamnant et interdire 1'accés aux
enchéres d’objets nazis, [YAHOO | doit :

1) connaitre I*drizine géographique et la nationalit¢ des intermautes
désirant accédey a som site de vente aux cncheres

L Znéral
L'interrogation d'un site WEB par le public consiste 4 mettre en relation le

poste de travail de 'upilisatcur (micro-ordinateur ou autre) avec un site
destinataire.

Cette opération passp par lintervention de différentes  catégories
d’intermédiaires : lc fournisseur d'aceds, les routeurs. un ou plusieurs sites
destinataires. .

11y & lieu de rappeler @ et stade que le poste de travail de Vutilisateur. e

fournisseur d acces. les routours et les sites destinataires sont identilics sur le
réseau par unc adresse gonforme au protocele Internet (IP).
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Alors que les adresses IP(des sites des fournisseurs dacces, des routcurs et des
sites destinataires sont fixes, au sens ou il y a un lieu biunivoque permancnt
entre 'adresse IP et son ¢étenteur, ce nest pas le cas pour I'adresse alloude au
poste de travail de I*utilisateur, Cette adresse est alloude dynamiquement, de
maniére non permanente, par le fournisseur d’accés au moment de la

connexion.

Mais, les lournisseurs d'pccés ne peuvent alloucr que des adresses 1P qui leur
ont ¢1é affectées par Ips sutorités du nct. Ces adresses respectent une
arborescence comme celp a été dit supra. Le micro-ordinaleur d’un internaute
recoit une adresse IP attr{bué 4 un fournisseur d'accéx qui appartient & un sous-
réseau. lequel appartieny& un réseau.

l.e college de consultaht a interrogé !"AFA. association des fournisseurs
d acces et des services internct, pour connaitre la part des connexions internet
réalisées par des fournisseurs d’aceés n'allounnt pas des adresses [P pouvant
étre identifiées comme francaises.

La réponse est 20,57 % pu 30 Septembre 2000.

Le collége a également demande 4 I'AF A dans quelle mesure ses adhérents
étaient représentatifs deg fournisseurs d’accés opérant sur le terituire frangais.

La réponse, selon I'élutic Médiamétric de Mars 2000, est que “87 % des
internautes se connectant depuis leur domicile ulilisent un fournisseur d accés

membre de {'AFA. .

On peut ajouter que polr des raisons de coiits téléphoniques, les internautes
francais utilisent princigalcment les services de fournisseurs d'accés présents
dans leur pays.

On peut donc estimer jque prés de 70 % des adreases [P alloudes & des
internautes frangal peuvent &tre assocides avec cerfitude & la domiciliation
francaise du foumisseuxl d"accds et &tre filtrées.

C’estd"aillenrscette ;:Iité qui penheté YAIIQO Inc. d’efficher des bandeaux
publicitaires franco-frarigais sur son site de vente sux enchéres.

jusyu’au site de destination via le foumisseur d"acces Club-Internet (Grolier)

L’ainexe B de ce anort permet de suivre la connexion d'un internautc
en utilisunt [es foncuons PING et WHOIS de I'internet.

Les exceptions
Il existe de nombreusesiexceptions.

Un grand nombre. de [‘ordre de 20 %. tient uu caractére multinational du
fournisseur d accds ou hu fait qu'il utilise fus services d"un ISP international

‘ou un réseau privé de cpmmunication.

< _ n\r Puge 8




Le cas d’AQL est a cdt égard sighificatif. AOL utilisc les scrvices du réscau -
UUNET. Les adresscs|{IP dynamifjues allouées par AOL apparaissent comme
localisées en Virginie pu se trouvp le siége social de UUNET.

Dés lors, les postes defravail des utilisatcucs réstdant sur le territoire frangais
apparaisscnt sur la toile comme nlétant pes situds sur fe territoire frangais.

Il en est de méme de plusicurs réseaux prives de grandes entreprises (intranet)
ol lcs adresses réellesisont encapsulées ¢t transportées de telle manjére que
Padresse connue par Igs sites intefnet est cclle de 1a sortie du tunnel.

D"autres exceptions tiepnent au ddsir de certains utilisateurs de dissimuler leur
adresse réelle sur le net. Ainsi. sejsont dévcloppés des sites d'anonymisation
dont 1 objet est de remplacer 'adfesse 1P réclle d un utilisateur par une autre
udresse. I} n'est pas|possible dans ce cas de connaitre la localisation
géoaraphique du clientidu fournissur d’accés puisque soun adresse ne peut plus
gre comue. La seule localisalion connue pourrait étre celle du site
d"anonymisation mais tela n’a pu.L intérdt en I'espécec.

Examen des solylions p ar les prestataires spéciglisés

Toutes les Solutiouns prposées reppsent sur une exploitation des informations
wéographiques des sitep disposant d’une ou plusicurs adresses pcrmanentes.
Ces bases sont constitijées pour partic & partir dcs informations obrenues des
serveurs DNS et pour }arlie d’infprmations réunies par les prostataires eux-
mémes.

Infosplit

{
Les consultants ont lu consatdr qu'lnfosplit était incapable de situer
géographiquement ics utilisateurs 4’ AOL France dont le serveur cst situ¢ aux
Etats-Unis, pour lcs raisons évoqufes précédemment,

et

pas non plus de localifer les intefnautcs utilisant un réseau pour lequel le
fournisseur d"acces allope des adresses [P dynamiques ne correspondant pus a -

Reposant sur des princi bes similairks a ceux @' Infosplit. ce sysiéme ne permet
la localisation géogrnplir’uc réellelde Putilisateur.

Cyber Localor

Ceute solution repose st I'cxploitdiion des donndes géagraphiques oblenugs
3 partir du systéme de lgcalisution par satellite (GPS). ’

Flle cst toutlement inaduptée au cps d’espece car rares somt des inlermnautes
dispusunt d°un périphérigue GPS cbuplé avee leur poste de travail,
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La déclaration sur |‘hgnnL:ur de sg nb lionalité par " intemauts

Puisque, du fait des exceptions précitées, aucune technique de filtrage ne
ptrmet de repérer l’ensen}ble des intprnautes francais ou connectés & partir du
1

torritoire {rangais, le collége dc consultants a examiné I"opportunité de faire
souscrire une déclaration| sur ['honncur, de nationalité par Iinternaute.

Cette déclaration paurraij &tre sousdrite Jors de la premigre connexion au site
litigieux. cn I'espece le site de venteg au enchéres de Yahoo, par un intcrnaute
dont |"adresse 1P ressortirait du régime d’exceptions évoque supra.

Un message (cookie) enrizgistré sur |e poste de travail de I'internaute pourtait
lui évater d’avoir & rcnouveler sa déglaration lors de chayue connexion.

L expioitation par YAHQO Iac. della pationalitg

11 sagit ici du deuxiéme|point de lgf problématique. Que faire unc fois que la
nationalité ou le lieu de Jocalisation| du poste de travail soat connus ?

{es mesures & prendre [dépendent|du cas d’espéce. Elles ne peuvent étre
genéralisées 4 wus Ies sifes et serviges du net.

En I'espéce, le site A préndrs en compte est pages.auctions.yahoo.com. 11 est
hébergé par GeoCities [P address{216.115.104.70, localisation 37°352 de
tatitude nord, 121°,938 de longitude Ouest, réscau GaoCities enregistré par
Yahoo, 3400 Central Cxpressway, Suitc 201, Santa Clara, CA 9505..

Ce site cst un site de venies aux enchéres d'objets divers ct non dédiés aux
objets nazis. La caractéristique dc ce type de sites est de permettre &
I'internaute de trouver facilement Iés objets qu®il recherche.

Il apparait que pour telpcctcr les| termes dc 1a décision du 22 Mai 2000,
YAHOO ne doit pas e aux internautes de nationalité francaise ou
appelant A partir du territoire francais d’accéder & ccs objets.

Si. & "issue d'une recherche opépée 3 partir d’une requéte lancée par un
internaute francais, un du plusieurs objets nazis décrits comme nazis par lcur
propriétaire ont été sélectionnés par lc moteur de recherche, ils doivent étre
dissimulés a ' internaute et exclus du résultat de a recherche,

Mais, évidemment. il nlest pas possiblc pour YAHOO d’cxclure a priori des
objets qui n"auraient pagété décrits par leur propriétaire comme étant dorigine
ou de I"époque nazic, ob dont les cpractéristiques n’aurnient pas ¢ portées &
la connaissance de YAROOQ.

Les vérifications opéréys par le edllége des consultants ont cunfirmé que de
nombreus ohjets nazis dtaient bien|présentés cumme tels par leur propriétaire.
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Une solution plus radicale est également possible. I suffirait que le moteur de
recherche n'exécutc pas|les requitds, transmises dans | URL, comportant le

mot “nazi” ct émanant dis internay
comme lls.

LA DEMANDE DIRIGEE CON]

~Décerire fes informations véhicull

[ vrigine géographique des appels.|’

Le protocole Internct (JP) associs
destinataire & chaque paquet d'inlo
capable de connaitre I’ adresse [P de

¢s reconnus comme frangais ou déclarée

RE YAHOO INC.
ses par le net permetiont de déterminer
b |'adresse 1P de Uémetteur ¢t celle du

mations transmis. Le destinataire est ainsi
*émerteur. [l existe trois classes d'adresses

IP (A. B et C) dont lu description f§

I.a premiére partie de
réseau auquel appartient lc fourni
peuvent étre nationaux Iu multinat

re en annexc P,

tte adresse permet d'identifier le réseau et le sous

eur d accés de I'émctteur. Ces réseaux
onaux.

Selon, I'association frangaise des fournisseurs d’accés (AFA), on peut
considérer que 80% des adresses alfoudes dynamiquement par Jes membres de

cette associations sont identifides cg
pas. T

i
Parmi les informationy véhiculée
émeneurs permetient de ddterminer
adresscs alloudes dynamiquement
1' AFA peuvent éire ideptifiées co.

mme francaisc, A contrario, 20% nc le sont

per le net, seules les adresses [P des
*ariginc géographique des appcls, 80% des
par les fournisseurs d’accés membres de
e frangaises.

Mais, il convient de prégiser que ' ;rigine géographique dont il est fait été est

celle du site du fournisséur d'accés

ppelé par Pintcrnaute. Rien n'interditd un

utilisatenr d’appeler de France, paf téléphone, un fournisgeur d’acces dont le

numéro de téléphone est étran
dynamiquement gura toutes jes ¢l
est également loisible &jun étran
France et de se voir allduer ainsi

cr. Dans ce cas, I’adresse 1P allouée
hces d°étre identifiécs comme éurangere. [
d'appeler un fournisscur d’accés situé en
¢ adresse IP frangaise.

Cependant, on peut estimer. en |'§tat. que plus de 70% des adresses [P des

interpantes résidant sur Ic territoi
frungaises.

Les consultants souligrent que i
duns "avenir. L encapsulation se
d accés 'internationalisent et le
protéger Jeur vie privie

ot

frangais peuvent étre identifides comme

ne permet de dire qu'il en sera de méme
éveloppe. les fournisseurs de services ct
internautes cheechent de plus en plus A

CE XN N

dee
»

T
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“Dire si duulres infofmations, provenant notqmment des apéraleurs
téléphoniques ou des cdblo-operaleurs pourraient étre exploités fant par les

Journissewrs d'accés que {es hébergeprs des sites dustinateires pour déterminer

l"origine des appels gt dqns ceite hypothése, les dicrire.”

Il s'ngit ici des infprmations | transportées par les opCrateurs de
1élécommunications et le3 ciblo-opéfateurs. mais non transmises sur le net. Dés
Jors, les sites destinatairds pe pcuvent pas les connattre. -

Les opérateurs de télécommunications frangais ransmettent systémariquement

Je numéro de téléphoned

» | appelangau terminal de 1'appelé. Centc information

n"est pas exploitée en temps réel pag le fournisscur d'accés. Elle est conservée
p

temporairement dans un
ainsi possible d¢ connal
connexions. guel a dté A

fichier pour permettre des recherches ultérieure. Il est
tre. @ posteriori, aprés analyse de l'historique des
1 moment précis 1¢ numéro de "appelant auquel a é1é

allouée telle ou telle adresses IP et Vice versa.

Les cdblo-opératcurs

uvent également. sur demande mais a posterion.

rapprocher unc adresse 1P, qu’ils ot allouée 4 un moment donné, avee Je site
iocal de leur client.

r‘w.ﬁ
EL L]

“Décrire fes proce'duresffe Siltrage pouvant éire mises en oeuvre pur la Société
YAHOO pour interdire | ‘accéds e, internautes opérant i partir du territoire
frangais ¢ des rubriguey qul pourrient éne jugées illicite por fay autoriiés
Judiciaires frangaises. }
Dans I'hypothése oiiaucpne solution technique ne pourralt garuntir un filtrage
& 100%, fournir tous Sléments techniques et de fait permetiant d’apprécier
{ '‘érendue du filtrage suspeptible d'¢ire obtenu par chacune des procédtires de
filtrage décrites par les|consultunty.
Plus pénéralement. founnir tows glgments technigues el de fait permettant au
Tribunc de fuire respedter les resiictions d'accéy ordonnées & !’encontre de

YAHOO Ine.”

Les consultants cunsidiiem que pdur gu’unc solution technique soit efficace.
i\ fuut qu’clle soit adaplfée au cas dlespéce. I.es sociétés YAIIOO ! exploitent
de nombecux services [annexe G) sur le net allant des pages personnelies
(GeoCilies) a Fastrologie { Yahoo fistrology) cn passant pas la finance. etc.....
La plupart de ces sites ge semblen | pas concernds par le présent htipe.

I.es dégisions du tribun
site de ventes aux enchdl
de Yahoo ! ncst lonmu
consultants de propose

L1 ot les dejnandes ne décrivent avec précision que le
Fes. Aucun rriefa 'encontre des aulres sites ctservices
¢ avee suffissmment de précision pour permiciire aux
dus solutivns technigues adaptées et upérationnelles.

.es consultunts limiterdnt en consfquence. ca 1 ¢at. leurs réponses au cas du

site de ventes aux ench

<

brex (Yahop auctions).
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11s écarteront également I'examen dds autres mesures techniques susceptibles
d’étre 1mposées & des ders, non p ies 4 Vinstance. Ni le cas des serveurs
Proxy®, ni le paramétrage des navi?atcurs des internautes ne ressortent de ia
mission confiée par le tripunal.

REPONSE DES CONSFLTANT 5 LAURIE ET WALLON
Ces consultanis relévent.jen )'état aquucl du développement de | internet que :

1) Les chifTres foutnis pra.r I"AFA, troisés avec lewr expérience personnelie.
permcetient & ces consullants d'estimer & prés de 70% les adresses IP des
frangais ou résidants sur fe ternitoire|frangais susceptibles d"étre currectement
identifiées par les prestataires specialisés comme TnfoS-plit. GeoNet ou
d’aulrey, a partic de bases de donnégs spécialisées.

2) Yahoo ! procéde 4 un affichage fic bandeaux publicitaires ciblés pour leg
internautes que cette société considére comme frangais et qu'clie dispose done
des moyens techniqucs gormettant de les repérer.

3) Environ 30% des adrksscs [P alloudes 3 des frangais ne peuvent pas étre
identifides correctement pvec les te¢haiques préeitées.

4) De nombreux sites, fouchant lef plus souvent au demainc de la défense
nationale (eryptographic), n awrorisknt *aveds a certaines pages du site on au
(éléchargement de logigicls, qu'aprés avoir sollicité de l'intemmaute ung
déclaration de nationalit :

5) Les “cookies” sont de pratique couranic et permetient d°éviter que cextaines
informations ne soient réssaisies par I'intcrnaute 3 chague fois qu'il consulte
un site. Celuj qui veut détruire ses kovkies ou empécher leur enregistrement
sait parfaitement que les|consultations seront plus longues sur cs sites qui les
ont émis.

6) Les objets nazis sont %énémleme*m décrits comme tels par les vendeurs par
la mention “nazi", l la dcscriqtion de I'objet Jeur apparalt, comme un
avgument de vente.

Dés lors, ces consultan{s considérént qu'cn complément de I'identification
zéographique déja pratiquéc par Yahoo pour ciblet sa publicité, it conviendrait
de faire souserire aux intkrnautes dolt " adresse IP estambigué unc déclaration
de nationedité.

Cette déclaration. sur I'honneur, he concernerait que les internautes dont
I'adresse 1P ne peut éirc}identifide gomme relevant d’un ISP frangais (¢.g.ISP
multinationaux comme |AQL. adresse émanant d 'un site d anonymisation ou
de I'encapsulation dung adresse aljouée par un serveur intranet),

Ceme déclaration pourmit. au uré |de Yahoo, étre souscrite soit sur la page
d’aceucil de son site de entes gux enchéres, soit seulement dang le cas d'une
recherche d’objcts nazig. si le mot nazi figure dans la demande de ' utilisateur.
juste avant le traitemen{ de la requéte par le moteur de recherche.
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Dans ces conditions, ces consultants considérent qu’on ne peut
raisonnablement soutenir que jccla aursit des effets négntifs sur Jes
performances et les temps de réponse du serveur hébergeant le site dc ventes
aux enchcres de Yahoq L.

1. association des deux procédures. identification géographique de I'adresse 1P
¢t déclaration de nationalité. penrjertrait probablement d’alteindre un taux de
filtrage proche de 90%|

REPONSE DU CONSULTANT VINTON CERF

Nous reprenons ici la pdrtie divergente de I avis duconsultant Vinton Cerftelle
guwexprimée par celui-¢i ©

“Jt hus heen proposed $hat users ientify where they are al the request of the
web server. such as tRe one(s) serving yahoo. fi or yahoa.com. There are
several potential problems with this approuch . For one thing. users can
chavse 1o lis about thelir loceaniony. For unother. every user of the web site
would heve to be asked lg identlfy His or her geogruphic location since the web
server would have no gy (o determine « priovi whether the user is french or
Is using the Internet from a Franch location. Some users consider such
questions 1o be un invaglon of privacy. While I am rot completely acquainted
with privacy provision in the Egropsan Union, it might be considered u
violation uf the rights ofjprivacy of \[European users, Including French users to
request this information. Of counse, if this informution is required solely
because of the French Court Order. one night wonder on what grounds all
other users gli over the yworld are tequired to comply.

Another compluint abotis the idea of asking users for their location in that this
might have io be done fepeutedly by each web sife that the vser accesses -
yahoa cannot force avepy web site 10 make this request. When ua user first
contacts the server(s) af vahoo.fr br yahoo.com, ont might imugine thar the
question of geographie lpcation migth be asked and then u piece ofdara callud
a cookie might be storéd one the \user’s computer disk. Repeated visits fv
Yahoo sltes might then refer to this| covkie for user location Information. The
problemwith this idea ishat cooklgs are considered by many to be an invusion
of privacy also, us « result many ysers either confisnre browsers (o reject
storage of cookies on their disk diives ur they cloar them away afier euch
suxsion on the Internet { thus forcig tho guery ubout gevgruphical loceilon
each lime the nser encounters a Yahan-controlled web site. Again. Yahoo
would bave no way 1o firce ¢ weh sile ner under its control 1o wirher usk the
location question o (o fequest a copy of the cookie contuiming the locarion.
Indeed. it would open up a vilnerdbiliny for voch wer if avhitrary weh sires
were told hine 10 retrievg the enokid placed their by the Yahoo sites.

Ft hus been suggested tHat the filiering need only aapply 1o users deeess the
Interawt from French Teitortes or By users who vre French citizens. It is nor
clear whether the jurisdittion Qf'hl.‘"f’.rcﬂl'h Conrt extends 10 octions laken By

French citizens whe ure !nml in Freweh serriory af the time of their aceess o

hueriet.
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filtering of the kind described in the

For 1hese and many other|reasuns. it Llae: not appear tu be very feasible rorely
on discuvering the geographic locglion of users for purposes of imposing
Court Order ™.

Ainsi, fait, clos el signé.
A Paris, le 6 novembre ZPOO

Vinion Cerf Ben q.aurie Frangois Wallon

Traduction libre : “Tl a|été sugwéri yue les intemautes préciscat o0 ils se
trouvent sur demande du serveur Web, tel que yahoo.fr ou yahoo.com. llya
plusieurs inconvénics 3 cetle approche. T.'un est que les internautes peuvent
mentr délibérément. L;utrc eal que chaque internaute devra @ue interrogC
pour connaitre a localisgtion péographique car ie serveur 1’4 aucun moyen de
déterminer a priori si 'internaute gst frangais ou s'il réside sur le lemitoire
(tungais.

Certains internautes considérent eelp commumne une ateinte 31a vie privée. Jene
suis pas complétement als fait des d spositions garantissant la protection de la
vie privée dans I LInion ehropéenne jmais on pourrait considérer que demander
cetee information violergit Ic <roit du respeet de la vie privée des inicrmautes
ewropéens, y compris dés frangais| Naturellement. si cette demande émane
seulement d’une décisipn dun tripunal francais. on powrait sc demnander
pourquoi lcs autres utiligateurs de ] enscmble du monde auraient a sy plier.
Une autre cnitique sur I"idée de demander aux utilisateurs leur localisation est
que cela devrail &re répete pour chaque sile Web auquel accéde 1'intcrnaute -
Yuhoo ne peut forcer tods les sitcs A faire certe (lemande.

Quand un utilisateur contacte le sit¢ yahoo.fr ou yahoo.com on peut imaginer
que la qucstion de la lodalisation peurrait &tre poste et qu’un cookie pourrait
e earcgistré sur le djsque de ljinicrnaute. Ce cookie serait vrilisé pour
connaitre 18 localisation p chaque nguvelic visite des sites Yahoo. Ladifficulté
est que les cookies sont ¢onsidérés par beaucoup COMME une wnicinte 4 leur vie
privée, uinsi beaucoup dfintemaute§ programment leur navigateur pour refuser
Jes cookies sur lcur disqhe vu méme les effacent apres chaque acces internet -
dany ce cas la questio?edc la lochlisation sera reposée & chaque lois que

I'internaute visite un site contrdlé par Yahoo. A nouvesy, Yahoo n'a pus les
mayens d'obliger un site qui a’est pas sous son contrble de demander la
localisation ou de codsulter le kookie. Lvidémment cela rendrait plus
vulnérable chaque intemaute s’ était dit & n’importe quel site web dc
rechercher je cookie pideé par les sires Yahoo.

Pour cela et beaucoup djautres raisgns. il n’apparait pas trés opérationnel de se
fier & la recherche de laflocalisation géographique pour imposer le filtrage tel
qu'il est déerit dans Ja déeision du ibunal .”

Attendu qu'il résulie desdites contlusions que la Jocalisation physique d"un
internaute est possible & partir de | adresse 1P

Attendu que vAHOO Inc. tenté de rendre ces conclusions totalement
inopérantes en leur opposant lc [contenu d’une note séparée de I'un des
consultants, Monsieur Vinton CERF
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Miaix attendu tout d’aborjl qu'a I’BBiience des débats consacréc, entre autres,
a I"audition des consullaits, Monsielir Vinton CERF. a admis la faisabilité de
cetle localisation géographiquc dans Jes termes et conditions du rapport etduns
les proportions figurant gudit rappodt, dont il a approuvé lc contenu

Attcadu, ensuite, que sa role séparée du § Novembre 2000, dont YAHOO Inc.
fait état, ne contredit pas Jes concusions du rapport : qu'elle se contente

d exposer J une pait qu'fl serait “in
errcur”. que d'allirmer i]u'il serait

horrect, en tout cas de nanire & induire en
possibic de délerminer avee une haute

fiabilité 1 localisation pllysique d'une adresse IP. les termes ~haute fiabilit€™

voulant exprimer. a |'év{dence, un

egré de fiabilité wes supénieur ou degre

fetenu par Je rapport quj est de l'oxdre de 70 % et, d'agire part. ce que le

collége des consultants a d'ailleurs
était fournic sur c& pointnc pouvait
nazis et qu'elle ne pouvait pas fairg
sites et services sous conuole de Y4

hdmis dans son entier, que la réponse qui
concerner que le site d’enchéres d’objets
1'objet d’extropolations A U'cncontre des
AHOO ;

Attendu quhil convient di relever par ailleurs. que YAHOO Inc. pratique déja
I'identification géograpl}ique des igternautes francais ou opérant a partir du
territoire frangais qui |visitent son site d'enchéres puisqu’elle procéde
systématiquement 4 un a{fichage de bandeaux publicitaires en langue francaise
a destination de ccs internautes quielle & done les moyens de repérer ; que
YAHOO Ine. ne saurait soutenir velablement qu-il s agirait en ’espece de la
mise en oeuvre d'une “Rechnologi¢ grossigre™ sans aucune fiabilité, sauf &
considérer que YAHOO)! Inc. a décidé de dépenser de I'argent en pure porte ol
de womper ses annonccurs sur la qualité des services et prestations ¢ju'clle s-est
engagde a leur offrir, ¢ejqui ne pa'n*it pus étre le cas en 1'cspéce ;

Attendu qu’en complément de Iidegtification g¢ographique dont il vieat d’étre
nar Y AHOO Inc. Je vappor des consuliants
internautes dont I adresse 1P est ambigué
(passage par un anonymiscr [site [garantissant "anonymat] - ou artribution
dadscsses 1P pur AOL QOMPUSERVE ne tenant pas compte du paysd-origine
de 'abonné) une d¢ ion de natiopalité en réalité une décleration relative
a | origine gévgraphique de I'intemaute, que YAHOO Tnc. poutrait exiger sojt
au moment de la consyliation de fla page d’accucil, soit dans le cas d’unc
rccherche d'objets nazis, si le.mot “nazi” figure dans la demende de
I"utifisateur, juste avant re truitement de la requéte par lc moteur de recherche ;

Attendu que les consulants, qui-contestent les dllégations de YAHOO Inc.
relatives aux effets négatifs d’un tl contale sur les performances et le temps
de réponse du serveur hiébergeant le sitc de vente aux enchéres, estiment que

’association des deux procédures,

identification géographique et déclaration

de nationalité. permettent (atteindre un taux de filtrage proche de90% .

Attendu gue 5" agissant e I"optimi

sation du filtrage par mots clés associés, ley

consultants ont émis I"gvis au cours de 1" audience des débats qu’il serait sans

doute nécessuire. pour aptimiser ce|
associes aux opéruteurs|de rechercl

de caractéres “E1™ ~OU™ “SAUF'];

s

filtruge de séjectionner une dizaine de mots
\e documentaire ou de recherche de chaines
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Attendu qu’en complémdnt de ces npesures suggérées par les consullents, ily
a lieu d"ajouter le contrdle pur YAHOO du lieu de livraison des objets acquis
aux enchéres | :

Attendu, en effet, que k visitc duf site d’enchére d'objets nazis n’est pas
exclusivement consultative ; que sdn but est souvent Facquisition d’abjets ;
que dés lors, si YABOQ n'a pas cy Ia possibilité d’identiticr avec certitude
Vorigine géographique. kn Foccurnience francaise. de 1"internaute, elle aura
connaissant Ic lien de livraison. le ppuvoir d empéceher cette livraison lorsque
celle-ci cst prévucen F jnce T

Attendu, enfin. qu'a parfir de la verfsion linguistique du navigateur. YAHOO
[ne. pourrait disposer d{ne information complémentaire sur la nationalitc de

I"internaute ;

Attendu gu'elle somicjt towefoi que I utilisation de cette information
nécessiterait pour elle de modifier{ic logiciel de gestion de ses sites et une
augrnentation notable dgs ressourcds matériclles associces :

Qu’elle sjoute que Ic filtrage de 1lensemble des informations au niveau du
serveur WER ne sersit pnvisageablle que s'il était possible de s’assurer que
I"interdiction ne s appliquerait qu'a des internaules francais, sauf & priver les
gutres internautes du mohde des infgrmations publiées sur scs sites, ce quin’est
pes envisageable ;

Mais attendu, tout d’abﬂrd, qu'il a §é démontre ci-dessus qu'elle disposait des
moyens technigues opérationnels.de filtrage

convaincante, que les hdaptatiof§ techniques rendues nécessaires pour le
contrdle de I'accés auX enchéres |d’objets nazis induise une augmnentation
notable des ressources Mmatérielics husocices ;

Attendu qu’en tout étatide cause, 13 Société YAHOO Inc. a offent de coopérer
avee les demanderesses|; qu'ainsi, ¢lie demande acte de ce qu'elie est disposde
& mettre en place un sysjéme de veille avec I'aide des demanderesscs, dontelle
Jit avoir toujours respefté le combat, afin que lorsqu’un sitc offensant lui est
signalé par celles-ci et & la condition néccssaire qu’il soit manifestement
destiné essenticliement a des utﬂ{meurs frangais, ellc puisse supprimer Son

Atlendu, ensuite, qu'elle ne dém(jflre pas, a I’side d’une ¢nde prospective

hébergement ;

Que pour prouver sa banne [oi. ellk indique avoir supprimé I"héberezement du
pratacole des Sages def Sion. estimant suffisant le lien de ruttachement de ce

document avee la Frunce en raison de lu langue de Fouvrage ©

Attendu qu'avec un pep de bonacjvolonte. la Saciété YAIIQO ne. pourra s¢

convainere de 1 utilité 4" éwendre of lien de rattachement nux photographics ¢t
deseriptions d*objets réprésentantides symboles du nazisme :

W
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Afttendu gque selon les i ormationk figurant su mapport des consultants a
Iinitiative des demanderpsses et quiLn'ont pas été sériensement contestées, ia
Suciété YAHOO refuse d'ores et déja sur son service d'enchéres les ventey
d’orpenes humains, de droguc, d’puvrages ou objets en rapporl avee la
péduphilie, de cigarettesjou d’animaux vivants, toutes ventes qu'clle exclut
d’office et 2 juste titre dy bénéfice dix premier amendement de la constitution
amérnicaine garantissant I liberté d'ppinion et d'expression ;

Attendu qu'il lui en cottdrait teés cehainement fort pen d'étendre ses interdits
aux symboles du nazisme et unc telle jnitiative aurait le mérite de satisfaire &
unc eoxigence ethique [ et morale que partagent toutes les societés
démocratiques ;

Attendu quc & combiuanirn des moyens lechnigues mis 4 sa disposition et des
initiatives qu°elle est 3 méme de prendre au nom de Ia simple morale publique
lui donnent parcon séquc}:t la possibilité de satisfaire aux injonctions conlenucs
dans "ordonnance du 22|Mai 2000 §'agissant du filtrage de I"accés au service
de vente aux enchéres d phjets nazi§ comme du service concernant 'ouvrage
Mein Kampf qui était compris dans{la formule de |*ordonnance prégitée sous
la mention “el dc tout gutre site ‘ou service qui constitue une apologie du

nazisme™ :

Attendu gu’un délai de 4rois mois: lbi sera néunmoins gecordé pour déférer a
eette ordommance :

Attendu qu'au dela du 1¢kme de ce-délai. elle sera redevable d'une astreinte de
100.000 Francs par jour |de retard j\isqu‘z‘n parfaite exécution ;

Sur Ja demar irigée tontre (8] ANCE

Atrendu que le rapport des consultdnts précise el suggére :

“Vérifier si YAHOO Fripgnce o blep satisfuil aux termes de noire injonclion
contenue duns ['ordonnynce du 22|\Mal 2000.™

L’ordonnance du 22 Mgi 2000 stipjtle 4 cet égard :

“Ordonnons q lu Socidté VAHOO FRANCE de prévenir tout
internaute consuitant Yahgo.fr er ce dis avant méme yu 'il fasse usage
clu Nen Iui permetiant de poursuivre ses recherches sur Yahoo.com
que si le résulft de sa re¢herche. soit a partir d'une arborescence.
soit @ partir de mots clefs|'umdne @ poinier sur des siies. des puges
ou des forum$ dont le litre et/ou les comtenus constifnent une
infraction a la o!_ﬁ-am;ai.\}. winsi en est-il te la consullation de sites
faisunt Papoldgie du nagisme er'ou exhtbant des uniformus. des
insignes. des anblémes ruppelant ceux qul ont €1€ portés ou exhibés
par les nazis, oi offrant a Ja vente des objeis et owvrages doni lavenls
esestriciement l{nlur:lire énFrance, il doit imerrompre lu consultation
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dit site l.'(mcek'nc‘ sauf j encoyrir les sunctions prévues par la
législation frapcaise ou-Q répondre des actions en justice initiées &
son encontre ;"

Pour exccuter les termes de cette drdonnance, YAHOO ! Francea:

1) modifié. et cimplété cds conditions d'utilisation aceegsibles en
cliquant sur I¢ lien “tout savoir sur Yahoo !” figurant au bas de
chacune des pages du site.|Le parngraphe suivant a ¢té ajouté : “Enfin.
si dens le codrb d ‘une recperche conduite sur www.yuftoe fr i partr
a une arboresdence. de mbts clefs, le résuliat de velle-civous amenuit
it pointer sur ey vifes. de§ pages ou des forams doni le tire cl'ou les
contenus constinuent une |infiaction i la lol frangaise. compre entt
notamment d foit que Yaljoo ! France ne saurgit contriler le contenn
de ces siles el spurces extdrnes (y compris les contenus référencds sur

s de Yohoo ! dans le monde), vous deves

interrompre vdire consultation du site concerné sauf 6 encourir lex

législation frangaise ou & répondre des
actiony en jusifce initigeskl volre encontre. "

2) misc en plack, dans Id cas d'une recherche par arborescence
(catégories) up avertissement ainsi rédigé : “Avertissemeni © en
poursuivint volre recherche sur Yahoo ! US. vous pouvez étre amené
& consulter dds sites rdvisionnistes dont le contenu constifuc une
infraction & 1§ loi frangaiss er dont lg consuliation. si vouy fu
poursuivez est lpassihle dd sancttons.

11 a été constaté que lés conditiops d'utilisation de Yahoo ! n’étaicnt pas
systématiquement affichées lors df Ja premiére connexion 4 ce site et quen
outre le lien “tout savoir sur Yahop ! n’évoquait pas nécessairement |"acces
aux conditions générales d’utilisation.

En revanche, P'avertissement étai systémati-quement affiché dans le cadre
d'une recherche par catégorie (e.g.holocaustc).

11 est techniquemént dssible & Yghoo ! France d"obliger I"affichage de ses
conditions d’utilisation hors de la premiére connexion d'un utilisatcur sur son
site.

Ynhoo ! pourrait également, en comjplément ou en remplacement de fa mesure
précédente. provoquer Ilaffichage systématique de I"avertissement cité en 2)
dés qu-est affiché lc licq vers Yahqo.com.

Mais. sur ce dernier poirt. Yahoo ! 4 fait valoir que tels n'élaient pas fes termey
de I'ordonnance. 1 appaptiendra. dijns ces conditions, au tribunal o interpréter
sa décision. Contrairemcnt d ce que souticnt Yahoo L. “prdvenir faul iniereiv
consultant Yahoofr, et be déx avalt méme gu il fusse usage die lien... ", peut
signifier que I'avertissgment doit Btre affiche & chague fois gue le lien vst
aftichd.” .
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de notre ordonnance|du 22 Mai 2000 cn modifiant le lien visé par [es
demandcresses, en installant | avértissement mentionné dans ’ordannance sur
plusicurs liens, en ruppelant aux| internautes, les conditions d'utilisation du
service qui sont accessjbles aux utilisateurs dés qu'ils se connectent i Yahoo. fr
et qui depuis le 3 Novembre 2000{sont consultables sur la totalité des pagesde
Yahoo.fr, et en modifiant les conflitions générales d'utilisation du service en
intégrant un message dépassant mdme les prescriptions de "ordonnance du 22
Mai 2000, ce dans les termes du gonvel article 6.2 ;

Altendu que Yahoo FInnce souti¢nt quelle a parfaitement exécutc les termes

Attendu que les initiatives de Yaloo ! France sont techniquement de nature &
satisfaire en grande par‘pie les termés de notre urdonnance du 22 Muai 2000, sous
la véserve toutefois que ["avertissdnent soit meationné chaque fois que le lien
est affiché soit “dés avant méme due Iinternaute fasse usage du lien” ;

autres genian

Attendu qu'il n’y a pas matiére 3 rgféré 5'azissant des demandes de fa LICRA.
de PUEJF et duMRAP tendant & voir ordonner sous astreinte 8 YAHOO
FRANCE de tupprimcr\tout Jien udissant le site Yahoo.fr aux sites appurtenunt .
directement ou indirectement 3 YAHOO Ine. jusqu'a ce que YAHOO Inc. ait
rempli ses obligations, feu égard 8 }'existence d'unc contestation sérieuse par
YAHOO FRANCE I:E‘s demanfes, contestations exclusives de notre
compdence ;

| AR CES MOTIFS

Statuant 'pub'lique:_nent, ptemic:‘lesson, par ordunnance contradictoire,

Rejetons U'exception d'incompétence réitérée par YAHOO Inc;

Ordonnons & YAHOO injc de satisfdire dens les 3 mois de la notification de 1o
présente ordonnance auy injonctions conlenues dans notre ordonnance du 22
Mai 2000 ce sous astreinte de 100.000 Francs par jour de retard & compter du

- ler jour qui suivra I"cxpiration du dglai de 3 mois ;

Commettons aux f'_rais a\meés de YIAHOO Inc :

Monsieur WALLON i
19 ruc Decamps 75016 PARIS
Téléphone : 01.47.55.47.93
Fax; 01.47.55.48.08.

avee mission de faire un rj.pport de cgnsultation sur Jes conditions d'exécution
des termes de ordonnan :
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Fixons a la somme de 10.000 Fl’am:s la provision concemant les frais de
consultation qui devra étre consiq.éc par la Société YAHOO Incdirectement

entre les mains du consultant d.j le mois de la présente ordonnance ;-

Disons que faute de éonsignatio} de 1a provision dans ce délai impératif, il
uous en sera référé ; - .

Donnons acte & YAHOO Jnc de ga décision de supprimer I'hébergement du
protocole des Sages de Sion;

Constatonus que YAHOO FRANC#-Z a satisfait en grande partie 3 esprit etdla
lettre de la décision du 22 Mai 2000 contenant injonction 4 son encontre ;

Lui ordonmons toutefois de faire apparaitce I’ avertisscment aux intermautos dés
avant méme que ceux-ci fassent ugage du lien avec Yahoo.com ce dang les 2
mois de la notification de la présente décision ;

Condamnons YAHOO Inc & payesfa chacune des demanderesses la somme de
10.000 Franes au titre. de 1"article 700 du nouveau Code de procédurs civile ;

Disonsn’y avoir Leude faire applidation des dispositions precitées a |"encontre
de YAHOO FRANCE ; :

Nous réservons le liquidation éverftuelle de 1'astreinte {

Disons n’y avoir lieu de prescrire dautres mesures ni A référé sur les autres
demandes dirigées contre YAHOQ FRANCE ;

Mettons les dépens 4 18 charge de. AHOO Inc; A ’exception de coux qui sont
vés de la demande dirigée cjntte YAHOO FRANCE qui resteront
provisoirement & 1a charge de ¢ o des parties. .

Fait & Pnﬁs le 20 Novembre 2000
er, - Le Président,
Nicol¢ VOURIOT -Jacques GO
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