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21
I, Daniel J. O'Connell, Special Agent, Federal Bureau of Investigation (FBI), San

22
Francisco Division, San Jose Resident Agency, state the following:

23
1 I have been employed as a Special Agent for the Federal Bureau of Investigation

24
for over twenty-five years. I am currently assigned to the High Tech Squad at San Jose,

25
California which has responsibility for the theft of intellectual property, theft of trade secrets,

26
and violations of U.S. copyright laws. I have participated in a number of such investigations by

27
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this squad in the past. I participated as the lead case agent in the investigation resulting in the1

prosecution of defendant Elcomsoft.2

During the course of this investigation I identified and interviewed certain2.3

4 individuals who had pUrchased the Advanced eBook Reader program ("AEBPR") from

Elcomsoft using records obtained from RegNow!, an online distributor of software that had5

managed transactions for Elcomsoft.6

Following contacts with certain purchasers of the AEBPR program, I attempted to3.7

identify and contact certain distributors or publishers of the ebooks to which purchasers of the8

AEBPR program had either attempted to apply, or did apply, the AEBPR program. My contacts9

with publishers or ,distributors included the following:1.0

On January 2,2002, I spoke on the telephone with Thomas P. McCormick,A1.1.

Director of the Employee Benefit Institute of America ("EBIA 'j in Seattle, Washington. I had12

previously detennined that EBIA had published an employee benefits manual purchased by13

Daniel Sarazin, one of the purchasers of the AEBPR program from Elcomsoft.1.4

On January 2 and 3, 2002, I spoke on the telephone with KristeneB.15

0' Callaghan, Contract and License Manager, Sybex mc. in Alameda, California. I had16

previously determined that Sybex had published Cisco Certified Network Associates Study1.7

~ purchased by Shaid Najee-Ullah, one of the purchasers of the AEBPR program from1.8

Elcomsoft.1.9

On January 2 and 3, 2002, I spoke on the telephone with Elizabeth D.c.20

I had previously determined thatRather, attorney for Forth, Inc., in Hawthorne, California.23.

Forth had published a software programming manual purchased by Ralph Brooks, one of the22

purchasers of the AEBPR program from Elcomsoft.23

Thomas McConnick ofEBIA informed me that EBIA publishes five different4.24

manuals dealing with various employee benefit topics. He stated the manuals are very large and25

are distributed in both paper and ebook format. He further stated that the ebook versions of the26

manuals are available in the Adobe Acrobat eBook Reader fonnat with certain protections and27

28
DECLARAllON OF SPECIAL AGENT
DANIELJ. O'CONNELL
[CROl-20138] [RMW] 2



restrictions enabled. For example, according to McCormick, pursuant to an End User License1

Agreement ("HULA"), EBIA allows printing of a small number of pages of the ebook version of2

its manuals, but not all of the pages, and EBIA only allows the manuals to be used on one3

computer. McCormick informed me that EBIA considers the content of the manuals to be their4

intellectual property, and that EBIA placed restrictions on the ebook versions of its manuals to5

6 protect its copyright rights. Subsequent to my telephone conversation with McConnick he sent

me via facsimile a copy of the EBIA EULA in effect in July 2001. A true and correct copy of the7

EULA I received from McConnick is attached as Exhibit A to this declaration.8

Kristene O'Callaghan ofSybex informed me that Sybex specializes in publishing5.9

books related to computer software and hardware. She stated that a software manual Sybex1.0

publishes titled Cisco Certified Network Associate Study Guide is accompanied by a CD-ROM1.1.

that can be read using a home computer and an Adobe Acrobat Reader. According to1.2

0' Callaghan, the contents of the CD-ROM are in PDF fontlat with certain digital rights1.3

management protections that prevent printing, copying, or moving the contents of the CD-ROM14

to more than one computer. She further stated that Sybex intends the CD-ROM to only be used1.5

as a search tool for the large amount of information in the text, and that Sybex intends that usersJ.6

of the CD-ROM not be able to make additional copies of the text. O'Callaghan stated that one1.7

exception to Sybex's policy is that Sybex under a proper license agreement allows the blind or1.8

dyslexic customer to remove the protections from the CD-ROM to make the contents an audible1.9

book in a Microsoft Word fonnat. Sybex requires that customers obtain a specific grant of20

pennission from Sybex for this use. Subsequent to my telephone conversation with O'Callaghan,21.

she provided me via facsimile an EULA that she stated applied to the Sybex book and CD-ROM22

A true and correct copy of the EULA I received from Q'Callaghan is attached as Exhibit B to23

24 this declaration.

6. Elizabeth Rather, the attorney for Forth, Inc., infonned me that Forth publishes25

software and accompanying man~, and that Forth does not publish ebooks. Rather stated that26

the manuals that Forth publishes to accompany its software are available online as PDF files.27
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1 According to Rather, Forth customers who purchase the software can download the manual and

2 accompanying documentation as a PDF file upon which certain restrictions have been placed.

3 Rather stated that in some cases, Forth places restrictions on the PDF files to prevent them from

4 being copied or modified, and that Forth regards these restrictions as protectings Forth's

5 copyright rights. She further stated that Forth distributes its products subject to an EULA that

6 covers both the usage of the software and the accompanying manuals. Subsequent to my

7 telephone conversation with Rather, she provided me via facsimile an EULA that she stated

8 applied to Forth's products, including the manuals. A true and correct copy of the EULA.I

.:9 received from Rather is attached as Exhibit C to this declaration.

10 7. During the course of this investigation I obtained from Darryl Spano, a technical

1.1. investigator for Adobe Systems, various documents he had obtained during Adobe's

1.2 investigation ofElcomsoft's Advanced eBook Processor. One of these documents, dated June

13 22,2001, appears to be the web page of the Elcomsoft website advertising the AEBPR program.

1.4 During the course of the investigation, I have examined versions of this web page that appear to

1.5 have been drafted following the dispute between Elcomsoft and Adobe. These subsequent

1.6 versions of the AEBPR web page include additional text not present on the version of the page

1.7 dated June 22,2001. A true and correct copy of the page dated June 22,2001, that I received

18 from Spano is attached as Exhibit D to this declaration.

1.9 I declare under penalty of perjury that the foregoing is true and correct.

20

21 Executed on March 4, in San Jose, California.

22

23

24

tAl ) '/Z.?'[M .tl ~ /~ A ~DANIEL 1. OlJ:i:)NNELL - "-

Special Agent
Federal Bureau of Investigation

25

26
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License Agreement

License Agreement
(reviscd 3/22/01)
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The Employec BencfitS Institute of America iLC (EBIA) agrees to grant. and
accept. a non-c:x.c)usive. non-transferrable license to download. instal] and use the CROOk
manual(s) under the following tenDS and conditions: ,

.,.~

available on
each such
or loaned to a

I. You may install and view the eBook on one computer. which may
computer. You may not install the eBook fot' usc over a netWork.
several computers in it network. a t\ccnsc to download the eBook will
computer (volume discounts are available; caJl (206) 546-6810). The
third party. "y<:)
2. You may occasionally print a.few,pages <?fthe eBook's ~e~t for yo~r ~ ~ o l.use.o~y (each printed page

bears a diagonal watermark saymg. Copynght Law ProhIbits CopYing or Jng ). Personal use means

printing a few pages to set aside for your ]ater reading. You may not copy .stribute any eBook content to
othcrs without the written permission of EBIA (depending on the natUre of e request. a license fee may be
charged). To request permission. send an e-mail to permiSSiOns@eb ~.a Include the following infomlatioo:
(a) the material you wish to use (specifying the page oumber(s); a dcscription of the planncd use
(including quantity). Please allow several days for a reply. '~ ..

3. AU content in the eBook is copyrighted under the U.S$ CO ~laws. and EBIA owns the copyright and

the eBook itself. Purchaser may DOt modify. remove. delete ent. add to. pubJish. transmit. participate in

the transfer or sale of. create derivative works from. or i a exploit any of the eBook's content. in whole

or in part. The unauthorized submission or distribution ~yrighted or other proprietary content is ilJegal

and could subject the purchaser to criminal prosecution as well as personal liability for damages in a civil suit.

Purchaser will be liable for any damage resulting fro~y infringemcnt of copyrights or proprietary rights. or
from any othcr ham1 arising from such SUbmiS~oo.(; ..I

4. Your purchase of the eBook license for a~ ~ed subscription period is non-refundable. except as

described herein. If the eBook is not succe "downloaded due to a malfunction with Publi~hOnc'$

computer systems. the Interner netWork m r the purchaser's computer. EBIA agrees to re-deliver theeBook at no extra cost. Each party will . n a reasonable period of time to repair their malfunctioning

computer equipment. oot if no delive'lC; e within 21 days, then the purchaser will be given a full refund.

5. "This reBookl publication is de~ to provide accurate and authoritatjve information in regaTd to the
subject matter covered. [A lic~ n to use the eBookl is sold with the understanding that the publisher is not
cngaged in rendering legal, ac 'ng, or other professional service. If legal advice or other expert assistance
is required. the ~rvices of a , rent profcssional should bc sought:' - From a declaration of principles

jointl~ a.dopted by a co~t~f the American Bar Association and a committee of publishers and
assocIations. ~

6. EBIA does not ~ that the infonnation in the eBook. is elTOr-free, or walTant that the eBook wi11 meet
your reqUirement.~; .C%-..¥ thc operation of the eBook will be uninteJTUpted or elTor-free. The eBook is provided
''as is" without~ of any kind, either express or imp1ied or statutory, including, without limitation,
implied warr~iE erchantability and fitneSs for a particular purpose. The entire risk as to the results and

pcdornrotnce eBook is assumed by you. In no event will EBIA bc liable foX' any damages. including,

without lim~. . incjdentaJ and consequenti4&1 d'ctntages and damages for lost data or profits arising out of the
use or ina~~ use the eBook. The entire liability ofEBIA shall be limited to the amount actually pajd by
you for ~~k.

7. yoQe of the eBook constitutes your agreement to the above terms and conditions.

.~_.. RAI\AII..lno':"., AM_"" II ""~OIA\
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A vaiJable!

Our eBooks contain copyrightCd m.1tcrial. They are subject EO the following Liccnsc Agrccment.

~:BTA. Hn~ License Agreement (revised 3/22/01)
F.P.IA Pnhlicntiomi

The Employee BczacfiG Institute of America LLC (F;BlA) a~ to grant. and you (the
purchaser) agrcc to acccpt. a non-exclusive, nnn-transferrable license to duwnlo4d. iustall and
~ the eBouk version of EBIA's manual(s) under the following terms and conditinns:

EBIA Semina~

Sign un nnw
for the f"RhE
~IA WEEnY

1. YOI& may install and vicw the cBook on one. c()mputer. which DlaY be:t dcsktop computer or.1
portable laptop c:ompu~. Yuu may not install me. eBoak for use over a n~wurk.. If yuu want to
have. the. eBook available. on several computcrs in a nctWork, a license to download the cBook
will nccd to be purchased f()r each such computeT (vulumc discounts are available; cal) (206)
546-6810). The cBook may not be leased or loaned t? ~ third party.

Past EBIA
WEE.KL Y Articles

C-3fet~A Plans
Q&A Column

2. Y nu may occasionally print :1 fcw pagcs of the e80ok's text for your personal use only (~h
printed page bears a diagonal watermark $aying. .Copyright Law Prohibits Copying or
DistriblJungh). Personal use means printing a fcw pagcs (0 set aside fnr your later reading. You
may not copy or disU'ibute any eBook content to othcrs wjthout the written permission of EBlA
(depending on ~ naturc of the request, a license f~~ may bc charged). To request permission,
send an e-mail to pcrmissions@ebia.com. Include the following information: (3) the material you
wish 10 use (s~ifying thc page number(s»; 3nd (0) a dcscripuon of the planned use (includjng
quantity). Please allow scv~1 days for 3 reply.

~~g!.lmm

4Dllk}PJans
Q&A Crnumn

~.ClI~tact MfA 3, All content in the eBook is copyrightcd under the U ,S, Copyright law~. and EBIA owns the
copyright and the eBook itSelf, Purchaser may not modify. fen\OVe. deJetc. :lugmcnt. add to,
publish. transmit. participate in the transfer or salc of, create derivative works from. or in any way
~ploit any of thc eBook's content, in whole ur in part. The unautbori:r.ed submission or distribution
(If copyrightcd or othcr proprietary content is illcgal and could subject tM pUrChA$Cf to crimino'l.l
prosecution as weD a¥ pcrsonalliability for dama~ in a civil suit, Purchaser will be liablc for
any ~mage resulting from any infringement of copyrights or proprietary rights, or from any other
harm arising fJoom such ~ubmission.

~Yrigh;rInfurmarion

4. Yow- purchase of the cBook liccnse for a designaced subscription period is non-refundabl~.
cxccpt as described herein. If th~ ~Book is not succes~fu}Jy do\vnloadcd duc to a malfunction
with PublishOnc's computer systems, thc Intcmet netWork $YStem or thc purchaser's computet.
EBtA ~~ to rc-dcliver the ~ook at 00 CAtra <.:ust. Each party wilt be given a rcasonabJe
period of time to repair thcir malfunctioning computer equipmcnt. but if no delivery is madc
within 21 day~, then the purchascr will be given a full rcfund.

5. "Thi~ [eBuok] publication is de.~i8J1cd tu provide accurate and 'Authuritativc information in
regard 10 tbe subjcct mancr covered. fA liccnsc to us!: me eBookl is sold with thc understanding
that the publisher is not cngaged in rendering legal. accounting. Ot other professional service~ If
lcgal advice or o~ expert assistance is required. the scrviccs of a cnmretellt profcssional
should be sought.- - From ;i dcclaration of principlcs jointly adopted by a cummitrcc of the
Amcricu Bar Association and a committee of publisbers and as$OCiation~.

6. EBIA does not guarantee that the information in the eBook is etTOr-frce, or warrant that the
eBook will meet your rcquirementS or that tbc opcrarion of the ~ook will bc uninterrupted or
aror-frcc. The eBook j$ providcd "a.~ is" without w;ur:mty of any kind. either cxpress or implied
or ~tatutory, jncluding, without limitAtion. implied warrantics of merchantability and fitness fnr 01
panicul".4l" pW"pose. The entire risk as to tile results and pcrformance of the eBook is assumed by
you. In 1\0 event will EBlA be liable for ;my damage.~. including, without limitation, incidcntal and
consequential damag~ and damages for In~1 darB or profits arising out of d1c use or ina.bility to
~ the eBook. The entire liability of EBIA shall be limitcd to the amount actually paid by you for
the eBook.

7. Your use of the cBuok constitUtes your agrccment to the abov~ tams and conditions.

C~ri~hl !O; 2001, Employee Benctits Institutc of America LLC. All riglllS rc-d.
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Sybex Product
Sybex has tried to
this CD. If you do
have the Information you

problems you may experience using the software on
this CD and the Readme file doesn't

follow these steps:

Wide Web at this address: www.sy~.~om.
(without the quotes) and click GO.

for the Book Title. Click this link.
file or to the book, they will be available

If there is an Update or Errata button on

1.. Visit the Sybex Web site on
2. In the search entry box,
3. The search engine
4. If we have made any
via the Web page
the page, click It.

to the
takes you

product support, clickTo fill out a

issue, click here.To report a

to the most frequently asked click here.To get

I: fj"c:k 1:'-'
. t'J.L!

/'

SOFTWARE LICENSE AGREEMENT: TERMS AND CONDITIONS
The media and/or any online materials accompanying this book that are available now
or in the future contain programs and/or text files (the "Software") to be used in
connection with the book. SYBEX hereby grants to you a license to use the Software,
subject to the terms that follow. Your purchase, acceptance, or use of the Software will
constitute your acceptance of such terms.

The Software compilation Is the property of SYBEX unless otherwise indicated and is
protected by copyright to SYBEX or other copyright owner(s) as indicated in the media
files (the "Owner(s)"). You are hereby granted a single-user license to use the
Software for your personal, noncommercial use only. You may not reproduce, sell,
distribute, publish, circulate, or commercially exploit the Software, or any portion
thereof, without the written consent of SYBEX and the specific copyright owner(s) of
any component software included on this media.

In the event that the Software or components include specific license requirements or
end-user agreements, statements of condition, disclaimers, limitations or warranties
("End-User License"), those End-User Licenses supersede the terms and conditions
herein as to that particular Software component. Your purchase, acceptance, or use of
the Software will constitute your acceptance of such End-User Licenses.

By purchase, use or acceptance of the Software you further agree to comply with all
export laws and regulations of the United States as such laws and regulations may
exist from time to time.

f11e://f):\Readmc.html 01/03/2002
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SOFTWARE SUPPORT

Components of the supplemental Software and any offers associated with them may be
supported by the specific Owner(s) of that material but they are not supported by
SYBEX. Information regarding any available support may be obtained from the Owner
(s) using the Information provided in the appropriate README files or listed elsewhere
on the media.

Should the manufacturer(s) or other Owner(s) cease to offer support or decline to
honor any offer, SYBEX bears no responsibility- This notice concerning support for the
Software is provided for your information only. SYBEX Is not the agent or principal of
the Owner(s), and SYBEX is In no way responsible for providing any support for the
Software, nor is it liable or responsible for any support provided, or not provided, by
the Owner(s).

WARRANTY

SYBEX warrants the enclosed media to be free of physical defects for a period of ninety
(90) days after purchase. The Software is not available from SYBEX in any other form
or media than that enclosed herein or posted to www.sybex.com. If you discover a
defect in the media during this warranty period, you may obtain a replacement of
identical form~t at no charge by sending the defective media, postage prepaid, with
proof of purchase to:

SYBEX Inc.
Product Support Department
1.151 Marina Village Parkway
Alameda, CA 94501
Web: http:/ Iww~,.c;vhex.com

After the 90-day period, you can obtain replacement media of identical format by
sending us the defective disk, proof of purchase, and a check or money order for $1.0,
payable to SYBEX.

DISCLAIMER

SYBEX makes no warranty or representation, either expressed or Implied, with respect
to the Software or its contents, quality. performance, merchantability, or fitness for a
particular purpose. In no event will SYBEX, Its distributors, or dealers be liable to you
or any other party for direct, Indirect, special, Incidental, consequential, or other
damages arising out of the use of or inability to use the Software or its contents even If
advised of the possibility of such damage. In the event that the Software includes an
online update feature, SYBE~ further disclaims any obligation to provide this feature
for any specific duration other than the Initial posting.

The exclusion of implied warranties Is not permitted by some states. Therefore, the
above exclusion may not apply to you. This warranty provides yol! with specific legal
rights; there may be other rights that you may have that vary from state to state. The
pricing of the book with the Software by SYBEX reflects the allocation of risk and
limitations on liability contained In this agreement of Terms and Conditions.

YEAR 2000 COMPLIANCE

Where possible and relevant, SVBEX has licensed and compiled third-party software

01/03/2002fi1e://D:\Readm~.hlm1
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that meets the U.S. Federal standards for Year 2000 compliance, but SYBEX does not
guarantee that any third-party software distributed on this CD is compatible with the
uS Federal requirements for Year 2000 compliance. call the product's manufacturer If
you have questions about a product's Year 2000 compliance.

SHAREWARE DISTRIBUTION

This Software may contain various programs that are distributed as shareware.
Copyright laws apply to both shareware and ordinary commercial software, and the
copyright Owner(s} retains all rights. If you try a shareware program and continue
using it, you are expected to register it. Individual programs differ on details of trial
periods, registration, and payment. Please observe the requirements stated in
appropriate files.

COpy PROTECTION

The Software in whole or in part mayor may not be copy-protected or encrypted.
However, In all cases, reselling or redistributing these files without authorization Is
expressly forbidden except as specifically provided for by the Owner(s) therein.

r I>..cl. 1(\ ]
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Advanced .Book Processor

Advanced eBook Processor. or simply AEBPR. is a program to decrypt eBooks in Acrobat eBook Reader f
files with EBX security handier). as well as Adobe Acrobat PDF files protected using standard security met
WebBuy technology, or any other Acrobat security plug-in (like FileOpen, SoftLock etc). Decrypted file can
in any PDF viewer (e.g. Adobe Acrobat Reader) without any restrictions - i.e. with edit. copy. print. annota.
enabled. All versions of Adobe Acrobat are supported. Can also decrypt eBook Pro (-,EBK) files, extracti~
pages and images from them.

.~ Get more Information about AEBPR
~ View the screens hot of AEBPR.. Download AEBPR 1.0 (June 20, 2001 i 728K)

look at other Password recovery software we have (for ZIP ,ARJ,RAR,ACE archives' Microsoft OffICE
Acrobat PDF 'ICQ' Paradox' Quicken' QulckBooks' Lotus Organizer,WordPro,1-2-3,Approach' A

Important! Unregistered version can be used during 30 days after installation (although it doesn't expire, ~
has some limitations. You can order the fully licensed version of AEBPR over the Internet from RegNow WI
major credit card. The ordering page is on a secure server, ensuring that your confidential information rem.
confidential. As soon as RegNow notifies us that your order has been processed (usually in one business (
provide you with the serial number which will register your copy of AEBPR. You can also make the usual ~
to our bank account in U.S. or send the check, if you would not like to use you credit card in the Internet; Sl
for details.

;::'-i:~ Order the Fully Licensed Version of AE.BPR81#
Note: If you've made a payment, but haven't got a confirmation letter with your serial number (registration.
a reasonable amount of time (two business days for credit card payments or two weeks for other payment~
notify us about that! We're very sorry for any inconvenience caused by those delays.
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CERTIFICATE OF SERVICE
U.S. v. ELCOM Lm.. a/k/a ELCOMSOFT

CR-Ol-20138 (RMW)

2

3

4 I, Lauri Gomez, declare that I am a citizen of the United States, over the age of 18 years and

5
not a party to the within action.

6
I hereby certify that a copy of the foregoing:

7 DECLARAnON OF SPECIAL AGENT DANIEL O'CONNELL IN SUPPORT
OF UNITED STATES' oPPOSmON TO DEFENDANT'S MOTIONS TO
DISMISS THE INDICTMENT BASED ON FIRST AMENDMENT AND
VIOLATION OF DUE PROCESS.

1.
8

9

was served today_by hand; -X- by facsimile;- by Federal Express -X- by first class10
mail by placing a true copy of each such document(s) in a sealed envelope with postage thereon fully

11

Daid, either in a U.S. Mail mailbox or in the designated area for outgoing U.S. Mail in accordance12
by placing in the Publicwith the nonnal practice of the United States Attorney's Office;.13

Defender's pickup box located in the U.S. District Courthouse and addressed to the following14

Counsel of Record:15

JOSEPH BURTON, ESQ.
Duane, Morris & Hecksher LLP
100 Spear Street, Suite 1500
San Francisco, California 94105
.t'ax: (415) 371-2201
Phone: (415) 371-2214

16

17

18

CINDY COHN
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, California 94110
Fax: (415) 436-9993
Phone: (415) 436-9333 ext. 104

19

20
JULIE COHEN
Professor of Law
600 New Jersey Avenue, N. W.
Washington D.C. 20001
Fax: (202) 662-9411
Phone: (202) 662-9871

JOHN KEKER, ESQ.
Keker & Van Nest
710 Sansome Street
San Francisco, Ca.1ifornia 94111-1704
Fax: (415) 397-7188
Phone: (415) 391-5400

21

22

23

24 I declare under penalty of perjury that the foregoing is true and correct, and that this certificate
was executed at San Jose, California.25

I DATED: March 4, 200226
Q

('-u~ Gomez UgAl Secretary
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