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Abstract

We expose privacy issuesrelated to Radio Frequency Identi�cation (RFID) in libraries,
describe current deployments, and suggestnovel architectures for library RFID. Libraries are
a fast growing application of RFID; the technology promisesto relieve repetitiv e strain injury ,
speed patron self-checkout, and make possible comprehensive inventory. Unlike supply-chain
RFID, library RFID requiresitem-level tagging, thereby raising immediate patron privacy issues.
Current conventional wisdom suggeststhat privacy risks are negligible unlessan adversary has
accessto library databases; we show this is not the case. In addition, we identify private
authentication as a key technical issue: how can a reader and tag that sharea secrete�cien tly
authenticate each other without revealing their identities to an adversary? Previous solutions to
this problem require readerwork linear in the number of tags and cryptographic primitiv essuch
as collision-resistant hash functions or pseudo-randomfunctions. We give a schemefor building
private authentication with work logarithmic in the number of tags, and protocols that achieve
private authentication without expensive cryptographic primitiv es; we believe this schemewill
be of independent interest beyond RFID applications.

1 In tro duction

Many libraries are starting to tag every item in their collectionswith radio frequencyidenti�cation
(RFID) tags, raising patron privacy concerns. An RFID tag is a small, low-cost device that can
hold a limited amount of data and report that data when queried over radio by a reader. Several
libraries, such as the Santa Clara Cit y Library in California, the University of Nevada, Las Vegas
library , and the Eugene, Oregon public library have already tagged every book, tape, CD, or
other item in their collections. In an item-level tagging regime, the abilit y to track tags raisesthe
possibility of surveillance of library patrons and their reading habits. We investigate privacy risks
in libraries' useof RFID technology and methods for minimizing such risks.

The major driving forcebehind commercialdeployment of RFID technology is presently logistics
and supply chain applications. The U.S. Department of DefenseusesRFID to manageshipments
to armed forcesworldwide. Meanwhile, several major retail chains, including Walmart, Target, and
Alb ertsons,havemandatedthat all suppliersintro duceRFID. Aside from supply chain applications,
RFID technology is also found in proximit y cards, car security devices, pet tracking, and other
specializedapplications.

Most supply chain applications focus on tagging casesor pallets. A key question has beenthe
feasibility, security, and privacy of item-level tagging, in which each individual item is given its own
RFID tag. Many have raised concernsover the privacy implications of item-level tagging. Still,
item-level RFID tagging is often consideredto be at least 5 or more years in the future for retail
RFID applications, due to the cost of tags, reader infrastructure, and uncertainty about near term
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Tag Type Example Library Example Vendors
Checkpoint WORM Santa Clara Cit y Checkpoint
Checkpoint writeable None Checkpoint
TAGSYS C220-FOLIO U. Delaware VTLS, TechLogic
ISO 15693/18000-3MODE 1 National U. Singapore 3M, Bibliotheca, Libramation
ISO 18000-3MODE 2 Not yet available Not yet available
EPC Class1 13.56MHz Not for library WalMart
EPC Class0 915MHz Not for library WalMart
EPC Class1 915MHz Not for library WalMart

Figure 1: Summary of current RFID standards.

applications. In contrast, library RFID applications require item-level tagging, becauseRFIDs are
used to manage each item in a library collection. Thus, library RFID applications may be the
�rst major deployment of item-level tagging. This provides an interesting opportunit y to study the
privacy implications of item-level RFID tagging in a concrete, real-world setting.

Our contributions are twofold. First, we survey libraries' usageof RFID technology and analyze
the privacy risks of current deployments (Sections 2 and 3). In the process,we have discovered
several serious vulnerabilities that can compromise patrons' privacy. For example, the lack of
appropriate accesscontrol allows tracking of people and books; the collision-avoidance protocol
usedin today's tags do not concealtag identit y; and poor key management practices threaten tag
security. This analysis shows that today's practices and standards fail to protect patron privacy,
and vulnerabilities are present at all layers of the system.

Second,we proposenew architectures for using RFID technology securely in libraries without
compromising privacy (Section 4). We identify private authentication as one of the key technical
challengesin this area. We want tags to reveal their identit y to authorized RFID readers (e.g.,
those owned by the library), so that the library can track books as they are checked in and out.
For privacy, the tag must not discloseits identit y until the readerhasbeenauthenticated; thus, the
readermust authenticate itself to the tag beforedoing anything else.Also, prudent key management
requiresthat each tag hold a di�eren t symmetric key. The paradox is that a legitimate readercannot
authenticate itself until it knows which key to use, which requires knowing the tag's identit y, but
for privacy reasonsthe tag dares not reveal its identit y to an unknown reader before that reader
has beenauthenticated. Nonetheless,despite the seemingimpossibility of solving this problem, we
show that it is possibleto reconcile these two demands. In particular, we show e�cien t protocols
for privacy-friendly symmetric-key authentication, which we expect will be well-suited to library
RFID applications and of interest beyond RFID.

Finally, we wrap up with a discussionof related work (Section 5) and conclude(Section 6).

2 RFID Background

A Radio Frequency Identi�cation (RFID) tag is an electronic device that holds a small amount
of data. Typically these tags are attached to an item and contain a serial number or other data
associated with that item. We will focus on passiveRFID technology, in which the tag carries no
power source,but is instead poweredby a radio signal from a separateRFID reader. For a detailed
intro duction to RFID technology, seeFinkenzeller [11].

RFID tags operate under severe restrictions compared to most personal computers, or even
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most embedded systems. First, an RFID tag is powered only when within range of a reader.
This meansthat the tag has only an extremely limited amount of time to carry out computation.
Pre-computation of results is impossibleduring times when the tag is out of range.

Second,an RFID has extremely few gates, and many of theseare taken up by logic required for
basic operation. Weis et al. estimate as few as 5,000 gates are left over in a typical RFID design
for \extras" such as security [32]. In particular, symmetric encryption schemes,hash functions, or
pseudo-randomfunctions are not possibleon today's RFID tags. In fact, tags may not even have
enough spacefor basic pseudo-randombit generators. Simple password comparisonsand XOR
operations are all that can be expected on most current-generation RFID tags. In addition, an
RFID has almost no physical security.

Moore'sLaw tells us that the number of transistors per unit silicon doublesevery 18months [25].
Theseextra transistors might be used to enablecryptographic primitiv es on tags of equal cost as
today's tags. It is more likely, however, that economicpressureswill lead manufacturers to focus
on ever-cheaper tags with a feature set similar to current-generation RFIDs. Becausetags are
manufactured on a massive scale,1 even a half cent di�erence in unit cost makesa huge impact.

RFID tags used in libraries operate on the 13:56 MHz band and are manufactured by several
companies, including Checkpoint Systems2, Texas Instruments, and TAGSYS. Checkpoint and
TAGSYS make proprietary tags, while the TI \T ag-It" platform follows the ISO 15693standard.
ISO tags and TAGSYS tags are then resold by a variety of integrators, including 3M, TechLogic,
and VTLS. Checkpoint tags, on the other hand, are installed only by the library servicesdivision
of Checkpoint. In Figure 1 we give a table showing the most popular typesof library RFID tags.
We also give example libraries where these tags are deployed, and a partial list of library RFID
vendorsusing each type of tag.

Recently , a new standard for RFID, ISO 18000,reached �nal stagesof approval. ISO 18000-3
de�nes the physical interface and commandsfor 13.56MHz tags. The 18000-3standard is further
divided into two \MODEs." MODE 1 is intended to be backwards compatible with the command
set de�ned in ISO 15693,but standardizesvarious elements of the RF interface. MODE 2, on the
other hand, is intended to be a next-generation RFID standard capableof supporting high-speed
data transfer and communications with largenumbersof tagsat once. In addition, MODE 2 tagsare
explicitly required to support a random number generator and a small amount of semi-nonvolatile
RAM.

The EPCGlobal consortium also publishesa seriesof standards for RFID tags. Thesetags are
aimed at supply chain markets and do not have a presencein the library setting. We note that
most previous works on RFID privacy have focusedon 915MHz EPC Class0 and Class1 tags, and
we will discussthese tags when appropriate for comparison. We will also consider the EPC Class
0 13.56MHz tag standard. These tags also incorporate a special \kill" command that renders the
tag permanently inoperative; while the kill command is protected by password, reads and writes
are not.

The 13.56MHz tags used by libraries have several material di�erences from the 915MHz tags
consideredfor supply chain applications. First, the bandwidth available to 13.56MHztags is strictly
limited by regulations in the US, the EU, and Japan. Second,the read range of 13.56MHz tags
is much less than that of 915MHz tags. As a result, RF air interface protocols, such as collision
avoidance, di�er between 915MHz and 13.56MHz tags. We will focus in more detail on collision-
avoidanceprotocols in Section 3.2.

1At this writing, the RFID manufacturer Alien Technologies had announced plans to open a new plant in Fargo,
ND capable of providing one billion tags per year, mostly aimed at the supply chain market.

2Not the �rew all company.
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Figure 2: On the left, a Checkpoint library RFID tag. On the right, an exit gate.

RFID tags communicate with the readerby passively modulating a radio signal broadcastedby
the reader. Becausea reader is little more than a radio transceiver, this meansthat attackers will
be able to obtain illegitimate readers that can be used to query RFID tags from somedistance.
Library RFID vendorsclaim that their readerscan interact with tags from a distance of 2 feet (for
large sensorsat library exits), and hand-held readers might work up to 8 inches away from the
tag [29, 3].3 These distancesare limited primarily by national regulations limiting reader power;
thus, we should be prepared for illegal readersthat might have a read range several times larger.

Our observation is that a few feet of read rangeis su�cien t for scanningpeoplepassingthrough
doorways and other closespaces. In fact, the sensorsused to detect theft of library books look
remarkably like, and have similar read range to, the RF-based anti-theft sensorsalready used in
thousands of shops(seeFigure 2). Later we will give more speci�c scenariosin which reading in
theseclosespacesraisesprivacy risks. For a detailed discussionof the physicsof RFID reading, see
Reynolds [28].

Becausethe communication between reader and tag is wireless, there is a possibility for third
parties to eavesdropon thesesignals. One unusual aspect of RFID communication is an asymmetry
in signal strength: becausetags respond by passively modulating a carrier wave broadcast by the
reader, it will be much easier for attackers to eavesdrop on signals from reader to tag than on
data from tag to reader [32]. We make use of this property later, in our proposals for improved
reader-tag authentication.

Becausemany RFIDs may be in rangeof a readerat the sametime, collision-avoidanceprotocols
must be used. The details of these protocols are often kept secret in proprietary tags. The ISO
18000standard, however, speci�es a collision-avoidanceprotocols for each of its two modes,asdoes
the EPCGlobal suite of tag protocols [18, 6, 5, 7]. These protocols require a separate identi�er,
which we will call a collision-avoidance ID that may be independent of the data stored on the tag.
In Section 3.2 we show that the collision-avoidanceID can often be usedto track tags.

3 Library RFID Practices and Problems

3.1 Curren t Library RFID Arc hitectures

Once a library selectsan RFID system, it is unlikely that anything short of catastrophe could
motivate a library to spend the moneyand labor required to physically upgradethe tags. Currently ,
tags cost in the neighborhood of US$0.75(exact prices are con�dential and may vary widely) [3],

3Compare to the 915MHz tags used in supply chain and retail applications, which in contrast can be read from a
distance of tens of meters.
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while readersand other equipment may cost multiple thousandsof dollars.
Libraries make use of a bibliographic database to track circulation information about items in

a collection. Each book, upon being acquired by the library , is assigneda unique number, usually
called a bar code. There is no �xed relation betweenauthor, title, and bar code. In today's library
RFID deployments, tags are programmed with at least the bar code. In addition, somevendors
suggestplacing extra information on the tag, such as shelf location, last checked out date, author,
and title [22].

Check-out occurs at either a circulation desk or a special \self-check" machine that allows
patrons to check out their own books. In both cases,the RFID tag is read and the association
betweenID number and book looked up in the bibliographic database,and the status of the book
is changedto \checked out" in the bibliographic database. Later, when the book is checked in, the
tag is read again and the bibliographic databaseupdated.

The RFID tag alsoacts asa security device. Special RFID exit sensorsare placedat the exit of
a library , just as most libraries today have exit sensorsfor magnetic strip anti-theft devices.When
a patron exits, the sensorsscanfor books that have not beenchecked out.

Depending on the vendor, the security check is achieved in at least one of two ways. One
method, usedby 3M, VTLS, and Libramation among others, stores the status of the book on the
tag; a speci�c bit, often called a \securit y bit," revealswhether the book is checked in or checked
out. It is important to note that the security bit doesnot necessarilya�ect whether the tag can be
read. The security bit must be correctly set at every check-in and check-out, or elsefalse alarms
may be triggered. A secondmethod, usedby Checkpoint, doesnot store the circulation status on
the tag. Instead, the readersquery the bibliographic databasefor the circulation status of the book
as it passesthrough the exit sensors;this intro ducesissuesof latency due to query time.

Privacy concernsin today's deployments have focusedon the bibliographic databaseand short
range of RFID readers. Without the bibliographic database,an adversary cannot directly map a
bar code to the title and author of a book, and so cannot immediately learn the reading habits
of people scanned. Some library RFID proponents have argued that an adversary without the
databaseand with only short-range readersposeslittle to no risk. In the next section, we show
this is not the case.

3.2 A ttac ks on Curren t Arc hitectures

In what follows, unlessotherwise speci�ed, we assumethe adversary does not have accessto the
bibliographic database. We do assumethat the adversary has accessto an RFID reader, however,
and where indicated has the power to perform passive eavesdropping or even active attacks. Our
attacks are summarized in Figure 3.

3.2.1 Detecting Tag Presence

Current architectures do not prevent a reader from detecting a tag's presence. Detecting a new
library RFID tag meanssomeoneor something moved a book into detection range, typically sig-
nalling the presenceof a human being. Detecting human presenceenablesapplications such as
alarm systems, advertisements that respond when someonecomesnear, or real-time tracking of
speci�c tags. The abilit y to detect a human presencemight, in some cases,be considered an
infringement on that person'sprivacy.
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3.2.2 Static Tag Data and No Access Con trol

Referring to Figure 3, we seethat none of today's library RFID tags employ read passwords or
other read accesscontrol. 4 Becausethe bar code on the RFID tag never changesthroughout its
lifetime, the abilit y to read it at will enablesseveral privacy risks.

First, the adversary may determine which library owns the book and infer the origin of the
person carrying the book. In particular, bar codes for libraries with the Innovative bibliographic
databasehave well-known, geographically unique pre�xes. Vendors may also place library IDs on
tags to prevent tags from one library from triggering readersat another. For example, police at
a roadblock may scan for patrons from speci�c city libraries in predominantly minorit y areasand
search them more carefully; this would raise issuesof racial pro�ling.

Second,any static identi�er can be usedboth to track and hotlist books. In book tracking, the
adversary tracks a book by correlating multiple observations of the book's bar code. The adversary
may not necessarilyknow the title and author of the book unless the bibliographic database is
available, but the bar code can still be used to track the book's movements. Tracking the book's
movements may mean tracking the movements of the personin possessionof that book. Combined
with video surveillance or other mechanisms, this may allow an adversary to link di�eren t people
reading the samebook. In this way, an adversary can begin pro�ling individuals' associations and
make inferencesabout a particular individual's views, e.g. \this personchecked out the samebooks
as a known terrorist" or \mainly younger peoplehave beenseenwith this book, so this person is
young-thinking."

In hotlisting, the adversary has a \hotlist" of books in advance that it wishes to recognize;
to determine the bar codes associated with these books, the adversary might visit the library to
read tags present on thesebooks. Later, when the adversary readsan RFID tag, it can determine
whether that tag corresponds to a book on the hotlist. With current architectures, hotlisting is
possible;each book has a single static identi�er, and this identi�er never changesover the book's
lifetime.

Hotlisting is problematic becauseit allows an adversary to gather information about an indi-
vidual's reading habits without a court order. For example, readers could be set up at security
checkpoints in an airport, and individuals with hotlisted books set asidefor special screening.For
another example, readerscould be set up at the entrance to storesand usedto tailor patron expe-
rience or target marketing; these readerswould look almost identical to the anti-theft gates used
today.

Hotlisting is not a theoretical attack. Werecall FBI warnings regardingalmanacsasan indicator
of terrorist activit y [8]. We have also heard anecdotal reports from librarians that they refuse
requestsby law enforcement to track speci�c titles, and there are troubling historical precedents
surrounding law enforcement and libraries. In the 1970s, the FBI Library AwarenessProgram
routinely monitored the reading habits of \suspicious persons"; this was stopped only after public
outcry and the passageof library privacy laws in many jurisdictions. Under the USA PATRIOT act,
however, patron records may be accessedby order of the Foreign Intelligence Surveillance Court,
or via a National Security Letter, as well as by a regular court order[9].

3.2.3 Collision-Av oidance IDs

Even if RFID tags were upgrade to control accessto bar codes using read passwords or some
other form of accesscontrol, many tags can still be identi�ed uniquely by their radio behavior.

4Proprietary tag formats may raise the cost of building unauthorized readers, but such minor barriers will in-
evitably be defeated. As always, security through obscurity is not a good defense.
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In particular, many tags use a globally unique and static collision ID as part of their collision-
avoidanceprotocol. This typically will allow unauthorized readersto determine the tag's identit y
merely through its collision-avoidancebehavior. We give someconcreteexamplesof this issue.

� In ISO 18000-3 MODE 1 tags, the current draft of the standard speci�es that each tag
will have a globally unique, 64-bit \MFR Tag ID." Further, tags are mandated to support
an \In ventory" command that returns the MFR Tag ID as part of the response; no access
control is in place for this command. Thus, an attacker with a reader could learn the tag's
identit y simply by asking for it.

This ID is alsousedfor the collision-avoidanceprotocol of MODE 1, which intro ducesa second
way that the tag's identit y can leak. The MODE 1 collision-avoidance protocol operates in
two modes: slotted or non-slotted. In non-slotted mode, the reader broadcasts a message
with a variable-length mask. All tags with least signi�cant bits matching the mask respond,
while others remain silent. To learn a tag's ID, an adversaryneedonly make two maskqueries
per bit and seeto which one the tag responds. By extending the mask by one bit each time,
the adversary can learn a tag's collision ID in 64 queries. Becausein the MODE 1 collision-
avoidanceprotocol this ID is the sameas the MFR Tag ID, this allows unique identi�cation
of the tag. In the slotted verion of the MODE 1 protocol, time is divided into 16 slots based
on the most signi�cant bits of the ID, and the processis similar.

EPC Class1 13.56Mhz tags use their EPC identi�er directly in a similar collision-avoidance
protocol [7].

� ISO 18000-3MODE 2 alsospeci�es a 64-bit manufacturer ID. The ID is not useddirectly for
collision avoidance;instead, the mode usesa slotted ALOHA protocol. This protocol requires
the generation of random numbers, however, and the standard speci�es the use of \at least
a 32-bit feedback shift register or equivalent." While it is not explicitly speci�ed, we expect
that each tag will have a globally unique seedin practice. In particular, we node that 32 bits
of the 64 bit manufacture are de�ned to be a globally unique \sp eci�c identi�er"; it would be
natural to usethis speci�c identi�er to seeda PRNG.

If a 32-bit LFSR is used,then tags can be uniquely identi�ed. Speci�cally , if enoughoutputs
of the LFSR are observed due to observing the tag in the collision-avoidance protocol, the
entire state of the LFSR can be reconstructed using the Berlekamp-Masseyalgorithm and
run backwards to obtain the unique seed. In general, if a weak PRNG is usedwith the ISO
18000-3MODE 2 protocol, tags can be identi�ed.

� In EPC 915Mhz tags, there are three di�eren t modesfor \singulation" or collision avoidance,
one of which uses the globally unique Electronic Product Code (EPC) ID. The choice of
modes is controlled by the reader. An adversarial reader can simply ask the tag to use its
EPC ID; becausethere is no authentication of this command, the tag will obey.

As a consequence,any library systemusing oneof thesetags will be vulnerable to tracking and
hotlisting of books and patrons. The collision-avoidancebehavior is hard-coded at such a low layer
of the tag that, no matter what higher layersdo, privacy will be unachievable. This is unfortunate,
becauseit means that much of today's RFID hardware is simply incompatible with privacy for
library patrons. It is also dangerous,as vendors and libraries may implement privacy-enhancing
methods that focus on tag data and then be unaware that tags are not in fact private.
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3.2.4 W rite Lo cks, Race Conditions, and Securit y Bit Denial of Service

In deployments with rewritable tags, somemethod must beusedto prevent adversariesfrom writing
to the tag. Otherwise, an adversary can commit acts of vandalism such as erasing tag data,
switching two books' RFID data, or changing the security status of tags with \securit y bits."
Unfortunately, vandalism is a real threat to libraries, especially from peoplewho feel certain books
should not be available; it would be naive to expect such people to ignore RFID-based vandalism
for long.

Unfortunately, several current standards have write protection architectures that are problem-
atic in the library application. The EPC 13.56Mhztag speci�cation, aswell as ISO 18000-3MODE
1, include a \write" and a \lo ck" command, but no \unlo ck" command. In addition, write com-
mandsare not protected by password; this is consistent with a supply chain application that writes
a unique serial number to a tag, then never needsto re-write the number. While the lock command
is only an optional part of the ISO 18000-3MODE 1 standard, it is supported by many tags,
including the Phillips ICode tags purchasedby the National University of Singapore to supplement
its 3M library system [10]. In ISO 18000-3MODE 2, locking is also irrevocable, but protected by
a 48-bit password.

Once locked, a pieceof memory cannot be unlocked by any reader and so cannot be modi�ed.
While this would prevent an adversary from changing the bar code, this architecture makesimple-
menting a security bit di�cult. The pageholding the security bit would needto be unlocked when
a book is checked in or out, or elsethe status of the bit could not be changed. At the sametime,
nothing appears to prevent an adversary from changing the security bit to \not checked out" and
then locking that page of memory. The resulting tag is then unusable, as the memory cannot be
unlocked; physical replacement of the tag is required beforethe book can be checked out. We refer
to irrevocable locking of the security bit as a security bit denial of service.

In addition to the issueswith implementing security bits, there is a privacy concernas well. If
there exists unlocked memory on the tag, an adversary can write its own globally unique identi�er
and track tags basedon this ID. This attack could bypassother mechanisms intended to prevent
tracking or hotlisting of tags, such as rewriting tag IDs as we discussin Section 4.2.1. Therefore,
care should be taken to always lock all unusedmemory on writeable library RFID tags.

We note that TAGSYS C220 tags appear to avoid security bit denial of service by having a
special area of memory dedicated to the security bit built into the tag, separatefrom regular data
storage. We do not have details on how this bit is protected, but the data sheet suggeststhe use
of a 32-bit password [30]; we believe it has separatecommandsfor lock and write as detailed next.
Checkpoint tags, in contrast, do not implement security bits, but rely on a databaseof checked-out
books.

An alternativ e RFID architecture might implement separate \unlo ck," \write," and \lo ck"
commands,either on a per tag or per data pagebasis. Such an architecture is suggestedby Weis
et al. in the context of \hash locks" [32]. Weis et al. note that sessionhijacking is possiblein such
an architecture [32]. We further note that in such a system, it is possiblefor an active adversary
to bypassthe write lock mechanism by racing a legitimate reader. After waiting for the legitimate
reader to unlock the tag, the adversary can then sendwrite commandswhich will be acceptedby
the tag.

In practice, tagsmay be left unlockedby accident if a tag is prematurely removed from a reader's
�eld of control before the tag can be re-locked. We have anecdotal evidencethat this occurs in
self-check stations when patrons place a large stack of books on the machine, but remove them
beforeall can be locked. In this case,the tag is vulnerable to malicious writes of all unlocked data.
If a security bit is unlocked, an adversary can causefalsealarms for legitimately checked out books
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or steal books from a library . If the item identi�er is unlocked, the adversary may overwrite the
identi�er, causingconfusionand potentially a lost book.

In addition, several tag typessupport command sequencesthat force a tag to restart collision
avoidanceprotocols. In EPC Class 1 13.56MHz, the \Close Slot Sequence"command acts in this
way. In ISO 18000-3MODE 1, one can senda \Stay Quiet" command followed by a \Select," or a
\Reset To Ready." For ISO 18000-3MODE 2, an adversary could senda \F ully Muted" command
with the reader ID of the legitimate reader,which causesa tag to ignore all further tra�c from that
reader. Then the adversary can begin collision avoidance with its own reader. Therefore we see
that RFID sessionhijacking is easywith today's tags. If a unlock-write-lo ck architecture is overlaid
on these tags, special care must be taken that tags transition to the \lo cked" state on receipt of
any such commands.

3.2.5 Tag Password Managemen t

The ISO 18000 standard and EPC standards only allow for static passwords sent in the clear
from reader to tag. As noted, current deployments do not seemto use read passwords, but write
passwords are employed. There are two natural approaches to password management: (1) use a
single password per site; or, (2) endow each tag with its own unique password.

If a single password is used for all tags, then a compromiseof any tag compromisesthe entire
system. In deployments that use writable security bits, the write password is used on every self-
checkout; in systemswith readpasswords, exit sensorsmust usethe readpassword every time a book
leavesthe library . In either case,passwords are available to a passive eavesdropper. Consequently ,
eavesdropping on a single communication reveals the password used by every tag in the system,
a serious security failure. Once learned by a single adversary, a password can be posted on the
Internet. Then, anyone with a reader can mount the attacks we have discussed.

If di�eren t passwords per tag are used,then somemechanism is required to allow the reader to
determine which password should be usedfor which tag. Unfortunately, most obvious mechanisms
for doing so,such ashaving a tag sendan index into a table of sharedsecretsto the reader,provide
tags with static, globally unique IDs. These globally unique IDs allow tracking and hotlisting of
tags, which would defeat the entire purpose of read accesscontrol. We need a mechanism for
reader and tag to authenticate each other without revealing the identit y of the tag to adversaries.
In fact, it is not clear how to achieve e�cien t private sharedsecretauthentication, even with PC-
classresources.Trying all passwords sequentially will take far too much time, sincemany libraries
have hundreds of thousandsof books. Thus, privacy appears incompatible with prudent password
management. We will return to this question in Section 4.3.

4 Towards Priv ate Library RFID Arc hitectures

What can we do to improve the privacy properties of library RFID? We discuss can be done
with today's tags, which may not have private collision avoidance. We then consider tags with
private collision avoidance,but otherwise similar to today's tags. Finally, we the issueof \priv ate
authentication," both on current generation tags and on future tags can support a pseudo-random
function (PRF).

4.1 Curren t Tags

Unfortunately, as we have shown, many types of current tags can be uniquely identi�ed by their
collision-avoidance behavior. This identi�cation is independent of any read accesscontrol on the
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Tag Type Read PW Write PW DoS Priv. C.A. Priv. Auth.
Checkpoint WORM No n/a n/a Unknown No
Checkpoint writeable No Yes n/a Unknown No
TAGSYS C220 FOLIO No Yes(32 bits) Unknown Unknown No
ISO 15693/18000-3MODE 1 No No (Lock) Yes No No
ISO 18000-3MODE 2 Yes(48 bits) Yes(48 bits) Yes� No� No

Figure 3: Summary of attacks. The fourth column indicates whether the standard is vulnerable
to security bit denial of service; the �fth and sixth columns show whether the standard supports
private collision-avoidanceand private authentication protocols. Note that all but the ISO 18000-
3 MODE 2 tag lack accesscontrol and hence are vulnerable to straightforward hotlisting and
tracking attacks. ISO 18000-3MODE 2 tags leak their identit y through the collision-avoidance
protocol (unlessa crypto-strength PRNG is used), and are vulnerable to security bit DoS attacks
if the password is known.

tag data. Consequently , it appears to be impossible to build privacy-preservingarchitectures for
library RFID on today's tags.

4.2 Tags With Priv ate Collision Av oidance

If we have a tag with private collision avoidance,then we have a hope for achieving a private library
RFID architecture. We now detail two speci�c proposalsfor enhancingprivacy that do not require
one-way functions, hash functions, or other cryptographic primitiv esrequiring many gates.

4.2.1 Random Transaction IDs on Rewritable Tags

Our �rst proposal is similar to the Anonymous ID schemeproposedby Ohkubo et al. [21]; we adapt
it to the library setting. On each check-out, the reader picks a new random number r , reads the
tag data D , and stores the pair (r; D ) in a backend database. The RFID reader then erasesD
from the tag and writes r . As a result, books possessdi�eren t identi�ers every time they leave the
library . On check-in, the library reader readsr , looks up the corresponding D, and writes D back
to the tag. While tracking a book is still possiblewith this scheme,hotlisting is not. This scheme
also o�ers a measureof forward privacy if the databasesecurelydeletesr after the book is checked
in.

4.2.2 Impro ved Passwords Via Persisten t State

One of the problems with simple passwords is that a passive eavesdropper can overhear the passs-
word. In the library RFID application, this is especially serious, as the exit sensorsmust read
every book leaving the library . It has beenobserved by several authors that the channel from tag
to reader is much harder to eavesdrop than the channel from reader to tag [32, 12]. With that in
mind, we proposea simple protocol for enhancing passwords in RFID tags. The main idea is for
the tag to senda random nonceto the reader; an adversary who missesthe noncecannot recover
the password from reader to tag communication alone.

Our protocol requires a random number generator, XOR gates, and the abilit y to keep state
during a single session.Theseassumptionsappear to be realistic within today's technology. Let s
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be the sharedsecretpassword, and cmd the command to execute. Schematically, our protocol is:

Reader s 2 f 0; 1gn Tag

HELLO� � � � � � � � � � � � � � !
r � � � � � � � � � � � � � � � � � � � r 2 R f 0; 1gn

cmd; p= r � s
� � � � � � � � � � � � � � � ! check that p � r = s

This protocol is only intended to provide security against passive eavesdroppingon the reader-to-
tag link; in particular, it does not provide security against man-in-the-middle attacks or attacks
that modify transmitted messages.If the adversary doesnot seethe noncevalue r , then (assuming
the tag picked the nonce uniformly at random) the secret s is information-theoretically secure.
Further, we note that an adversary cannot replay protocol messages,as the noncerequired by the
tag changeseach time. Finally, becausethe noncer is independent of tag data or serial number, it
cannot be usedto distinguish di�eren t tags.

4.3 Priv ate Authen tication

4.3.1 Motiv ation and Previous W ork

As noted earlier (see x 3.2), good security practice dictates that each tag have a distinct secret
key, raising the issueof how a reader knows which secret to use when presented with a new tag.
Trying each secret in turn will take too much communication to be feasible. At the sametime,
most straightforward ways for accomplishingthis goal provide unique identi�ers for the tag, which
defeatsthe purposeof read accesscontrol in the library RFID setting. This is the symmetric-key
private authentication problem: how can two parties that share a secret authenticate each other
without revealing their identities to an adversary?

We refer to a private RFID authentication schemeby a triple of probabilistic polynomial time
algorithms (G; R; T) (for Generator, Reader, and Tag). Let k be a security parameter. The key
generator G(1k ) is a randomized algorithm that outputs a reader secret key RK and a tag secret
key TK . Then the algorithms R(RK ) and T(TK ) interact to perform authentication. We will
say a scheme is private if an adversary is unable to distinguish two di�eren t tags with di�eren t
secretkeys, and secureif an adversary cannot fool a tag or reader into accepting when it doesnot
in fact know the secret key. We can investigate the privacy and security of such schemesagainst
several types of adversaries,such as the asymmetric eavesdropper discussedin Section 4.2.2, or
adversarieswith limited abilit y to interact with a legitimate reader. It is even sensibleto ask for
privacy against a man-in-the-middle adversary.

A key performancemetric is how the amount of work performed by the reader scaleswith the
number of tags in the system. This is especially important in the library setting, where there may
be hundreds of thousands of items in a collection. There have been several proposals for private
authentication of RFID tags, but all require work linear in the number of tags, which will not scale.

Weis et al. suggesta randomized hash lock protocol for private authentication [32]. At setup
time, each tag is given a unique secret s and identi�cation I D , and the reader has a databaseD
storing the list of pairs (s; I D ). In their protocol, the tag sendsa messageconsistingof (r; f s(r )� I D )
to the reader, where s is a shared secret, f is a PRF, r is picked uniformly, and I D is the tag's
unique identi�cation. The reader then �nds a pair (s; I D ) 2 D that is consistent with the tag's
message,and the reader authenticates itself by sendingback I D .

This scheme is neither private nor secureagainst passive eavesdroppers. In addition, there is
a further protocol attack: an adversary can query a tag and learn a valid pair (r; f s(r ) � I D ),
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which then allows the attacker to later impersonatethat tag to a legitimate reader. The legitimate
reader's responsewill identify the tag. This is a serious security 
a w; it would allow hotlisting,
tracking, and other privacy abuses. In addition, the reader's computational workload is linear in
the number of possibletags, when we usea separatekey for each tag.

4.3.2 A Basic PRF Priv ate Authen tication Scheme

We propose a slight variant of the above scheme. Our scheme usesa PRF both to protect the
messagefrom tag to reader and from reader to tag. The result is a private authentication scheme
with reader workload linear in the number of tags. The schemeworks as follows:

Reader s 2 f 0; 1gn Tag

r1 2R f 0; 1gn HELLO ; r 1� � � � � � � � � � � � � � � � � � !
�nd (s; I D ) 2 D s.t.
I D = � � f s(0; r1; r2)

r 2 ; � = I D � f s (0;r 1 ;r 2 )
 � � � � � � � � � � � � � � � � � � � � � r 2 2R f 0; 1gn

� = I D � f s (1;r 1 ;r 2 )
� � � � � � � � � � � � � � � � � � ! check that I D = � � f s(1; r1; r2)

We refer to this basic PRF schemeas (Gbasic ; Rbasic ; Tbasic ).

4.3.3 Tree-Based Priv ate Authen tication

Let us say we have an upper bound N on the number of RFID tags we will need to support in
a system. Now given the existenceof a subprotocol (G1; R1; T1) that is a private authentication
protocol with constant rounds, constant tag storage,and reader work linear in the number of tags,
we build a new tree-basedprivate authentication protocol (Gtree ; Rtree ; Ttree ). The protocol has
reader work logarithmic in the number of tags, O(log n) rounds of interaction, and O(log n) tag
storage.

We consider the N tags as leaves in a balanced binary tree, then associate each edge in the
tree with a secret. Each secret is generateduniformly and independently . The reader is assumed
to know all secrets. Each tag stores the dlg ne secretscorresponding to the path from the root to
the tag. The reader, when it wishes to authenticate itself to a tag, starts at the root and uses
R1 to check whether the tag usesthe \left" secretor the \righ t" secret. If the reader and the tag
successfullyauthenticate using one of these two secrets,the reader and tag continue to the next
level of the tree. If the reader fails to convince the tag on any level, the tag rejects the reader. If
the reader passesall secretsin the path, the tag acceptsthe reader.

This tree-basedschemerequires dlg ne invocations of R1 and T1 with 2 secrets. Therefore the
total scheme requires O(log n) rounds of communication and O(log n) work for the reader. We
note that nothing restricts the tree-basedscheme to binary trees; for instance, we can use larger
branching factors to trade o� reader work against the number of rounds. In Appendix B we give
pseudocode for the tree-basedscheme.

The main issue with our scheme is the number of rounds of communication. Ramzan and
Gentry have pointed out that it may be possible to perform all levels of the tree in parallel,
yielding a constant number of messageswith length O(log n) [14]. We have not investigated the
privacy of the resulting parallel tree scheme. We could also generatethe secretsusing a PRF to
trade storageagainst on-line computation and e�ect of tag compromise.

We note that the tree-based scheme itself does not require a PRF. Instead, it works with
any underlying private authentication scheme. By using the enhancedpassword protocol of Section
4.2.2,we can achieve e�cien t private authentication even on tags without support for cryptographic
primitiv es.
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4.3.4 A Tw o-Phase Tree Scheme

As just described, the tree schemeusesa single �xed security parameter k for all instancesof R1

and T1, which therefore require communication cost at least k for each of the dlogne rounds. The
tree schemeas a result requires O(k logn) communication. We now describe how we can create a
tree schemewith communication O(k + logn) by splitting into two phases.

In the �rst phase,we run the tree schemeusing R1 and T1 generatedwith a constant security
factor (that may depend on the level of the tree) to identify the tag. If the path from root to
tag is long compared to the security factors of the edges,the probabilit y that either an adversary
identi�es the tag or that a legitimate reader mis-identi�es the tag will be low; we can tailor this
probabilit y by trading o� branching factor, N , and the phase-1security parameter. In the second
phase,oncethe tag is identi�ed, the reader and tag can executeR1 and T1 using k as the security
parameter.

Reducing the communication in the �rst phase must a�ect only the soundnessand not the
privacy of the scheme. For example, we could reducethe output of the PRFs in our basic scheme
to 2 bits (and truncate I D accordingly), but keepthe sizeof the secretkey unchanged.

For a concrete example, consider the basic PRF scheme, N = 220 and a two-level tree with
branching factor 210 = 1024. We give a tag three 64-bit secretkeys: two for phase1 and the �nal
key for phase 2. In level 1, we truncate to 10 bits, and in level 2, we truncate to 40 bits. We
then expect to needonly one iteration of the �rst and one of the secondlevel, for a total expected
2 � 210 = 211 PRF evaluations for the reader and 4 PRF evaluations for the tag in phase1, plus 2
each for phase2. Communication cost is then 10 + 40 + 64 = 114 bits of PRF output, plus the
sameamount for the random nonces,for a total of 228 bits of communication. To fool a tag into
accepting, the adversary must passboth phase1 and phase2.

As before,following Ramzanand Gentry's observation, wecanrun all levelsof the tree schemein
parallel and reducerounds. Further, Ramzannotes that any authentication schemewith n possible
tags requires 
(log n) communication cost, so we seeour two-phasetree schemeis asymptotically
optimal [27].

5 Related Work

In the retail RFID space,the EPCGlobal suite of RFID standards mandatesthat tags support an
irrevocable \kill" command. Once the kill command is activated, the tag is destroyed and cannot
be revived; it is envisioned that tags will be destroyed at point of sale. In the library setting,
however, tags must be re-usedto check in loaned items. Irrevocably killing a tag is not an option.

Juels, Rivest, and Szydlo propose a device called a \blo cker tag," which has recently been
fabricated and demonstratedby RSA Data Security [20]. The blocker tag exploits the tree-walking
collision-avoidanceprotocol of 915Mhz EPC tags to \blo ck" readersattempting to read tags of a
consumer. Becauseof bandwidth constraints, the 13.56Mhztags usedin library settings do not use
tree-walking, so their schemeis not applicable.

Unfortunately, in the library setting, RFID tags are used for security as well as item manage-
ment; use of a blocker tag would allow patrons to simply walk out of the library with whatever
books they like without checking them out, or may causefalse alarms at exit gates. Similar is-
suesapply to physical methods of blocking RFID signals, such as the RFID-blo cking book covers
suggestedby Checkpoint Systems. In addition, blocking basedapproaches require the book to be
covered by the blocker at all times, or elsethe privacy bene�t is lost.

Weis et al. focus on a broad range of security and privacy issuesin the RFID space[32]. They
discussthe needfor securecollision-avoidanceprotocols, focusingon the EPC tree-walking protocol.
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Their protocol focuseson security againstpassiveeavesdropperswho areassumedto hear the reader
to tag channel but not tag to reader communication. Their proposal, however, is modelled on the
915MHz EPC tree-walking protocol; a new protocol must be designedfor 13.56MHz tags.

Weiset al. also intro ducerandomizedhash locks. Unfortunately, it is not clear whether today's
library RFID tags can support a hash function. Even if a hash function could be supported, as
discussedin Section 4.3, the schemerequires reader computation linear in the number of secrets.

Abadi and Fournet describe the problem of private authentication [2]. We di�er in that we
work in the symmetric-key model, since public-key cryptography is out of reach for RFID tags.
In addition, their protocols also have linear work in the number of entities, while we achieve
logarithmic work. We note that the anonymous mode of IKE also achievesprivate authentication
with public-key cryptography[16].

Ohkubo, Suzuki, and Kinoshita proposeda method of changing RFID identities on each read
basedon hash chains [26]. Their method also requires a hash function on the RFID tag, but does
not require a random number generator. Again, it is not clear that today's library RFID tags can
support a hash function, and reader work linear in the number of tags is required to recognizean
RFID.

Ohkubo et al. suggestan \anonymous ID" scheme,in which tags contain only a random number
that is periodically rewritten [21]. Their schemeappearssimilar to the schemesuggestedin Section
4.2.1.

Juels suggeststhe use of one-time authenticators or \pseudonyms" for RFID tags [19]. These
authenticators are refreshedby legitimate readers;an adversary is assumednot to be able to query
a single tag too many times in a row. His schemesalso use only XOR and stored tag values, but
are only private for a �xed number of readsbefore refresh is necessary.Juels suggests\pseudonym
throttling" to prevent quick exhaustion of authenticators. He also speci�cally suggestsa variant
schemefor library applications that givestags a singleauthenticator for each checkout and prevents
hotlisting but not tracking; in this respect, the proposal is similar to the \anonymous ID" scheme.

Inoue and Yasuura suggestedhaving two data banks on an RFID [17]. One databank is public,
read-only, and contains a well-known number, such as a bar code in the library setting. The other
is private, writable, and intended for usewhile an item is in control of a consumerto enablepost
point of saleapplications. The authors recognizethat switching betweenthe two data banks must
be secured,but leave the exact security mechanism as future work; therefore the schemecannot be
usedas is.

Several vendors,librarians, and activist groupshave raisedthe issueof patron privacy for library
RFID. The Electronic Frontier Foundation wrote a letter to the San Francisco Public Library
raising several important policy questionssurrounding library RFID; unfortunately, the letter also
advocates killing RFID tags, which is not practical in the library setting [31]. A general \RFID
Bill of Rights" was proposedby Gar�nk el [13]; it proposesa right to notice that RFIDs are in use
and a right to RFID alternativ es.

Several vendors have literature addressingthe issueof library RFID and patron privacy. The
3M \eTattler" newsletter claims that the proprietary nature of 3M RFID tags and the low read
range make privacy lessof a concern[1]. The VTLS white paper on patron privacy cites low read
range and also mentions that \encryption" can be used to protect tag data [4]. While library
RFID read rangesmay be low, they are still enough to provide for reading in doorways or other
close spacesfrom vendor standard readers; adversarieswilling to break the law and build more
powerful readersmay achieve greater range. Past experiencealso teachesus that it is dangerousto
rely solely on security through obscurity and proprietary protocols. Finally, while we agreebetter
accesscontrol is warranted in library RFID, it is hard to tell from the VTLS white paper what
exactly is meant by \encryption."
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Finally, the Berkeley Public Library has put together a seriesof \b est practices" for library
RFID [23]. Thesepractices include limiting the data on the tag to a bar code only and prohibiting
patrons from searching the bibliographic databaseby bar code. The BerkeleyPublic Library , aswell
as San FranciscoPublic Library , have also releasedstatements encouraginglibrary RFID vendors
to produce better accesscontrol mechanisms. We have shown that privacy risks still exist even
when data is limited to a bar code and the adversary does not have accessto the bibliographic
database,although in light of our results, the Berkeley practices seemto be the best possiblewith
today's tags. While we heartily agreewith encouragingRFID vendors to produce better access
control, we are not there yet.

6 Conclusions

Current library RFID tags do not prevent unauthorized reading of tag data. Therefore, information
such as title, author, shelf location, patron information, or last checkin/c heckout time should in no
circumstancebe stored on library RFID tags. Further, such information is not needed;a pointer to
a databaseis su�cien t for all current and envisioned applications of library RFID tags, including
collection management and item sorting.

At the sametime, both tracking and hotlisting are possiblewhenever a static identi�er is used.
Therefore, if a static identi�er is in placeon the RFID tag, it is imperative to prevent unauthorized
tag reads. We stress that static identi�ers may include collision IDs that are not protected by
accesscontrol mechanisms intended to protect tag data. To avoid tracking tags by collision ID,
somemechanism for private collision avoidancemust be used,as described in Section 3.2.

Would our library RFID security and privacy problems go away if tags advanced to the point
wherehash functions and symmetric encryption on tags becamefeasible?Our results on identi�ca-
tion via collision avoidance,private authentication, and write locks show the answer is no. Careful
designof the entire system is required to support privacy-enabledRFID applications.

What is more, libraries want RFID now. Over 130 libraries in North America alone have
installed RFID technology, and more are considering it. The American Library Association will
meet in Summer2004to discussbest practices for the library useof RFID; oncetheseare �nished,
we can expect the adoption rate among libraries to rise. Waiting for next generation tags that
support cryptography may not be acceptable,especially at increasedcost. Tag vendors,in addition,
may be unwilling to intro duce special modi�cations for what is a comparatively small market.

Even so, we have given speci�c proposals for improving privacy in current-generation RFID
tags. Unfortunately, such changeswill require time, e�ort, and money, and no current library
RFID system supports them. There will be a substantial cost for privacy and security in the
library RFID setting.

Is the cost of privacy and security \w orth it?" Put another way, should a library refuse to
buy RFID until systemsare available that resist theseattacks? We cannot dictate answers to this
question. What we have done, instead, is provide the meansfor libraries and their communities to
make an informed decision,and the technical options to improve future library RFID systems.
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A Wh y Libraries Want RFID

RFID technology promisesseveral important bene�ts for libraries. The major motivating factors
may changefrom library to library , but several common themeshave emerged.

First, RFID may reduce the incidence of repetitiv e stress injuries (RSI). A study at the San
FranciscoPublic Library found that circulation desk work involvesseveral motions likely to cause
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injury [24]. More importantly , library employeesmay facepermanent disabilit y from RSI injuries;
at least one Berkeley Public library employeehas beenforced to retire permanently due to a RSI-
related disabilit y. While formal studies on the RSI bene�t of RFID are not yet available, vendors
claim signi�cant reductions in the number of motions required for checkout.

Second,RFID promises to streamline mechanisms for patron self-check, allowing patrons to
check out items without the help of library sta�. Self-check machines that work with library
magnetic strip security systemscan only check out one book at a time. An RFID-based approach
can, in theory, read and check out a stack of books placed on a self-check machine without the
patron needing to handle each book individually . Several vendors also suggestthe use of RFID-
enabled patron cards, which o�er the promise of completely hands-free checkout. In addition,
magnetic strip security systemscannot be usedwith magnetic media such as VHS tapes.

Third, librarians hope to make inventory management easierby using RFID tags. Hand-held
RFID readerspromise the abilit y to sweepa shelf onceand obtain a list of all books on the shelf.
Easeof inventory was one of the major considerationscited by the Vatican library [15]; because
the library doesnot circulate (except for the Pope), item checkout is not a concern. The Singapore
national public library credits their RFID system with reducing inventory time from a week to
hours [33].

Finally, RFID acts as an enabler for automatic sorting on book check-in. Sorting systems,such
as those from TechLogic, can read a bar code from the RFID and look up the shelf location from
the bibliographic database. The book can then be sorted into a cart directed at the appropriate
location.

We note that the exact extent of bene�ts from RFID is still being worked out. We stressthat
we do not attempt to evaluate all aspects of library RFID, only the privacy and security risks. At
the sametime, we believe it is important to understand the reasonswhy librarians may want this
technology.

B Pseudo code for Tree Scheme

Given a private authentication scheme(G1; R1; T1), we construct a new schemeas follows:

Algorithm B.1: Gtree (1k ; N )

Fix `  logN
for i = 1 to `�

for j = 0 to 1�
si;j  G1(1k )

for h = 1 to N�
Parse h in binary as (b1; : : : ; b̀ )
TK h  (s1;b1 ; : : : s`;b` )

RK  (si;j )
Output RK , TK 1; : : : ; TK N .
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Algorithm B.2: (Rtree ; Ttree ) (RK ; TK )

Fix `  logN
Parse RK as (ui;j )
Parse TK as (v1; : : : ; v` )
for i = 0 to `8
>>>><

>>>>:

succeed  false
for j = 0 to 1�

succeed  succeed _ (R1(ui;j ); T1(vi ))
if : succeed

then fail and output 0
accept and output 1

C Further Practical Library Concerns

Stealing Bo oks With Alumin um Foil

Becausedetecting the RFID tag on exit is the primary security mechanism, blocking the tag signal
allows an adversary to steal the book undetected. A blocked tag will passby the exit sensorsin
a library without triggering any alarm. While a blocker tag could be used for this purpose, it
would be easierand cheaper to usematerials such as aluminum foil or mylar, which can absorb or
di�use an RFID signal [28]. As Boss notes, in a library with RFID, carrying common aluminum
foil becomesevidenceof intent to steal books [3]. We are certainly not the �rst to notice this
issue in library RFID, and the severity of this risk is limited|tag security is primarily intended
to keep honest people honest, not as a foolproof theft-prevention mechanism|but we note it for
completeness.

No Forw ard Priv acy

Current architectures for library RFID do not have forward privacy. If the adversary collects a
databaseof tag readingsand later obtains the bibliographic database,then all the title and author
information of those readings is revealed. The adversary then learns everything about the reading
habits of the people observed. The databasecould be revealed via a search warrant, but also by
network intrusion, computer miscon�guration, throwing out backup tapesaccidentally , or the work
of an insider.
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