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SUPREME COURT OF THE STATE OF NEW YORK — NEW YORK COUNTY
PRESENT: HON. MARILYN SHAFER PART 36
; Justice
THE PEOPLE OF THE STATE OF NEW YORK
By ELIOT SPITZER, Attorney General of the State INDEX NO.__ 400590/02
of New York, |
Petitioner(s), MOTION DATE
-against- MOTION SEQ, NO._ 001

NETWORK ASSOCIATES, INC. MOTION CAL. NO.
D/B/A MCAFEE SOFTWARE,

’ Respondent(s),

~

The following papers, nl;lrnbered 1to were read on this/iNg

Notice of Maotion/ Order 10 Show Cause — Affldavits — Exhiblts -\.:"\-

i
Answering Affidavits — Exhiblts

Replying Alfidavits

Cross-Motion: [J] Yes [ No

Upon 1he 1oregoing papers, it is ordered that

1
VAN 1l 2003
COp I EW ¥ "
Petitioner The People of The S1ate of New York by Eliot Spitzer, Attoh @L@:ﬂs G_Df

FERR

the State of New York, move, pursuant 10 Executive Law § 63 (]2) and General Business La

W

(GBL) § 349, for an order permanenily enjoining respondent Network Associates, Inc. d/b/a
MeAfee Sohiware (Network Associates) from engaging in allegedly fraudulent, deceptive and
illegal acts and practices, and directing: (3) respondent 1o provide a sworn certified statement

indicating the number of instances in which software was sold on discs or through the Internet

which contained the alleged misrepresentations; (2) a judgment, pursuant 1o GB?, § 350-d,
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based upon the sum of §.50 for each instance of such practice; (3) a jndgment in the amounl
of 52,000 for costs, pursnant to CPLR 8303 (a){6); and (4) respondent to nolify petitioner
within thirty days prier to making any representation to customers that relates 1o the right o

review, test or criticize any of the respondent’s software products.

Network Associates is a Delaware limited liability company engaged in the business of |

developing, selling and marketing a range of software products, including the popular McAfee
anti-virus and firewall sofiware named VirusScan and Gauntlet. Network Associates sells its
products over ihe Internet and at various retail locations. Network Associates included on the

face of many of its software diskettes and on its download page on the Internet the following

Restrictive Clause:

Installing this software constitnies acceptance of the terms and
conditions of the license agreement in the box. Please read the
license agreement hefore installation, Other rules and
regulations of installing t(he sofiware are:

a. The product can not he rented, loaned, or Jeased - you are the
sole owner of this product.

h. The customer shall not disclose the result of any benchmark

testio any third party without Network Associates® prior writien
appraval.

¢. The customer will not publish reviews of this product without

prior consént from Network Associales, Ine.
Affirmation of Kennerh M, Dreifach, Exhibit 2. Network Associates’ form license agreement
included with irs sofiware did not contain 1he Resirictive Clause. Furthermore, the form
license agreement contnined a merper clanse which provides that it constitutes the entire

agreement hetween the pariies and supercedes any prior communications with respect 1o

software and doenmentation. The form apreement also stated that it may he modified only by

FP.E3




JAN-16-2003  18:353 HvYS ATTORMEY GEMERAL 212 416 8369

a writien addendum issucd ly an authorized represeniative of the company. Id, Exhibit 4, at
q111.

In July 1999, Network World Fusion, an online magazine, published a comparative
review of six Iirewall software produets, including Network Associates’ Gauntlet. Il appears
that Network World Fusion sought permission to imblish the review of Gauntlet and thai
Network Associates denied it. Network World Fusion performed the review despite Network
Associates” refusal to allow the review of Gauntlet. In response to the unsatisfaciory resultali
of the review, Network Associaies communicaicd its protest, quoting the Janguage of the
Restrictive Clause.

This condnct prompted an invesiigation by the office’'of the Atiorney General of the
State of New York. In the course of investigation, on January 30, 2001, the Atiorney General
requested the production of documents related 1o the Restrictive Clause. 1d. Exhibit 7.
]iespnndmnl provided certain documents, and on September 18, 2001, counsel for respondent
sent a letter 10 the Attorney General s1ating that respondent had discontinued the pr\acﬁce of

\\
including 1he Restrictive Clanse. 1d. Exhibit 9. The lenier also s1ated that respondelllnl never
withheld any consent to allow review of its software, and that it never enforced the Réﬂriclive
Clause. 1d. Pctitioner alleges that despite the representations in this letier, an investigation
hy the Office of Anorney General discovered thar, asaf January 2,2002, respondent continued
10 wiilize lanpuage similar (0 the Resirictive Clause. 1d, Exhibit 10.

Respondent states that in response 1o the inquiry by the Atiorney General, on July

2001, it adopied the following new language replacing 1the Restriciive Clause in all of i1s new

products:

F.84
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Network Associates, Ine, updates its prodnets frequently and

performance data for its producis change. Before conducting

benchmark tests regarding this product, comtact Network

Associates to verify that yon possess-the correct product for the

test and the then current version and edition of the product.

Benchmark test of former, outdated or inappropriate versions or

editions of the product may yield results that are not reflective of

the performance of the current version or edition of the product.
Affirmation of Kent 11. Roberts, Exhibit F. Respondent states that because distributors and
retailers still have some of the old software packages left over, respondent anticipates that it
will take approximately six months 10 phase out the products containing the old Resirictive
Clause. Respondeni also siates that because cerlain old software available for download from
its web-site may contain the Resirictive Clause in embedded files, and because the removal of
that clause would be very costly and complicated, it provides every consumer purchasing any
of respondent’s products dircctly from jis web-site with the notice that the Restrictive Clavse
has been replaced and superceded by the new language. Id. Exhibit G. However, il appears
that certain new producis made hy respondent contain restrictive language prohibiling
publication of benchmark 1est results similar (o that in the Restrictive Clause. P'“eiiliuner
submits a copy of a license agreement printed in Seplember 2001, which cnnlainsl‘a clause
which restricis publication ofbenchmark tesi resulis. Reply Affirmation of Kenneth Dreifach,
Exhibits B and C, 4 5, Finally, respondent maintains that the prohibition of publication of any

henchmark test resulis is accepied in the indusiry, and submiis copies of licence agreements

by ather software companies containing similar language.
Petitioner commenced this proceeding alleging: deceptive acis and practices in violation

of GBL § 349, and seeking a permanent injunction based on fraud and ijllegality of

respondent’s acts, pursnant 1o Executive Law § 63 (12).

FP.8z
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According 1o Executive Law § 63 (12),

[w]henever any person shall engage in repeated fraudulent or
ilegal act or otherwise demonsirate persistent fraud or illegality
in carrying on, conducting or ransaction of business, the
attorney general may apply, in the name ofthe people of the state
of New York, 1o the shpreme court of the state of New York, on
notice of five days, for an order enjoining the continuance of such
business activity or of any fraudnlent or illepal acts, directing
restitution and damages.... The word "fraud" or "fraudulent”
as used herein shall include any device, misrepresentation,
concealment, suppression, false pretense, false promise or
unconscionable contractual provisions.

Petitioner argues 1hat respondent’s acts of including the reference fo "rules and
regulations” in the Restrictive Clause are deceptive, The standard governing such special

proceeding eommenced hy the Attorney General is one generally applied on o motion for

siimmary jundgment. State by Abrams v Management Transition Resourees. Inc., 115 Mise 2d
489, 492 (Sup Ct, NY County 1982). The court may enjoin defendant’s improper practices
even where they are alleged 10 have heen voluniarily discontinued, because a voluniary
discomtinuance provides no guaranty that snch practices will not recomimence. Stale by

Lefkowirz v Person, 75 Misc 2d 252,253 (Sup C1, NY Couniy 1973),

Petitioner argues that the use of words "rulesand repnlations” in the Restrictive Clause
is designed 10 mislead consumers by leading them in helieve that some rules and regulations
outside exist under state or federal Jaw prohihiting consumers from publishing reviews and
the resulis of benchmark 1es1s. Petitioner also maintains thar the langunage is deceptive
hecause it may misleaq consumers 1o helieve that sueh clanse is enforceable under the lease

Agreement. when in fact it is nov enforcenhle nnder the rerms of 1he Jease, Petitioner argues

— _"-3'# - i AT R r———a. . =

F. 86
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that as a result consnmers may be deceived into abandoning their right to publish reviews and

results of henchmark tesis.
According to GBL § 349,

(a) Deceptive acts or practices in the conduct of any business,
trade or commerce or in the furnishing of any service in 1his state
are hereby declared unlawful. C

(b} Whenever the afforney peneral shall believe from evidence
satisfaclory to him that any person, firm, corporation or
associalion or agent or employee thereof has engaged in or is
about fo engage in any of the acts or practices siated 1o be
unlawful he may bring an action in the name and on behalf of the
people of the state of New York 1o enjoin such unlawful acis or
practices and to obtain restituiion of any moneys or property

obtained directly or indirectly by any such nnlawful acts or
practices,

Respondent arpues that there is no evidence that consumers were misled by the language of
the Restrictive Clanse or that it deterred them from publishing their reviews and results of
lests, The Attorney General need not first receive consnmer complaintsin order to commence

a proceeding, but may proceed on his own initiative, Manapgemenit Transition Resonrces, 115

Misc 2d, a1 491, The standard 10 be used 10 determine whether a representation is fﬂ'He and
deceplive is not whether the acinal practice is deceptive, but whether it has the cap%c{ily to
deceive consumers, 1d. The following are examples of conduct which New York courts have
found 10 represent decepiive practices in violaion of Executive Law § 63 (12) and GBL § 349:
misleading authors into believing thai their work has been selected for referral 1o an editing
company hecanse of i1s commercial potential, where instead authors were referred 10 ihe

editing company only so 1hat (he editing company and agents could derive profits (People ex

rel. Vaceo v Appel. 258 AD2d 957 {4th Dept 1999]); mailing 10 prospective cusiomers a card

hat creates an impression that it is from some lype of a parcel delivery services, when the

6
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card, which does not identify the sender, is a solicitation for a free gift 1o be delivered by a
sales person devised to lure prospective customers into admitting the sales person into their

house (Lefkowitz v E.F.G. Bahy Producis Co., Ine., 40 AD2d 364 [3d Dept 1973]);

- representations by an employment agency that it had access to "hidden job market" and job
orders for positions around the world, and that (he agency arranged interviews for clients and
had successfully placed hundreds of top-level executives and professionals, when in fact the

agency received only one job order and milized only readily available publie information

(Management Transition Resources, 115 Misc 2d 489).

Respondent is correct in contending that the plain meaning of the language of the
Restrictive Clause indicates 1hat the rules and regulations referred to are the three rules listed
immediately thereafier. Petitioner, however, argues that the clause clearly distinguishes
between the license agreement containing contractual provisions, and listed rules and
regulations. The language ol the Restrictive Clanse speeifically directs consumers to read the
license agreement. Because the license agreement contains a merger clanse which states that
all of the riphts and duties of 1he pariies are contained within that agreement, and does not
comtain any of the restrictions on publishing reviews and result of benchmark tesling,
conswmers may conclude that those restrictions are not comracinal restrictions. Therelore,
following respondent’s instructions, afler reading the license agreement and 1he Restriclive
Clause, consumers may reasonably interpret that the rules and regulations enumerated in the
Resirictive Clause exist independent of the license contract and are made and enforced by an
entity other than the corporation itself. This lanpuage implies that limitations on the

publication of reviews do noi reflect the policy of Network Associates, but result from some
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binding law or other rules and regulations imposed by an entity other than Network

Associates. Thus, 1he Attorney General has made a showing that the language at issue may

he deceptive, and as such, the languape is not mercly unenforeeable, but warrants an

injunction and the imposition of ¢jvil sanctions according to Executive Law § 63 (12) and GBL

§ 349.

Petitioner also seeks an imposition of penalties and accounting, Section 350-d of GBL.

provides, in pary, that,

|lalny person, firm, corporation or association or agent or
employee thereof who engages in any of the acls or practices
stated in this article 10 be unlawful shail be liable to a civil
penalty of not more than five hundred dolars for-each violation,
which shall accrue 10 the state of New York and may be
recovered in a civil action brought by the attorney-general.

Even though (he attorney general requests the imposition of a penalty in the amount of $.50

Tor each insiance of violation, as the number of violations is yet 10 be determined, the amount

of penalties cannot he determined ai ihis 1ime. SeePeoplev Allied Marketing Group. Inec., 220

AD2d 370,370 (1" Dept 1995), Similarly, no costs, pursuant 10 CPLR 8303, may be an'arded

|

at this time,

Petitioner also secks an injunction prohihiting Neiwork Associates from including any

language restricting the right 1o publish the resulis of1esting and review without nolifying the

Antorney General at least 30 days prior 10 such inclusion, Respondent argues that such order

would represent prior resirajnt on free speech. Respondentisincorrectin this comeniion, and
this court gramis the injunciion,

Respondents also argue in conclusory fashion that it would be very costly and
complicaied to require respondent Lo remove the Restriclive Clause, which contains the

8
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deceplive lahguage referring to "rules and regulations” that limit consumers rights 1o publish
reviews and results of benchmark tests, (hai may be contained in embedded files available for
download from Network Associates’ weh-site, As respondent gives no details as to the cost or
the difficulty in removing the Restrictive Claunse, this relief is granted.
Accordingly, it is hereby
ORDERED that the motion by petitioner The People of The State of New York by Eliot
Spitzer, Attorney General of the State of New York is granted, 1o the extent of permanently
enjoining respondent Network Associates, Tne, d/b/a McAfee Software from distributing,
advertising and selling i1s software which contains the following language:
Installing this software constitutes acceplance of the terms and
conditions of 1he license agreement in 1he box. Please read the
license agreement hefore insiallation.  Other rules and
regulations of insialling the software are;

a. The product can not be rented, Yoaned, or Jeased - you are the

b, The enstomer shall not disclose 1he result of any benchmark

F. 18

F’ &
sole owner of 1his product. l. @

test1o any third party without Network Associates’ prior wrmen

approval, Q3’
€. The customer will not publish reviews of this product vnhnulmr}'ﬁ C);?
prior consent from Network Associates, Inc.; “‘ S’Dﬁp

g

and it turther enjoined from including any language resiricting the right 1o publish the results
of testing and review withom notifying 1he Antorney General at least 30 days prior 10 such
inclusion, and is directed 10 provide a sworn certified statement indicating the number of
instances in which software was sold on dises or through the Iniernet containing the

abovementioned language in order for the court 10 determine what, if any, penahies and costs

shonld be ordered, and it is otherwise denjed.
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