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01 September 8, 2003 therecording indugry sued 261 American mudc fans
for sharing songson peer-to-peer (P2P) file sharing networks, kicking off an
unprecedented legad campaign againg its own cusomers.” Four years |ater, the
recording indugry hasfiled, settled, or threatened, legd actionsagang well over
20,000individuds.? Thetargets are notcommercial copyright pirates. They are
children, grandpaents, single mothers, college professorsN arandomassortment of the
tensof millionsof American music fansusng P2P networks®> Theindugry shows no
signsof dowing its lawsuit campagn, with the members of the Recording Indugry
Assodation of America (RIAA) filing hundeds of new lawsuits each month*N
induding, mog recently, 400per month targeted againg college students.”

Thelawsuits, however, are notworking. Today downloading from P2P neworks
ismore popukbr than ever, despite the widespread public awareness of lawsuits. At the
same time, thelawsuit campagn has enriched only lawyers, rather than compensating
artists for file sharing. Onething has become clear: suing musc fansis noanswer to the
P2P dilemma.

I. Prelude: Sue the Technology.

Themudc indugry initially respondel to P2P file sharing as they have often
respondel to disruptive innovaionsin the past: they loosed thelawyers onthe
innovdors, in hopes of smothering thetechnologyin itsinfancy. Beginningwith the
Decembe 1999lawsuit agang Napger, therecording indugry has sued major P2P
technology companies oneafter theother: Scour, Aimster, AudioGalaxy, Morpheus
Grokger, Kazaa, iMesh, and LimeWire® This despite thefact that these same
technologies were also beng used for norrinfringing purposs, induding sharing of
authorized songs live concert recordings public domain works, movie trailers, and
video games.

Thelegd attacks on P2P technologies led to victoriesin the courts.” But asit
was winning thelegd battles, therecording indudry was loang thewar. After Napger
was shutdown, new networks quickly appeared. Napger was replaced by Aimster and
AudioGalaxy, which were then in tumn supplanted by Morphausand Kazaa, which were
in tumn eclipsed by eDonkey and Bit Torrent.? Thenumber of filesharers, aswell asthe
nurrber of P2P software applications has kept growing, despite therecording indusry@
early courtroomvictories. Today, P2P networks that rely on open protocols and open
source software continueto flourish independently of any particular software vendor. In
addition, music fanshave been turning to new so-called QlarknetOsolutions such as
swapping iPods buming CD-Rs, modifying Apple@ i Tunes software to permit
downloading of other users libraries,” and extending the Firefox Web browser to
facilitate file sharing™

Therecordingindugry, bolstered by the June2005Supreme Court decisionin
MGM v. Grokster, continues to use legd threats to intimidae P2P technology
companies.' Several P2P software companies have bowed to thelegd pressure and
announed intentionsto make an effort to GilterOinfringing material fromther
networks, indudingiMesh, BearShare and Kazaa. But the GiltersOhave proven
ineffective because GilteredOP2P applicationshave been quickly replaced by new,



unfiltered aternaives. Developing unfiltered P2P software is well within the
capabilities of small offshore companies, or even individud hobbyst programmers.
After all, acollegestudent was able to create Napster in mere months* Bit Torrent
was largdy the handiwork of oneunemployed software developa workingin his spare
time.”® Today, mos computer science undegraduaes could assemble anew P2Pfile

sharing application in afew weeks time.**

In short, by 2003 it had become clear tha suing the technology was not going to

work.

II. Phase One: DMCA Subpoenas by the Thousands.

In the summer of 2003,the RIAA
announe&d that it was gatheringevidence in
preparation for lawsuits against individuds
who were sharing music on P2P networks.?°
TheRIAA investigaors focused on
QuploadersdN individuds who were allowing
others to copy musc files from ther GharedO
foldas. Theinvestigaorsran thesame
software as the other P2P users, searched for
recordingsowned by thear record labd
masters, and then collected the | P addresses of
those who were offering thoe recordings?®*

TheRIAA investigaors, however,
cannottie an IP address to aname and street
address withouthd p from the uploader®
Internet Service Provide (ISP). Inorder to
force ISPs to hand over thisinformation, the
RIAA resorted to a special subpoaapower
tha itslobbyists had dippel into the Digital
Millennium Copyright Act (DMCA) in 1998%
Unde this provision, a copyrightowner is
entitled to issuea subpoaato an | SP seeking
theidentity of a subscriber accused of
copyrightinfringanent. Intheview of the
recording indugry@ lawyers, this entitled them
to get names and addresses from an | SP with a
mere allegaion of infringementN no need to
file alawsuit, norequirement of proof, and no
ovasightby ajudge

Thanksto the efforts of EFF, |SPs and
numerouspublic interest groups the courts
ultimately regjected this unprecedented breach
of privacy. TheRIAA had beguntesting the
DMCA subpoeaapower in 2003,when it
ddivered afew subpoaasto avariety of 1SPs

Prelude: Warming Up on College Students

In what would later seem a prelude to the lawsuit
campaign against individual file-sharers, the
recording industry in April 2003 sued four college
students for developing and maintaining search
engines that allowed students to search for and
download files from other students on their local
campus networks.*®

The lawsuits named Joseph Nievelt, a student at
Michigan Technological University; Daniel Peng, a
student at Princeton University; and Aaron Sherman
and Jesse Jordan, both students at Rensselaer
Polytechnic Institute. The complaint principally
alleged that the students were running an on-
campus search engine for music, using software
such as Phynd, FlatLan, and DirectConnect to search
campus local area networks and index files being
shared by students using the file sharing protocols
included in Microsoft Windows.*® The complaints also
alleged that the students had, themselves,
downloaded infringing music.

The students ultimately settled the cases for
between $12,000 and $17,500 each.!” In Jesse
Jordan@ case, the settlement amount appens to
be the same amount of money that is the total of his
bank account. That is money he has saved up over the
course of working three years ... to save money for
college.G? He later stated that he did not believe he
had done anything wrong and had settled to avoid the
legal expenses of fighting the lawsuit.

The lawsuits, the first filed against individual s for file
sharing, caused an uproar, with both students and
university officials expressing dismay at the heavy-
handed tactics of the recordingindustry.*® At the time,
it seemed hard to believe that suing individual
college students would soon be not only standard
operating procedure for the recording industry.



in wha was widdy viewed as a Qest run.OVerizon (aswell as Charter Communications
and Pacific Bell Internet Services) foughtback in court to defend the privacy of its
cusomers.® EFF, alongsdea hog of pulic interest and privacy organizations joined
with Verizonin arguing that every Internet user@® privacy was at risk if anyoneclaiming
to bea copyright owner could, withoutever appearing before ajudge force an ISP to
hand over the names and addresses of its cusomers.**

Unfortunaely, Verizon and the privacy advocates log thefirst roundsin coutt.
Tha gave the RIAA thegreen lightto start ddivering thousndsof subpoaasin order
to build alist of potentia lawsuit targets. Between Augug and September 2003,the
RIAA issued more than 1500subpoaas to | SPs aroundthe country.®

On September 8, 2003 the RIAA announed thefirst 261 lawsuits agang
individuds that it had identified usng the DMCA subpoaas. ?° Amongthose sued was
BriannaL ahara, atwelve-year-old girl livingwith her single mother in pubiic housng
in New York City.?” Inorder to settle the case, Briannawas forced to apologize
publicly and pay $2000% Durwood Pickle, a 71-year-old grandfather in Texas, was
aso amongthefirst batch of targets, as was a collegefootbdl player in Colorado®

Jud as privacy advocates had feared, however, thelack of judicial oversightin
the subpoaa process resulted in abuses. For example, Sarah Ward, a grandnother
living in Massachustts, foundherself anongthe 261 accused.*® Shewasinnoe@ntN a
Macintosh user who had been accused of usng theWindows-only Kazaa to download
hard-core rap musgc. Althoughthe RIAA ultimately withdrew thelawsuit againg her, in
thewords of an RIAA spokesperson, OVhen you go fishing with a driftnet, sometimes
you catch a dolphin.G*

Thesubpoaapower also attracted other, less scrupulous copyrightowners. A
vendor of gay hard-core pomogaphic videos Titan Media, began usngtheDMCA
subpoeaaprocess to identify and contact individuds allegedly sharing Titan videoson
P2P networks. These targets were contacted by Titan and given the choice of beng
named in a (potentially embarrassing) lawsuit, or purchasing the Titan videosin
exchangefor Gmnesty.3? Several obsrvers felt that this tactic bordered on
extortion>

After enduling stinging criticism on Capitol Hill from Senator Norm Coleman,
theRIAA changed gears.® Rather than suing people directly after obtining ther
names with DMCA subpoenas, the RIAA began sending threat letters first, giving the
accused an oppotunity to settle the matter before alawsuit was filed. In Octobe 2003
the RIAA sent 204 |etters to alleged filesharers.>® Mog of the targets settled for
amounts averaging $3000°® The 80 who did not accept the RIAA offer were sued a
few weeks later.’

Before this new tactic could be used extensvely, thelegd landscape changed.
On December 19,2003,afederal appeals court agreed with Verizontha the DMCA
subpoaprovision did notauthorize the RIAAG Qiriftnet fishing(tactics.® Thecourt
oveturned thelower court ruling and foundtha the DMCA subpoeas were available
only where the alegedly infringing material was stored on the | SPsCown computers,
not for situaionsinvolving P2Pfile-sharing where the material was stored ona

subgcriber@ individud computer.



This broughtthe RIAAG mass-
subpoaacampagnto ahdt. If theRIAA
wanted to use thefederal subpoaapower to
identify Internet users, it would havetofilea
lawsuit and condud its efforts unde the
supavision of ajudge In other words the
RIAA would have to play by the same rules as
every other litigant in federal court.

By thetime the court of appeals
decided RIAA v. Verizon, more than 3,000
subpo@as had been issued.”> More than 400
lawsuits had been broughtonthe basis of the
names obtained with them, and hundeds more
had settled after receiving the RIAA demand
letter.*® Even thoughthe RIAA had used
illegd tactics to pursue these lawsuits, noneof
the defendants who pad received any money
back.

Therecording indugry® campagn
agang musc fans however, was not over.

III.  Phase Two: John Doe Lawsuits by
the Thousands.

On Januay 21, 2004 the lawsuit
campagn entered a new phase when the RIAA
announed 532 new Gohn DoeOlawsuits.’ In
these lawsuits, therecord labd lawyers sued
unidentified Glohn DoeOuploaders tha ther
investigators had traced to an | P address. After
filing thelawsuit, therecord labds would ask
the court to authorize subpoeaas againg the
| SPs. After ddivering these subpoenas and
obtaining thereal name of the subsriber
behind the I P address, therecord labd lawyers
would then either ddiver aletter demanding a
settlement or amend ther lawsuit to name the
identified individud.

This procedure was a distinct
improvement over the DMCA subpoaas
because it required the RIAA investigaors and
lawyers to follow the same rules tha apply to
all civil litigants. It injected judicial oversight
into the process and afforded innocent

Amnesty or (Sham-nesty®

Alongside the first 261 lawsuits filed in September
2003, the RIAA also unveiled an @mnestyCprogram
dubbed @ean Slate.®’ Flesharers were invited to
come forward, identify themselves, delete all their
downloaded music, and sign an affidavit promising to
stop any unauthorized music sharing*° In exchange,
the RIAA promised not to sue the repentant
filesharer.

Onfurther examination of the fine print, however, it
became clear that the RIAA @mnestyQprogram
delivered considerably less than it promised. Hrst,
because the RIAA does not itself own any copyrights
(those are held by the record labels and music
publishing companies), the RIAAwas unable to
deliver any meaningful protection from civil copyright
lawsuits. The RIAAG member companies, as well
as songwriters and music publishers, would remain
free to sue the filesharers who stepped forward. In
addition, the RIAAreserved the right to turn over the
information it gathered in response to any valid
subpoena from a copyright owner.*

The RIAA® offer, moreover, only applied to
individuals who had not been sued and were not
@nder investigation.OBecause it was impossible to
know in advance who the RIAAwas already
investigating, those who came forward to sign the
affidavit took the risk that they would incriminate
themselves and yet be ineligible for the amnesty.

These disparities between the RIAA® public
characterizations of its Clean Slate program and
what the program actually delivered led Eric Parke
to file a false advertising lawsuit against the RIAA*?
In the words of the complaint, Clean Slate was
@esigned to induce members of the general public. .
.toincriminate themselves and provide the RIAA and
others with actionable admissions of wrongdoing
under penalty of perjury while (receiving) ... no
legally binding release of claims . .. in return.O

In April 2004, the RIAAvoluntarily eliminated the
Clean Slate program, concentrating their efforts on
filing lawsuits against individual file-sharers.*® In the
end, only 1,108 people signed the Clean Slate
affidavit.**

individuds the oppotunity to chdlengethe subpcenas. It did not, however, stopthe

lawsuits.




TheRIAA filed 5,460lawsuits during 2004,ringing in the new school year with
awave of suits againg university students and bringing the total number of lawsuits to
7437 By theend of 2005 thetotal nurber of suits had swelled to 16,087 In
February 2006 at which point 17 587 had been sued, the RIAA stoppead making
monthly announ@ments regarding the precise number of suits beng filed. Asaresult, it
isnowimpossible to get an exact countof thetotal number of lawsuits tha have been
filed. Thelawsuits, however, have continued, withthe RIAA admittingin April 2007
tha more than 18,000individuds had been sued by its member companies.> Assuming
that the RIAA has continued to file hundeds of lawsuits each month, thetotal number
of suits likely will approach 30,000 onthefourth anniversary of thelawsuit campagn.

In the majority of these cases, thetargets settled their cases for amounts ranging
between $3000and $11,000.They had little choiceN even if anindividud has a
defensg, it is generally more expendve to hire alawyer to fight than it would be simply
to settle. Even ignoling thelawsuit can be more expengve than settling; at least one
court has entered a ddfault judgnent of $6,200agang a defendant who failed to contest
the lawsuit.>* Another court awarded a $22,500judgment againg a Chicago woman
who attempted to fight the lawsuit againg her.*

IV.  Personal Effects = Devastating.

Thereis no question that the RIAAG lawsuit campaign is unfairly singling outa
few people for a dispropationae amountof punishment. Tensof millionsof Americans
continueto use P2Pfile sharing software and other new technologies to share musc, yet
theRIAA hasrandonly singled out only afew for retribution throughlawsuits.
Unfortunaely, many of the people in this group cannotafford either to settle or to
defend themselves.

Take, for example, the case of the Tammy Lafky, a 41-year-old suga mill
worker and single mother in Minnesota. Because her teenage daughter downloaded
some music last yearN an activity both mother and daughier believed to belegdN
Lafky nowfaces over $50Q000in pendties. TheRIAA has offered to settle for $4,000,
but even that sumiswell beyondLafky® meansN she earnsjugt $21000per year and
receives no child suppot.*

Or take the case of Cecilia Gonza ez, arecently laid-off mother of five, who
owes five major record companies atotal of $22500 for illegdly downloading off the
Internet. That@ more than three-fourths of wha she madethe previousyear as a
secretary. Ironically, Gonzalez primarily downloaded songsshe already owned on
CDN the downloadswere meant to hep her avoid thelabor of manudly loading the 250
CDs sheownsonto her computer. In fact, therecord companies are going after a steady
cugomerN Gonzlez and her husand spent about$30 per month on CDs.

Neverthdess, the RIAA indsted tha it would notcongder a settlement for less than
$3000,an anounttha would bankruptthe Gonzlez family.>

Gonzlez isnottheonly goodcugomer theRIAA has chosen to alienae. The
organization recently targeted a fully disabled widow and veteran for downloading over
500songsshealready owned. The veteran@® mobility was limited; by downloading the
songsonto her computer, shewas able to access the music in theroomin which she



primarily resides. TheRIAA offered to settle for $2000N butonly if theveteran
provided awealth of private information regarding her disability and her finances.>

Prof. Gerardo Valecillos a Spanish teacher and recent immigrant from
Venezuda, faces another kind of blackmail. After his ISP advised him tha his daughter
had illegdly downloaded mudc, Valecilloscontacted alawyer. Thelawyer negotiated
a$3000settlement figure, but that is still far more than Valecillosis ableto pay. The
sole suppot for his family of four, Valecillosrecently undewent surgery and has been
forced to pay legd feesfor both a copyright andimmigration attorney. If hedoes not
settle, hisimmigration status may be jeopadized.>®

JohnPaladuk was an employee of C&N railroad for 36 years and suffered a
strokein 2006which left his entire left side paralyzed, and severely impaired his
gpeech, leaving him disabled with his disability check as his only source of income.
Despite this, the RIAA has filed suit in Michigan agang Mr. Paladuk, even thoughhe
lived in Florida at thetime of the aleged infringament and has no knowedgeof file
sharing >

TheRIAA does noteven bother to make sure that its targets are actudly current
filesharers. OneFloridacollege senior was named in acivil case based on downloads
tha had occurred two to three years before, from a computer shethen shared with her
three roonmates. Thecomputer islonggone making any investigation into the
circumstances difficult at best. Fearful of leaving college with a damaged credit record,
the student bdieves that shemay have no choice but to meet the RIAAG demand

In another ingance Cass Hunt, astudent at M.I.T., was sued for illegdly
sharingmudgc. After attempting in vain to negotiate her settlement price of $3,750by
arguing tha shewas already in debt to cover tuition, an RIAA representative kindly
suggested tha she drop out of schoolin order to pay off the settlement.™

Oneunanswvered questionis how many entirely innogent people have been
caughtin the ne of therecordingindugry lawsuits and forced to settle in order to avoid
thelegd feesinvolved with defending themselves. In addition to Sarah Ward, the
grandmother wrongly accused in thevery first round of lawsuits, the RIAA in early
2005sued GertrudeWalton of MountHope West Virginia, who had passed away
monthsbefore.®® In yet another case, Lee Thao of Wisconsn was sued for sharing files
when both the RIAA and thel SP overlookead thefact tha Mr. Thao was not actudly a
cugomer of thel SP at thetime of thealleged infringement, thoughhis old cable modanm
remained registered to his name.®* Althoughthese suits were ultimately dismissed, it
raises troubling questionsabouthow many others have been misidentified in the lawsuit
campagn.

V. Fighting Back

While the mgjority of lawsuit victims continueto settle or default rather than
face the expense of litigation, some accused filesharers are fighting back. In particular,



parents have succeeded in dismissing suits where ther children were the ones
responsble for thefile sharing. (The RIAA hasrespondel by suing the children directly
in some of these cases.) Recently, onepaentsin such a case has been able to recover
attorney's fees for theinitia suit.

In May 2005,accused filesharer Candy Chan moved to dismiss therecord
companiesOlawsuit agang her onthegroundtha the RIAA had sued thewrong person.
TheRIAA was forced to withdraw the case, thoudh it later filed a new lawsuit agang
Ms. Chan(3 14-year-old daughter.®? This suit was also eventudly dismissed in April of
20064after the RIAA requested tha alegd guadian be appointed for Ms. Chan's
daughter, butthen refused to pay for such aguadian as ordered by the court.*®

In Augug 2005, Patricia Santangdo, a single mother of five, moved to dismiss
thelawsuit filed agang her by several record companies, arguing tha the Complaint
tha launched the case was not specific enoughto state a copyrightclaim.**  Santagdo
says tha shewas not aware that there was afile sharing program on he computer, and
tha thefile sharing accountnamed in thelawsuit belongsto a friend of her children®.
The case was dismissed in April of 2007,with theoppotunity for Ms. Santangdo to
pursue her claim for attorney's fees.®

In September 2005, disabled single-mother Tanya Andeasen answered the record
companies claims agang her with some claims of her ownN for deceptive busness
practices, invasion of privacy, and violationsof computer fraud and racketeering laws.®®
TheRIAA recently dismissed this case, but Andasen still retainsher claim for
attorney's fees and her variousother counterclaims.®’

Another victory againg the RIAA's tactics came in the case of Capitol v. Foster.
Debbie Foger was origindly sued in November of 2004when an accountshe owned
was foundto beshaingfiles. Foger admitted owning the accountbut was ignorant of
any file sharing software.® A year and a hdf after filing suit, the RIAA dismissed the
case. In July 2007, the court awarded Ms. Foger $68,685in attorneys fees, marking the
first timethe RIAA has been ordered to pay a defendant(® fees.®® In the meantime, the
RIAA has sued Foger's 20-year old daughtr for the alleged file sharing.™

Single-mom Dawndl Leadbéter is aso fightingto get he attorney's fees pad
after two years of litigaion with the RIAA.™ After having his case dismissed, Rolando
Amurao countersued for a declaration of norrinfringement and a finding of copyright
misuse.”? Meanwhile, accused filesharer Suzy Del Cid filed anumber of courterclaims
agang theRIAA, induding claims of trespass, computer fraud, civil extortion, and civil
congiracy.”

VI. Phase Three: Pre-Litigation Letters Target University Students

On February 28, 2007, the RIAA announed a new "deerrence and education
initiative" targeting college students nationwide Under this new initiative, instead of
initiating lawsuits, the RIAA sendsout hundedsof "pre-litigation” letters each month
to avariety of universities with therequest tha they forward these letters to unidentified
students.”® These letters identify the|P address of the accused infringer, threaten future
legd action with damages upwards of $750pe song, and offer adeal intheform of a



"reduced"” settlement if the student comes forward and pays the non-negotiable amount
(around$3,000) within 20 days of receiving theletter. © If students do notrespondto
the pre-litigation settlement offer, then the RIAA commences with its traditiond "John
Doe€" suit. Inthefirst six monthsof this new initiative, the RIAA hastargeted 2,926
college students at nearly 100 different campuses across the United States.”’

The campagn has been supplemented with the creation of anew webste,
http://www.p2plawsuits.com, thelatest tool in theRIAA's litigation strategy. At the
webste, thoe receiving pre-litigation letters can simply settle ther cases by paying the
settlement with a credit card, withoutany aspect of the case ever enteringthelegd
system. Thisin turn savestherecordingindudry asubgantial sum of money by
completely avoiding the cogs assodated with actudly havingto filea"JohnDo€' suit.
The @educed Osettlement amount, in other words represents the record companiesO
savingsfrom cutting out themiddlemanN our justice system. At the same time, the
cods saved by the RIAA in notfiling an actud suit can then be applied towards
targeting more students with pre-litigaion letters.

TheRIAA has put specia effort into getting universitiesto ddiver these pre-
litigation letters. University respon to this effort, however, has been varied, ranging
from complete refusal to forward pre-litigaion letters to students, to fining students
uponreceipt. Sincetheletters are sent unde threat of legd action, but before any
lawsuit commences, the colleges themselves are unde no legd obligation to forward
these letters to students who have been targeted. Both the University of Wisconsn and
theUniversity of Maine have refused to forward the pre-litigation letters, citing a
refusal to bethe RIAA's"legd agent."™®

Stanford University in California has taken theopposte tack. Not only dothey
forward on such letters, but starting in September 2007,the university will begin
charging students for complaints they receive fromthe RIAA. Thefirst offense will
come with a$100reconnection fee, the seconda $500fee, and $1,000for thethird.”

Mog universities, however, are forwarding RIAA pre-litigation letters on to
thar students, appaently on the assumption tha a student will be better off settling
soone, at the"discounied" rate, rather than later. Some schools impo< other limited
sanctionson accused students, such as requiring that accused students watch an anti-
piracy DVD pubiished by the RIAA 2°

TheRIAA has aso tried to use similar tactics againg individuds usng
commercia ISPs. In February 2007, the RIAA contacted a number of |SPs offering to
broker adedl: if they agreed to keep recordsregarding the | P addresses of ther
subgribers, the RIAA would offer their subsribers these same QGuut-rateOsettlement
offers (which the ISP would then forward to their subcribers).®* So far, however, no
| SP seems willing to act as a collection agency onthe RIAA's behdlf.



RIAA & Government Pressure on Universities

While the RIAA isusing the judicial branch of government to pressure students and universities by
threatening lawsuits, it isalso trying its hand at applying pressure through the legislative branch. The
House of Representatives has had no less than six hearings on the subject of file sharing at universities
in the past three years.®

In 2004, Congress commissioned a GA O report on the topic of file sharing on university networks to
determine what universities were doing to address copyright infringement on their own networks.®* The
report was based on a survey of selected universities. Of the 45 campuses contacted, only 13 agreed to
participate in the interview.®* The report described the use of P2P software on university networks,
while describing campus initiatives to limit the use of such software.® The limited university
participation in the survey however, set the stage for numerous congressional hearings on the subject, in
which the RIAA more than happily participated.

At the direction of Rep. Howard Berman (Democratic congressman from California's 28th district, home
to a number of recording and film industries), the House Judiciary Subcommittee on the Courts, the
Internet, and Intellectua Property has held hearings on the subject of file sharing on university
networks.®® Witnesses at one of these hearings included a number of prominent university information
technology officials, aswell as the president of the RIAA and the CEO of RedLambda, which sells anti-
P2P software known as cGrid.?” At the hearing, a number of congressmen, including Berman, described
their concern over a"lack of incentives' for universities to stemillegal files haring. They also upbraided
the university witnesses for failing to act aggressively enough to address the issue.

Meanwhile, the House Committee on Science and Technology held a hearing discussing the feasibility
of implementing p2p mitigation software on university networks.®® Witnesses at this hearing included
representatives from Universities voluntarily using such systems, and the CEO of AudibleMagic, which
creates p2p mitigation software. Only one witness, Dr. Gregory Jackson of the University of Chicago
pointed out the futility of such efforts, noting that infringement was driven by market shortcomings and
that attempts at such technological fixes will eventually fail .

In May of 2007, agroup of bi-partisan Congressmen from both the House Judiciary Committee and the
House Education and L abor Committee sent aletter to 20 universities requesting that they respond to an
extensive survey regarding their policies regarding network file sharing.®® These were universities
previously targeted by the RIAA and the MPAA in their Top-25 list of "worst offenders," alist intended
to put pressure on particular universities before congress.®* Congress threatened "unspecified
repercussions” if the universities did not provide "acceptable answers' to the survey,* which included
questions such as: "Does your institution expel violating students?' %

Congress's intervention on the issue has also gone beyond hearings and investigation. In March of 2007,
ahill was introduced in the House Education and Labor Committee supporting the use of tax dollars
alotted for education towards implementing software intended to stop P2P file sharing, such as that
marketed by RedLambda.® While the bill does not make such expenditures mandatory, the prospect of
having educational funds diverted to copyright enforcement technologies is plainly intended to put
additional pressure on universities. In July of 2007, Sen. Harry Reid turned up the pressure in a proposed
amendment to the Higher Education Reauthorization Act. Under the proposal, the Secretary of
Education would annually single out the 25 colleges and universities with the highest levels of infringing
file sharing, based on the number of complaints received from copyright holders. These schools would
risk losing federal funding if they didn't implement "technology-based deterrents" to infringement and
report to the Secretary about their efforts to stop file sharing. Though Sen. Reid withdrew this proposal,
he still did successfully tack on adifferent amendment that instructs schools to tell students about the
possible penalties for copyright infringement.*

10




VII. Isit Working?

Are the lawsuits working?Has the arbitrary singling out of more than 20,000
randomAmerican families doneany goodin restoring public respect for copyright law?
Have thelawsuits put the P2P genie back in the battle or restored therecord indugry to
its 1997revenues?

After four years of threats and litigation, theanswer is aresounding no.
A. By the numbers: U.S. filesharers uncowed.

How many Americans continueto use P2Pfile sharing software to download
musc? While some surveys suggest amodest redudionin file sharing since the
recording indugry lawsuits agang individuds began, empirical monitoring of the P2P
networks has shown P2P usageincreasing.

At theend of 2004 a group of computer scientistsat UC San Diegoand UC
Riverside published a study aimed at measuring P2P usage from 2002through2004
Drawing on empirical data collected fromtwo Tier 1 ISPs, theresearchers conduded:

In general we observe that P2P activity has not diminished. On the
contrary, P2P traffic represents a significant amount of Internet traffic
and is likely to continue to grow in the future, RIAA behavior
notwithstanding.”’

Themethodobgy employed by theresearchers

had several advantages over the survey-based approaches | Monthly Average P2P Users
tha had been used in earlier studies. The empirical daa Monthly GLOBAL
eliminaed the self-reporting bias that is an inevitable part  |#-9ust, 2003 3,847,565
of surveys, abias tha was almos certainly exacerbaed September, 2003 418,102
by the high-profile lawsuit campagn. In addition, by 331‘:;;030303 i;;j::;
mesasuring traffic at thelink level, the study was able to December, 2003 5 602 384
track file sharingtha may not show up othewise dueto January, 2004 5,046,998
theuse of dternae ports.98 February, 2004 6,331,366
Other empirical data bears outthe UC EZ;;Z;;? ;g;gi:;
researchersCYindings Big Champagne for example, May, 2004 7986 377
monitors the peak numbe of U.S. users of several P2P June, 2004 7 401 431
networks, induding Fastrack (i.e., Grokger, Kazaa), July, 2004 7115975
iMesh, eDonkey, DirectConnect, and Gnutella(i.e., August, 2004 6,822,312
Morpheus, Limewire, BearShare). Itsnumbesare Septemiber, 2004 6,784,574
accurate enoughto be used by major record labes, A g ook
. . November, 2004 7452184
Billboard, Entertainment Weekly, and Clear Channel to Ay + s 58
monitor the popukrity of variousartists on P2P Saruitiy S0e & S5
networks.” Big Champagne3 network monitoring February, 2005 8524 938
indicates tha the amountof traffic on P2P networks March, 2005 8,282,986
doubkd between September 2003(when thelawsuits April, 2005 8,629,307
began) and June2005'® Theaverage number of May, 2005 8,565,319
smultaneoususersin June2005reached 8.9 million, a Lt L

20%increase over thepreviousyear, whilein May 2006 5o SiuChampagne

Big Champagneloggel awhopping 10 million, 12% more than the previousyear.'®*



American users accounted for 75% of those on P2P networks.'* Furthermore, as many
users are noton P2P networks al thetime or are not uploading files, theactud number
of P2Pusers may bemuch highe'.

Thegrowth in P2P popukrity has continued in 2006 and 2007.Big Champagne
reports that theaverage number of smultaneoususers on P2P networks had swelled to
9.35million!* The NPD Group, amarketing research firm, recently announed tha 15
Million U.S. housholdsdownloaded from P2P neworks in 2006,with total P2P file
sharing volume up 50% from 2005*** This number likely undestates the frequency of
P2P downloading, given tha NPD's numbers are based on data from users who know
they are beang monitored. Other data suggests that consumers now consde P2Pfile-
sharing applicationsto be anecessity on their PCs.*® According to a February 2007
report by the Digital News Research Group, 18.3% of all computer desktopsworldwide
have LimeWire ingalled.*®

While the RIAA's assault on P2P goes on, a subgdantial amountof illegd file
sharing occurs beyondthe ream of P2P networks altogeher, with little recourse for the
recording indugry. A 2006 poll by the Los Angeles Times revealed tha 6% of 12-17
year-oldsfelt tha it was legd to copya CD or DVD they owned and giveitto a
friend " TheNPD Groupreleased a survey in May 2007tha foundtha Qhesoda
ripping and burning of CDs amongfriendd\ which takes place offlineand almost
entirely out of reach of indusry policing effortsN accounted for 37 percent of al musc
conamption, more than file shaing 3% RIAA head Mitch Bainwol has publicly
acknowedged tha CD rippingis becoming a more seriousproblem than P2Pfile
sharing®® At the same time, more and more users are tumning to new Internet
technologies like ingant messaging, modified versionsof iTunes, or private or semi-
private networks to exchangefiles, leaving this traffic unaccounted for by mog
empirical metrics.

Bay TSP is another company that monitors P2P file sharing networks. In contrast
to Big Champagne Bay TSP uses this daain order to provide copyright enforcement
services to major motion picture studios and record |abds. BayTSP® data also indicate
tha P2Pfile sharing has continued to grow despitethe RIAA lawsuit campaign° In
paticular, BayTSP@ statistics highlight the growth of newer P2P networks, such as

eDonkey, at the expense of incumbent networks, like Kazaa ™*

A few surveys of Internet users have contradicted these numbers. For example,
in November and December 2003, researchers at the Pew Internet and American Life
Project called 1,358 Internet users across the naion to ask them whether they continued
to download music.**? In March 2003 prior to the RIAA lawsuits, 29 percent of those
responding admitted downloading songsfromthelnternet. This nunber fell by hdf, to
only 14 percent, in the November/December survey. Many pointed out, however, tha
this dramatic shift might have been caused by an increased reluctance to admit
downloadingin lightof thewiddy publicized RIAA lawsuits. In other words the
widespread publicity attending the RIAA lawsuits may have made therespondents more
willing to lie abouttheir downloading activities. Pew@® own investigators admitted that
this may have influenced ther results.**® At the same time, a survey conduded by the
NPD Groupshowed that, overal, P2P file sharing was on therise in November of 2003,
ganing 14%ove September( nurmbers.***



At any rate, the decrease shown by Pew@ early surveys soonreversed itself. By
February 2004 Pew( survey showed an increase in downloading, patialy dueto the
rise of authorized download services and partly due to increased P2Pfile shaing™® By
Pew@ own conservative estimates, six monthsafter the RIAA lawsuits began, more
than 20 million Americans continued to use P2Pfile sharing softwareN a number
amouningto 1in 6 Americanswith Internet access.™®

Whileit is hard to precisely measure the use of P2P and theamountof illegd
fileshaingintheU.S., onethingisclear: after more than 20,000 RIAA lawsuits, tens
of millionsof U.S. musc fanscontinueto use P2P networks and other new technologies
to share music. Thelawsuit campagn has not succeeded in driving P2P out of the
maingream, much less to thefringes, of thedigital musc marketplace. Moreover, by
mog accounts P2P usageis growing rapidly in therest of theworld, where the RIAA
has not been able to replicate the scale of its lawsuits agang Americansof all agesand
backgrounds

B. Education by Lawsuit: Lesson Learned and Ignored.

TheRIAA has frequently judified the lawsuit campagn as the mog effective
way to get musgc fansto undestand tha downloadingisillegd and can have serious
consquences.*’ In thewordsof top RIAA lawyer, Cary Sherman, CEnforcementisa
toughloveform of education 3*® Thereis some evidence to suppot this view. After
al, inlightof therecurring headlines in mos major media outlets, it would be
remarkable if thelawsuits had failed to inarease awareness of the record indugry@ view
tha file sharing conditutes copyrightinfringanent. An April 2004survey revealed that
88% of children between 8 and 18 years of age bdieved tha P2P downloading was
illegd.'*® At the same time, the survey aso discovered that 56% of the children polled
continueto download music regardless. In fact, the children surveyed were more
concerned aboutcomputer viruses than aboutbeng sued by therecord indugry.
Anothe April 2004 survey, this onefocusng on college-boundhigh school students,
foundtha 89 of high school students continued to download music despite
undestanding tha it was againg thelaw.*® This number decreased sightly in a2006
survey by Piper Jaffrey tha foundtha 7% of high school students who obtain their
music onling, 72%use P2P networks to do s0.*** In short, the RIAAG Qoughloved
message has clearly been ddivered, and does not appear to be working.

The Gducationd Ovalue of thelitigation campaignis also diminishing because it
has become (busness as usud.OMedia coverage of the continuing lawsuit campagn
haslargdy dissipated, with stories aboutthe lawsuits migrating fromthefrontto the
back pages to notbeng covered at al.'? Asaresult, since early 2006,the RIAA gave
up its monthly press rel eases announéng how many individuds were being sued.

If thegod of the RIAA was to increase awareness of the copyright laws, that
mission has been accomplished, albet at the expense of finanda hardship to over
20,000arbitrarily chosen individuds. But as press attention fades, the ang for the
budkOprovided by suing randorny-chogen filesharers has diminished aswell. In other
words if thelawsuits are to continueinddinitely, they cannotbejudified asan
CGeducationd Omeasure.

C. Going after the Fans = Unnecessary Roughness.



According to the RIAAG public statements, its lawsuits againg individuds were
necessitated, in pat, by court rulingstha blocked it from going after P2P technology
vendors. That judification has disappeared as well.*?® In June2005,the Supreme Court
announed a nev OnduementOdodrinetha permits theimpostion of liability agang
anyoneQvho distributes a device with the object of promoting its use to infringe
copyright, as shown by clear expression or other affirmative stepstaken to foger
infringament.O

TheRIAA characterized the MGM v. Grokster decision as Qhe dawn of anew
dayN an oppotunity tha will bring the entertainment and technology communities even
closer together, with music fansreaping therewards3** Presumably, oneof thos
QewardsOcould have been the end of thelawsuit campagn. Ingead, just two days after
the Supreme Court@ ruling, theRIAA announed a new wave of lawsuits agans 784
music fans'® Therecording indusgry appears to have made suing individud music fans
apat of itsbusness-as-usud routine

D. What about iTunes? A Drop in the Bucket.

Some have judified thelawsuit campaign as a necessary QtickOdesigned to
complement the GarrotOof authorized music services. Thenationisthat thefear of
lawsuits will drive music fansto services like Apple® iTunes Musc Store, where they
will be hooked on 99 cent downloads and abandonthe P2P networks.

Some music fansare finding wha they want at theauthorized music services
and download stores. Apple@iTunes Mudc Store, the mog successful of al the
authorized musc services, sold 2 billion downloads between April 2003and Januay
2007:%°

But the, volume of downloads sold to dae continues to pde when compared to
the number of files swapped over P2P networksN an estimated 5 billion each month.**’
In other words the nunmber of files shared on these networks was over 35 times greater
than the nunber of songspurchased oniTunes. The recording indugry® own
internationd indugry group,thelFPI, estimated in 2006tha there were 40
unauthorized downloadsfor every legitimate download purchased.*® In shot, al of the
authorized musc services togehe do notyet amountto adropin thedigital musc
downloading budket.

If therecordingindugry is seriousaboutluring music fansaway from P2P
networks and other methodsof sharing, it should be focusng more attention on
dangling atastier carrot, rather than swatting more individuds with the lawsuit stick.
Theauthorized musc services suffer from three critical shortcomingswhen compared
to unauthorized aternaives: (1) anti-consumer Qligital rights managementOrestrictions
(2) limited inventory; and (3) high prices.

Firgt, and perhgps mog significantly, the offeringsfrom the authorized musc
services are restricted usng digital rights management, or ®RM, Otechnologies.*?
Thanksto these technologies, mudc fansfind tha they cannotcopy themusc they have
pad for to portable devices of thar choosngN induding Apple® popubr iPod.
Moreover, several musc services, such as Napger and Y ahoo,amountto little more
than extended rental servicesN if theserviceis cancelled, thefiles stop working.** The



musc provided is often streamed, which meansthe user cannotretain it for future use.
Users may have the possibility of purchasing thefiles permanently, butonly by paying
another fee.

While these restrictions when congdered in avacuum, may strike some as
reasonable, they make for aless-than-attractive carrot when dangled in front of musc
fansused to theunencumbered MP3 files they find on P2P neworks. At the same time,
the DRM technologies have not succeeded in keeping any (protectedOsongsoff the
Internet. In fact, the existence of these restrictionsgives otherwise law-abiding
cugomers areason to seek out P2P channds when thar legitimate expectationsare
frudrated (after all, these are the cusomers who pad for themusc they could have
obtained for free!).

The backlash againg MRMOon digital downloads has led to the creation of
some commercial musc services tha sell unrestricted tracks, such as eMusc and Amie
Street.’* However, these services are still plagued by pricingissues and especially
limited inventory. Steve Jobsannouned his own didike of indugry-mandaed DRM,
paving theway for even Apple to provide DRM-free tracks oniTunes for a premium.**

Second, limited inventory is a problem across theboad. Online stores omit both
popubr performers like the Beatles, as well as obsure (and non-obscure) indgpendent
artists and rarities such aslive concert recordings For many popular hip-hopabuns,
only some tracks are available, with the remainde caughtup in Byzantinemusc
indusry fights over licendng®*® By contrast, al of these are made available by music
fansonthe P2P networks.

Third, the pricing of individud musc downloadsremainstoo high. Themajor
labd sCown mail order record clubs such as BMG Music Service, will ddiver aCD for
aslittle as $8.00. Y et that same album cogs $9.99fromtheiTunes Musc Store. It
seems evident that the 99 cent pe download priceis set more in deference to retail CD
prices than profit-maximizing price tha afree market would provide Real Networks
vividly demondrated this when it unilaterally dashed its prices to 49 cents pe
download (thereby losng money on every sae, since therecord labdsingst on
wholesal e prices above 60 cents per download) and saw its sales figures multiply six-
fold.™** This experiment suggests tha therecord labd's could expand the market for
authorized downloadsand ther own revenues by cutting their wholesale pricesin hdf.

E. Incubating New “Darknet” Technologies.

TheRIAA lawsuit campaign may also be encouraging musc fansto migrate to
file sharing technologies tha will beboth more efficient for users and harder for the
RIAA to infiltrate. To theextent filesharers are worried aboutthe RIAA lawsuits, many
are simply opting to continuedownloading while refraining from uploading (thisis
known as QeechingGin thelexicon of the P2Pworld).** Because the RIAA lawsuit
campagn has, thusfar, only targeted uploaders, "leechers' can continuedownloading
evidently withoutrisk. Given the globd popukrity of P2P, there is no shortage of
offshore uploadesfor U.S. fileshaersto rely on.

In respong to the RIAA lawsuits, many filesharers are beginning to optfor new
file sharing technologies tha protect their anonynity. Software such as DirectConnect,



WASTE, and AllPeers offer secure, encarypted file sharing capabilities to groupsof
friends™® Infiltrating these private P2Pcircles is much more difficult than simply
trolling public P2P neworks. Other technologies, such as MUTE, Freenet, thel2P
Network, and JAP providefile sharing capabilities in a context that protects the
anonynity of theuploader.™®” In these networks, the content is encrypted and copied
througha nunmber of intermediate points in amanner tha obfuscates its source. Many
other users are opting to share usng the uddylistOand file sharing capabilitiesin
popubr ingant messaging clients, like thos offered by Yahooand AOL.

Internet-based file sharing, moreover, may soonbe supplanted by hand-to-hand
file sharing. As noted previoudy, buming and exchanging CDs amongfriendsis
commonplace. Thecog of digital storagemediaisfallingrapidly, while capecity has
risen subgantially in the past few years. The HD-DVD-R and HD-DVD-RW formats
alow users to bum 15-30 GB of content onto asingle disc.**® Meanwhile, Blu-Ray's
recordable formats, BD-R and BD-RE, are capable of storing between 25 and 50 GB
per disc, for which PC-based bumers have been available since July 2006** TDK has
even showcased a BD-R disc capable of storing 100 GB.'*° Hard drives also continueto
fall in price and expandin capecity. As of July 2007, a500GB drive can behad for
about$120,offering musc fanstheability to collect and share extremely largemusc
collectionsfrom and amongthear extended circle of friendsand acquantances. USB
flashdrives, while currently limited to afew GB in capacity, have also ganed in
popukrity, providing another convenient meansfor quickly sharingfiles.

VIII. What to Do Instead.

Four years and more than 20,0001awsuits | ater, the RIAAG campagn of suing
individud American musc fanshasfailed. It hasfailed to curtail P2P downloading. It
has not persuaded musc fanstha sharingis equivalent to shoplifting. It has notputa
penny into the podkets of artists. It hasfailed to drive the bulk of filesharersinto the
arms of authorized musc services. Infact, theRIAA lawsuits may well bedriving
filesharers to new technologies tha will bemuch harder for the RIAAG investigaors to
infiltrate and monitor.

Thereisabeter way. EFF advocates a voluntary collective licengng regime as a
mechanism tha would fairly compensate artists and rightsholders for P2P file
sharing** Theconeept is simple: themusic indusry forms oneor more collecting
sodeties, which then offersfile shaing music fansthe oppotunity to Qyet legitOin
exchangefor areasonéable regular payment, say $5 per month. So longas they pay, the
fansare free to keep doingwha they are going to do anywayN share the music they
love usng whatever software they like onwhatever computer platform they preferN
withoutfear of lawsuits. Themoney collected gets divided amongrightsholders based
onthepopukrity of thar musgc. Inexchangeg file shaing musc fanswho pay (or have
thar ISP or software provider or other intermediary pay onther behdf) will befreeto
download whaever they like, usng whaever software works best for them. Themore
people share, the more money goesto rights-hdders. The more competitionin P2P
software, the more rapid theinnovdion and improvement. Themore freedomfor fans
to upload what they care about the deeper the catdog.



This has been successfully donebefore. For decades, (rollecting sodetiesOlike
ASCAP, BMI and SESAC have been collecting fees fromradio stations peformance
venues, bars and restaurants. Once thefee is pad, these establishments are entitled to
play whaever mudc they like, fromwhatever source, as often as they like. Musgc fans
today deserve the same oppotunity to pay afeefor thefreedomto download themusc
they love

Some lawsuits would still be necessary, the same way that spot checks onthe
subway are necessary in cities tha rely onan Ghoror systenOfor mass trangt. But the
lawsuits will no longe beaimed at singling out music fansfor multi-thousand dollar
punishments in order to Onake an exampleOof them. They will nolonge beintended
to drive fansinto thearms of inferior, over-priced aternaives.

Ingead, the system would reinforce therule of lawN by giving fansthe chance
to pay asmall monthly fee for P2Pfile sharing, avoluntary collection system creates a
way for fansto Qlotheright thingGalongwith aredistic chance that the majority will
actudly beableto live upto theletter of thelaw.
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