Electronic Voting Machine Information Sheet

Hart InterCivic — eSlate 3000

Name / Model: eSlate 3000
Vendor: Hart InterCivic, Inc.
Federally-Qualified Voter-Verified Paper Audit Trail Capability: None

Brief Description: Hart InterCivic's eSlate is amultilingud voter-activated electronic
voting system where the voter turnsa Select Whed and pushes a button to indicate
his’her preference. TheeSlate is connected via cable to the Judgés Booth Controller
(JBC; image above which provides vote activation and vote storagefor up to twelve
eSlates. A poll worker issues afour digit, randonly generated Access Codeto thevoter
usngtheJBC. Thevoter enters the Access Codeon the eSlate and votes usng the select
Wheel and Buttons Once thebdlotis cast, thevotes are stored in redundant and
physcally separate areas of the eSlate System, induding the eSlate, JBC and flash
memory. Thevotes are trangmitted viaa cable to the JBC, and are stored onthe JBC and
on aflash memory card (Mobile Ballot Box or MBB) ingdethe JBC. Thenthe MBB is
physcally trangported to el ection headquaters for tabulation.

Detailed Voting Process: When the voter enters the precind, poll workersfirst confirm
tha thevoter is propely registered. Then, apoll worker usng the Judgeés Booth
Controller (JBC) prints out a piece of pgoe with afour digit, randomnly generated Access
Code This number does nottie to the voter'sidentity butties to thevoter's precinct so
tha the prope bdlot style for each voter will appear on theeSlate after a voter enters
higher Access Code A voter isNOT assigned to any specific voting termind. A voter
can proceed to any open eSlate booth.

Thevoter takes the piece of pagpe with the Access Codeto any open eSlate booh and
enters the number into the eSlate device usng the Select Wheel and Enter button.
ThisAccess Codenumber permits the voter to vote onae; the Access Codewill notwork a

! Seer http://www.hartintercivic.com/innerpage. php?pageid=26
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secondtime. Thevoter makes his or her selectionsugng the buttonsand Select Whedl on
thebottom of theeSlate. The Select Wheel allowsthevoter to navigae throughthe
bdlot. When thevoter isfinished, heor she pressesthered "Cast Ballot" button at the
lower left-hand corner of theeSlate to cast higher bdlot. Access Codes cannotbe
reissued by the JBC.

It ispossible for avoter to ask a poll-worker if hisher Access Codehas registered a
bdlot ontheJBC. If thevoter has completed the voting process and cast a bdlot, the
pollworker can print off a piece of pgoer similar to the Access Codetha lists thevoter's
Access Codenumber and reads"Assigneal and Cast." Agan the Access Codeisa
randomny generated nunbe and does nottie to theidentity of thevoter.

Thebdlotisthen tranamitted over thecable tha connects the eSlate to the JBC ona
closed, private network. This cableisa"seria" cable and carries both power and data. Up
to twelve eSlates can be connested viathis seria cable to the JBC. The JBC recordsand
stores the bdlot interndly and on aflash memory card or Mobile Ballot Box (MBB).
Additiondly, each bdlotis stored ontheindvidud eSlate voting unit so tha all bdlots
are stored redundantly in separate areas of the eSlate System. The MBB isaremovable
PCMCIA computer card that stores vote data as well asthebdlot definitions needed to
open thepollsfor agiven election. The PCMCIA card is a credit card-sized device
containing flash memory tha is sealed into a dot on the JBC.

Oncethebdlotingis closed, the poll workers use the printer onthe JBC to print summary
results onto pgpe. Then the poll workers either removethe MBB and physcally
trangport it with any printouts to a central tabulation facility or they can trangport the JBC
itself depending onlocal regulationsand procedures.

Past Problems

October 2006: California. Trained personnéd entering test votes on the eSlate made
errors on 40% of thetest bdlotsin thefirst day of testing; 25% of the bdlots the second
day; and 14%thethird day.2

March 2006: Texas Computer programming errors added 100000votesto thefind
talliesin both primaries, leading to multiple candidate requests for recounts.?

October 2004: Texas A "default” selectionisa selection automatically pre-set by the
software. It remains selected unless the user specifically chooss to changeit. To provide
adefault selection on a DRE voting machineis to give avoter a bdlot with a candidate
already marked. Y et, election officialsin Augdin set up theeSlate DRES with
Bugh/Cheney as the default choice for president/vice-president. Voters who voted a

2 See http://www.votersunite.org/info/HA rtinthenews.pdf
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straight party Democratic ticket watched ther presidential votes changed to Bush onthe
review screen. Officials said voters caused this by pressing the GenterObutton onthe
second screen of the eSlate machine?

September 2004: Hawaii. Precincts offered both optical scan bdlots and new eSlate
paperless machines. eSlate malfundionsdisenfranchised at least onevoter. Mog people
chos notto use theeSlates. New eSlate electronic voting machines allowed votersto
choos a Green Party bdlot, even thoughthere were no Green Party candidaes. 22 voters
were disenfranchised by the error.>

March 2004: California. Hundreds of votersin Orange County were turned away when
oneeSlate machine brokedown. It is not clear from reports if thiswas a JBC or eSlate.’

March 2004: California. Approximately 7,000 voters were presented with thewrong
bdlots dueto problems with poll workersQundestanding the eSlate system. In 21
precincas where the problem was mog acute, more bdlots were cast than there were
registered voters. Tallies at an additiond 55 polling places with turnouts more than
doubk the county average of 37 suggest at least 5,500 voters had ther bdlots tabulated
for thewrongprecinas.”

February 2004. Virginia. Voters had to cast pgper balots when the JBC unit at one
precinct dried Orendeaingall theeSlate machines unusble.®

November 2003: Texas Poll workersin Harris County, confused by the eSlate system's
complexity, could not get the machines to work propely. Subsquent investigaion
revealed they had been assigning thewrongbdlots to voters usng the JBC.?

NASED Qualification Status:'

09/18/03: eSlate System Version 3.0 (B-3.0.0344,BN-2.0009, R-1.1.13 T-3.1.180)"*
12/19/03: eSlate System Version 3.1 (B-3.0.03.44, BN-2.0009, R-1.1.13, T-3.1.18.0)
01/16/04: eSlate System Version 3.2 (B-3.4.0, BN-2.02.05, BN-2.02.06)

“1d.

°1d.

® O/ oters Decide Record Bond Issue; Edwards Quits. ONBCATV, March 2, 2004.

" ¢¥,000 Orange County Voters Were Given Bad Ballots. OLOS ANGELES TIMES, March 8, 2004.
& BPolling places report light turnout here, ORICHMOND TIMES-DISPATCH, February 11, 2004.

° (ESlate voting proves smooth, not flawless. OHOUSTON CHRONICLE, Nov. 5, 2003.

19 NnasED Qualified Voting Systems (11/18/05). National Association of State Election Directors. See:
http://www.nased.org/certification.htm.

M The numbersin parentheses refer to version numbers of different pieces of software use within the
eSlate System. The letter identifiers correspond to the name of the software. B = BOSS (Ballot
Origination Software System), BN = Ballot Now, R = Rally, T = Taly, S = Servo.
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05/05/04: eSlate System Version 3.3 (B-3.4.0, BN-2.3, S-2.0.10, R-1.2.0, T-3.2.0)
08/08/04: eSlate 3000release 2.3.8, JBC 1000firmware revision 2.3.8

03/31/05: eSlate Firmware Version 3.0.15, JBC Firmware Verson 3.0.15

05/18/05: eSlate Firmware Version 3.1.2, IBC Firmware Version 3.1.2

10/14/05: eSlate Firmware Version 3.1.3, eScan Firmware Version 1.0.10, JBC Firmware
Verson3.1.3

03/03/06: eSlate Firmware Ver. 4.1.3

03/06/06: eSlate Firmware Ver. 4.0.19

References:

MRE Security Assessment, Volume 1, Computerized Voting Systems, Summary of
Findingsand RecommendaionsOInfoSENTRY, 21 Nov. 2003 See:
http://lwww.sos state.oh.ugsoghavalfilesI nfoSentry 1.pdf

irect Recording Electronic (DRE) Technical Security Assessment Report,O

Compuware Corporation, 21 Nov. 2003 See:
http://lwww.sos state.oh.us'soghaval/files’compuware.pdf
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