Electronic Voting Machine Information Sheet

Diebold Election Systems — AccuVote-TS

Name / Model: AccuVote/ TS
Vendor: Diebold Election Systems, Inc. (DESI)
Federally-Qualified Voter-Verified Paper Audit Trail Capability: None

¥

Brief Description: The AccuVote-TSislikely thewidest-deployed of al of Diebold's
voting systems. It isa smart-card activated multilingud toudscreen system tha records
votes oninternd flash memory. Votersingert a"smart-card" into the machine and then
make thar choices by toudhing an area on a computer screen, much in the same way tha
moden ATMswork. Thevotes are then recorded to internd electronic memory. When
polls close, thevotes for a particular machine are written to a PCMCIA cardOwhich is
removed fromthe system and either physcally trangported to election headquaters or
thar contents trangmitted via computer network.

Detailed Voting Process: When thevoter enters the precind, heor sheisgiven a
"smartcard" by a poll worker after confirming thevoter isregistered. A "smart-card" isa
card the size and shape of a credit-card which containsa computer chip, some memory
and basic daa such as the voter's voting language and political party. The voter then
takes the smart-card to a voting machine and inserts the smart-card into themachineto
allow voting. After usang thetouchscreen to vote, 1) therecord of thevote is directly
recorded electronically to multiple, internd flash memory cardsand 2) thevoter's smart-
card isreset to ensure tha it can only beused to vote one. The smart-card popsout of
themachinewith aloud"click" and thevoter retumsit to apoll worker.

When thepolls close, apadl worker or election officia inserts adifferent-type of
smartcard, an administrator card, into each voting machine and puts the machineinto a
pogelection modewhere it will nolonge record votes. At this point, the machinewrites
thevotes fromitsinternd memory to flash memory ona"PCMCIA card". The PCMCIA

! See http://www.diebold.com/dieboldes/

ELECTIONIY] boalt
PROTECTIONEE ((dot)
1-866-OUR-VOTE or g

Version 1.1 of October 29, 2006.




Electronic Voting Machine Information Sheet

card is merely aremovable form of flash memory. A printed tapeof al votes cast or vote
totals for thevoting machine can also be printed out at this time depending onlocal
procedure and regulations

The PCMCIA cardsare taken out of each machineand either taken to a central tabulation
facility or to remote tabulation facilities. At thetabulation facility the votes are read out
of the PCMCIA cardsandinto a central computer daabase where precincs are combined
to result in an aggregate vote. For remote facilities, the votes are tranamitted to the central
tabulation facility viaaclosed "Intranet”, the Internet or modem. The PCMCIA cardsand
any printouts from thevoting machines can then become part of the official record of the
election.

Past Problems

May 2006: Ohio. Machinemalfundionsdday polls from opening until 1:30pm and
scannasfall to tabulate properly. Electronic badlot boxes were log in two counies.
Voter access card failures, pger jams, and even amissing electrical adgpter onthetoud
screen machines caused election problems. Screen review doesn't match bdlot printout
and short cables cause machine placement tha violates voter privacy .2

September 2005: Georgia. New QupgadedOsoftware caused technical problems during
themodem tranamission of vote data. Then, thefina tally showed tha 285bdlots were
completely blank, and the margin of victory was only 117 votes.3

July 2005: California. After testing 96 toudh screen machines and finding a 10%error
rate, Secretary of State Bruce McPherson rejected Diebold'sapplication to certify the
AccuVote TSx touch screen with AccuView printer module#

March 2005: Maryland. Electionday problemsinclude 7% of al units deployed on
election day falled, an additiond 5% were sugpect based on the number of votes captured.
Theunit failures resulted from a variety of issues ranging from machines tha would not
bootup, to screen freeze, to failure of card readers and hardware.”

November 2004: Maryland. On election day, TruevVoteMD registered 383 reports
involving 531inddents of problems encountered by voters. Many voters reported votes
switching on the screens®

2 iebold in the News Nl A Partial List of Documented FailuresO See:
http://www.votersunite.org/info/Dieboldinthenews.pdf
3
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September 2004: Maryland. Thesengtive touch screen registered U.S. Senaor
Mikulski's vote incorrectly duringademongration at alocal festival.”

July 2004: Georgia. Problems ranged from failing machines, to overheating machines, to
incorrect summary pages, to incorrect bdlots, to lost bdlots. A procedura errorin
advance voting revealed that Georgia citizens Conditutiond rightto balot secrecy is
violated when they voting early onthetouch screens Toudh screen voting machines
reported U.S. Senae votes from only six out of seven Democratic voters. While the
machines reported 14 5% Democratic undevotes for U.S. Sende, they reported only
3.2% Republican undevotes.?

April 2004: California. Secretary of State Kevin Shdley called onthe Attorney General
to bring crimind charges agang voting-machinemaker Diebold Election Systems for
fraud. Thereasonsare explained in the staff report of the CaliforniaVVoting Systems and
Procedures Pand. Mr. Shdley decertified the AccuVote TS shottly thereafter.?

March 2004: California. A buginthefirmware, caughtduring pre-election testing,
prevented votes from bang cast when certain race combinaionswere selected usng the
write-in fundiondity.™

March 2004: California. 55% of precincts in San Diego county experienced
malfundionsdueto batery problems tha prevented polling places from opening ontime.
Voters were told to return later in theday butit isunknown how many were able to do

11
0.

March 2004: Maryland. At least onevoter uang Diebold election equipment was not
presented with the entire bdlot. Poll workersindicated tha they knew of such errors
when the balot magnification feature was activated ™

November 2003: Georgia. Allegationsof widespread complaints by citizenswho voted
(oCOon a sales tax propostion but saw Diebold machines register QresOcaused county
officias to take the machine out of service during the election®

“1d.
81d.
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1 Report on March 2, 2004 Statewide Primary Election. California Office of the Secretary of State. See:
http://www.ss.ca.gov/elections/ks dre papers/march_2 report_final.pdf

2 Orhink You Voted in Md.? Think Again,OTHE WASHINGTON POST, March 7, 2004.

13 naace disputes sales tax results, DuBose files complaint in Muscogee Superior Court.O
LEDGERENQUIRER,
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April 2002: Kansas. In John®n County, an unexplained software error caused voting
machines to miscountvotes. Some modems used to tranamit results from padling places
to the central election office failed. After thislatter inddent, cartridges tha record results
are hand-ddivered to the office. Also, results were misreported in six races. The system
miscounted hundeds of votes, and are-countwas ordered ™

November 2002: Maryland. When voters voted for the Republican candidate for
govanor, an X Geppesred beside the name of the Democratic candidae.™

NASED Qualification Status:'®
07/07/05: AccuVote TS Precinct Counter Rev 6 version 1.0.2
05/20/04: AccuVote TS-R6 Precinct Counter Firmware Version4.3.15D
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